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ABSTRAKT

Tato prace spociva ve studiu typl souborti obsahujici textova data za ucelem vyvoje

systému, ktery je schopen automaticky klasifikovat soubory.

Hlavnim cilem prace je automatické tiidéni souborti obsahujici textova data bez podpory
informaci poskytnutych od souborového systému. V teoretické Casti je vysvétleno, jak
obvykle pracuji nastroje pro obnovu dat a Computer Forensics, dale je diskutovan problém
ohledné stanoveni typu fragmentované ¢asti souboru. To je Casto hlavnim tématem pro
aplikace Computer Forensics. Mimo jiné, vyhledavani fetézct je obzvlasteé dilezité,
protoze velmi Casto je ditkaz hleddn uvniti textovych dokumentd. Dale je v této Casti také
popsana vnitini struktura soubortt PDF a Office XML. Prakticka ¢ast obsahuje informace 0
implementaci softwarového nastroje, ktery je schopen z poskytnutého bloku dat ziskat

informace, které mohou byt pouzity pro automatickou klasifikaci dokumentu.

Kli¢ova slova: Computer Forensics, klasifikace fragmentovanych soubord, PDF, Office
XML

ABSTRACT

The thesis consists in the study of file types containing textual data for the purpose

of developing an automatic file classification system.

The main goal of the thesis is the automatic classification of files containing textual data
without the support of the information provided by the file system. In the first part
is explained how data recovery tools typically work and is discussed the problem
of determining the encoding type of a file fragment. This is an important issue for
Computer Forensics applications. Among these, string search is particularly relevant since
very often crime evidence is searched within textual documents. In addition is described
the internal structure of PDF and Office XML-based files. The analysis contains
information about implementation of a software tool able to extract from a block of data

the features that can be used for automatic classification of the document.

Keywords: Computer Forensics, File-Fragment Classification, PDF, Office XML
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INTRODUCTION

Development and expanse of the internet and computers causes big growth of textual data
and information. Nowadays, newspapers and books are replaced by their electronic
versions and all information is converted to an electronic form. This increase of textual
data and documents is a big challenge for research and development in their classification

and categorization.

Modern text files are containers of content with different nature. The complexity
can be exploited for malicious (e.g. PDF can vehiculate viruses) or benign purposes.
The information about the file structure can be used to data recovery or Computer
Forensics. Data recovery applications are commonly used for business but they only solve
the problem of file recovery. In fact, a typical issue in both data recovery and Computer
Forensics application is to recover data from which the information provided by the file
system is not available anymore. In computer forensics, this is usually done for the purpose
of acquiring legal evidence to be eventually used in front of the law court. One of the most
powerful techniques in the Computer Forensics is called Carving using which we can
restore unknown files. Carving has its main limitation in fragmented or corrupted files, for

which recovery may result indeed challenging.

In this work, file types containing textual data have been studied for the purpose
of developing an automatic file classification system. The final goal of the thesis is
the automatic classification of files containing textual data without the support of
the information provided by the file system. A similar system might result of interest in
both Computer Forensics and Data Recovery applications. Even if textual data can be

found in a plenty of different file types, the activity focused on two main file types:

¢ Adobe PDF files

¢ XML-Based Microsoft Office and Open Office files

In the first part it is described how data recovery and forensics tools typically work.
In addition, algorithms which have been recently proposed for the automatic classification

of files are briefly described.
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In following section the structure of both PDF and XML-Based Office (Microsoft
and Open Office) files is described. The aim of this study was to identify the features that
can be used to assess the various file types and in addition to locate the text within a given
file.

In the first section of the analysis a specification of the application is explained
in detail. Next section is an implementation of the application where the algorithms and
also flowcharts used in this thesis are described more in details. The sixth and final chapter
consists of the results of the work. The possible usage of the application is also reviewed

in this section.

Finally, a software tool is able to extract features from a given block of data.
The tool is able to provide a features vector that can be eventually used by a machine
learning algorithm for the automatic classification of files. The tool is also able to extract

text from data, if present.
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1 IMPROVED STRING-SEARCH BASED ON STATISTICAL
ANALYSIS OF FILE FRAGMENTS

1.1 Introduction

According to ForensicWiki, Computer Forensics is defined as the practice of identifying,
extracting and considering evidence from digital media such as computer hard drives.
Basically, a computer forensics expert (the ,,digital investigator”) try to find digital
evidence. Digital evidence can be found not just within a computer hard drive but also on
all electronic devices (e.g. mobile or smart-phones, game consoles, GPS navigation
device). Digital evidence can be provided by every piece of document (e.g. a PDF file,
an email, a picture, a log file) that can in someway confirm or demolish the hypothesis

formulated by the investigator.

The type of the document on which the investigator will search for the evidence,
basically depends on the scenario of the investigation. Nevertheless, in the vast majority
of digital investigations the computer forensics experts is asked to find textual evidence.
This is a consequence of the fact that a great deal of the stored digital data is linguistic in
nature (e.g. human languages, programming languages, and system application logging
convertion) [1]. Textual evidence can be found in the Internet history, in word processing
documents, spreadsheets but also within emails, address book, calendars, log files and so

on.

Textual evidence is usually found by the digital investigator through “string search”
[1]. The computer forensics expert looks for the documents that do contain a certain string.
The main problem is represented by the fact that this analysis, in the scenario of a legal
action, might not be as simple as that we would perform when looking for a document in

our laptop. In fact, there are at least two main problems:

e In order to prevent the evidence from being found, the person under investigation

would have erased or renamed the files containing the evidence.

e The file system of the inspected device can be damaged.
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1.2 The Current Scenario

In this section, we illustrate how a computer forensics expert behaves when he has to find

textual evidence of a crime. Basically, he can:
e Use operating system native search tools
e File Carving

e Byte-level search

1.2.1 Operating System Native Search Tools

The list of all the files contain a certain string can be easily obtained using tools such as
“Find” (on Windows) or “Spotlight” (on OSX) that are natively provided by the operating
system The results can be obviously filtered with some restriction on file extensions
at during the search. Files containing textual data are usually selected (e.g. .docx, .pdf,

html, .txt). Unfortunately, this kind of approach suffers from two main drawbacks.

First, it is quite simple to evade the search tool. In fact, by replacing the extension
of the file to hide (e.g. “.txt”) with an extension which is not commonly associated to text
files (e.g. “.avi”) the file will probably go unnoticed. The problem is that almost every
operating systems use extensions in file names to help identify what they contain (the file
type). For example, file extension consist of a dot at the end of a file name and a few letters
(usually three or more) to identify the file type [2]. For example the file extension as .odt,

.doc and/or .txt identify a text file.

Second, when such kind of analysis is performed, not all the file formats that might
include a text portion are inspected. As an example, we might consider the “.nbu”
extension, which is the one associated to the backup file of Nokia mobile phones.
The “.nbu” files are not text files, but they typically contain large portions of text, since
they can contain the SMSs or the telephone book backed up from the mobile phone. As

a consequence, they should be considered during the string search.

1.2.2 File Carving

File carving allows to perform a more in-depth analysis of the storage device. According to

DFRWS [3], “Data carving is the process of extracting a collection of data from a larger



UTB ve Zliné, Fakulta aplikované informatiky, 2012 14

data set. Data carving techniques frequently occur during a digital investigation when the
unallocated file system space is analyzed to extract files. ” File system structure is not used
during the process, this means that carving does not care which file system is used for
storing files (e.g. FAT16, FAT32, NTFS, ext2, ext3, HSF, HSF+, 1ISO 9660) [4]. So what
exactly is file carving? File carving is the process of finding corrupted or hidden files
within a larger file. This larger file could be something as a simple text document, or for
example as disk image [5]. Data block is searched block by block in the remaining data by
matching the values header and footer that are unique for each file type. Header and footer
are a special sequence of bytes that defines the beginning and/or end of the file. Carving is
primarily useful in criminal cases where the use of carving can recover the evidence. For
instance, file carving can be useful in the fight against child pornography or even terrorism

where the forensics expert is able to get more evidence from the suspect’s device [6].

Until data are not overwritten or destroyed, deleted data can be recovered on all
storage device, including all electronic device (e.g. mobile or smart-phones), where it could
be found. It depends on conditions, but even formatted disks can be restored by using
carving techniques. According to McAfee, With the exhaustive measures of drives since
2006, there is a big chance, and you delete a document from that drive. The disk space
reserved for that document will be marked “available,” but it could really take a long time
before this address space on the disk is overwritten. Even, on disk can be found deleted

files years ago.

From the previous section should be clear that header and footer (magic numbers)
are unique for every file format, and do not change if the file extension is changed in order
to hide the file. The file carving tools commonly have a database where for every single file
type is described internal structure of the corresponding headers and footers. For example,
a carving tool such as PhotoRec [7] offers a database with more than 320 file extensions.
On the contrary, Foremost [8] (which is another carving tool) has a smaller database but it

being more flexible, as it allows to customize the database by adding new file extensions.

Nevertheless, it remains the limitation that only the files whose extension is within
the database, can be carved. Obviously, even if it is almost easy to include well known file
types, it is not hard to lose some interesting file during the analysis. Moreover, the analyst
is asked to specify to the carving software the type of the files it should look for. Then, it is

assumed that the computer forensics expert knows exactly all the file extensions where


http://www.sans.org/reading_room/whitepapers/forensics/data-carving-concepts_32969
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a text can be found. In addition, when the tool starts, the analysis of the device is performed
searching only for the file types specified. As a consequence, if the analyst want to search
for a file type that was not initially included into the analysis (because no evidence has
been found with the first attempt or simply because some file types have been forgotten),
a new carving of the entire device must be performed. Furthermore, no carving tool can
guarantee a 100% accuracy [9]. Thus the analysis is frequently repeated by using several
tools, especially in the case that no evidence has been found. This is indeed a fairly
inefficient and time consuming approach, since the analysis takes a time which increases
with the number of file types considered and given that several scans of the device could be

required if the crime evidence is not immediately found.

1.2.3 File Recovery vs. Computer Forensics Tools

There is a big difference between file recovery and typical computer forensics techniques.
File recovery uses information provided by the file system which remains after deletion
of a file. By using this technique a lot of files can be recovered but is necessary that the
information provided by the file system needs to be correct. If information is not correct or

even a system is formatted, the files cannot be recovered.

From the previous section should be clear that typical forensic tools deal with the
raw data on the media and does not use the file system structure during its process. Almost
all Computer Forensics tools do not care about which file system is used to store the files,
but it could be helpful to understand how a file system works. For example, let’s assume
that we have a FAT file system. According to McAfee, “When a file is deleted, the file’s
directory entry is changed to show that the file is no longer needed (unallocated). The first
character of the filename is replaced with a marker, but the file data itself is left

unchanged. Until it is overwritten, the data is still present” [6].

The main difference is that Computer forensics tools exploit the information
provided by the internal structure of a file. File is a block of stored information (binary

digits) such as document in a .doc file, an image a .jpg file or a program in an exe file.

1.2.4 Byte-level Search

It represents a kind of last resort and is by far the most powerful analysis that can be

performed. In this case, the searched string is matched with the data on the drive at the byte
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level, without any regard of the filesystem structures or of the type of the file the string
might belong to. Obviously, the match should be performed for both the ASCII and
UNICODE character encodings. The offset that gives the position of the string within the
file and into the analyzed device can be obtained with an accurate usage of Linux tools,
such as ‘string” and ‘grep’. Once a string has been located, the next step is to trace back the
file from which the string originates. As an example, in the case of UNIX systems this can
be done by exploiting the inode information. The occurrences of the strings in the erased

(from the filesystem) files and into the slack-space zones can be also found.

As a result of the analysis a list of all the occurrences of the string that have been
found on the device is produced. Unfortunately this list typically contains a large number
of “false positives”, since the string might (accidentally) occur also within non text files.
Then, an additional effort is usually required to the digital investigator to filter the results
and to remove all the undesired occurrences from the list. As we will see in the following
section, several automatic file classification approaches have been proposed that would be
useful for the purpose of reducing these false positives. Unfortunately, they are not
particularly effective, and none of them has found application in real tools. In the next
section we will address this issue by proposing an alternative approach for accurate file

fragment classification.

1.2.5 File Structure Based Carving

File carving is powerful technique for the data recovery. However, when file is damaged
and/or fragmented it is not so useful, because fragments of file are not stored contiguously,
but they are (may be) variously scattered on HDD. It means that classic method based
on location header and footer will be unsuccessful. Garfinkel estimated that up to 58% of

outlook, 17% of jpegs and 16% of Microsoft Word documents are fragmented [23]. Let’s
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assume that files have been stored as in
Fragmented File
T e
B e
S
/\ ’
/ \
/ G
I/: [ .
([T
1\
| =,
(‘.ll - > - \’./\\
X X \‘.:__:-_ = S v .’/
/ \I“ ——— g /’ ),/
e v B Contiguous File

Hard Disk Sectors

Figure 1. As we can see, Contiguous file is stored in adjacent sectors, whereas
“Fragmented file” it is not. In the first case we can use standard carving tools for
determining the file structure. For the second, we should analyze every single sector
separately. Nowadays, a technique exist which is called "Smart Carving"” [24] and it is able
to handle fragmented files automatically. Nevertheless, it has a main limitation in the fact

that it does not work when the file is corrupted and/or does not contain header.
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Fragmented File

Contiguous File

Hard Disk Sectors

Figure 1 - Harddisk sectors

File Structure Based Carving is based on analysis of the file content of the propose
file. Basically, in string searching it means that when the searched string is matched, should
be automatic recognized the file structure of the sector. For instance, let’s assume we want
to find string with name “for’. We will get a lot of false positives, as we can see in the
Figure 2. File Structure Based Carving should be able to automatic recognize the file
structure of file fragments. It means that this carving method returns file types and numbers
of sectors that was found the string. When a sector’s file type is identified, we can compare
it to other sectors that contain similar data structure. If we will be successful we can collect

file fragments together.
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file type:
R forensic
e forever classic carving method
5 for
u forrest structure based carving
| therefor
t format
5

Figure 2 — How structure based carving works

1.3 Related Works

From the previous section, it should be clear that in order to support the computer forensics
expert during the analysis, a string search tool should be able to automatically categorize
the results depending on the type of the file where the string appeared. As an example, let
us assume that the string “hello” has been found in the sector 1234 of the analyzed hard
drive after a byte-level search. It would be very nice, if the tool was able to assess if the
data fragment in the 1234 sector belongs (or belonged) to a text file or not. In the former
case the result should be included in the list presented to the investigator whereas in

the latter not.

Several works in the literature addressed the problem of establishing the type of the
file from which a data fragment originates. The largest part of them analyses the statistical
properties (e.g. byte histograms, byte-frequency correlations) of the distribution of the file
bytes [10], [11], [12], [13]. The underground idea is that the properties of the bytes’
distribution for a certain file basically depends on the originating file type. As an example,
a (significantly) different bytes’ distribution is expected for an “.exe” file type with respect

13

to those associated with a “.doc” or with an “.avi” file. Based on this assumption,
a “statistical fingerprint” is created for each file type. For instance, we could have a model
for the “.exe” files, a different one for ”.doc” files, another one for the “.avi” files and so
on. Then, the type of an unknown file is determined by using a measure of similarity
between the file and the statistical fingerprints (the type assigned to the file is that whose

fingerprint is the closest).
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A pioneering work in this area was that of McDaniel and Heydari [10].
The fingerprints were created by the means of the byte histogram and the byte frequency
cross correlation. Veenmann proposed to represent fragments using the histogram of byte
values, the entropy derived from the byte histogram and the Kolmogorov complexity [11].
In [12], the authors use both the byte distribution and the “rate of change” (the absolute
value of the difference between the values of consecutive bytes). Li et al. propose
an application of the n — gram analysis to this problem [13]. They create a different
centroid for each file type and calculate the Mahalanobis distance among the file and the

centroids.

Unfortunately, to the best of our knowledge, no one of the proposed approaches has
found application in a real tool. As Roussev noticed [14], in spite of the promising results
achieved, all of these works suffer from two severe drawback. The first concern is related
to the size of the dataset used for the experiments. The dataset generally consisted
of a number of files of different type, with an overall size of the dataset that was
approximately from minus than one hundred (e.g. [12]) up to five hundreds of MB [11]. If
compared to the typical size of the modern hard drives, this size appears definitely too

small to let these results considered as statistically relevant.

The second (and probably more relevant) issue is related to the way files have been
considered during the analysis. Let us assume we have two different PDF files. One
contains only text data, whereas the other contains several images without any text. It can
be easily expected that from the point of view of the bytes’ distribution, the two files will
appear significantly different in spite of being both PDF files. Analogous considerations
apply to every file type that can contain data of different nature (e.g. text, images).

An evident case is that of the Microsoft Office files.

In order to cope with this problem, Roussev proposed to revise the approach to the
file fragment analysis [14]. In particular, he suggested to reconsider the file fragment
classification problem paying a more attention to the data encoding methods instead that
to the file type. In fact, he observed that file types such as PDF, do not define an encoding
data format but instead define a structure that groups together blocks of data with different
“primitive” encodings (e.g. a jpeg image, a zlib compressed text, etc.). Then, a correct

approach to data fragment classification should be aimed at recognizing primitive encoding
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formats instead of file types. In the following section we will illustrate how this idea will

be exploited in this thesis.
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2 PORTABLE DOCUMENT FORMAT

2.1 A Brief History

Portable Document Format. (hereinafter referred to as PDF) was introduced in 1990
by Adobe Systems, but for public domain it became available in 1993. At present, PDF is
one of the most popular formats for visualization and reading document, along with DOC
(DOCument — Microsoft Office) and ODT (OpenDocumenT — Open Office).

The earlier version of PDF did not support some features that are nowadays
commonly used. For example hyperlinks, passwording, interactive page elements and
forms, mouse events, Unicode etc. The file dimensions were quite high, compared to the
modem speeds of the second half of the ‘90s. Hence, PDF standard met various difficulties

in spreading itself, especially compared with some other formats [15].

Portable Document Format

: ;uduhe

Adobe PDF icon

Filename _pdf

extension

Internet application/pdf
media type

application/x—-pdf
application/x-bzpdf

application/x—gzpdf

Type code "PDF " (including a single space)

Uniform com.adobe. pdf
Type

Identifier

Magic %EPDF
number

Developed Adobe Systems
by

Initial 1993
release

Figure 3 - PDF document ‘s details [15]
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Despite the various rivals in this sector, PDF is now widely used with a lot of
advantages, as it has been optimized during these years. The actual version is the 1.7,
Adobe Extension Level 8, updated for Adobe Reader X (10). Currently PDF version PDF
supports text search, random access of data, bookmarks, links, annotations, interactive page

elements, passwording, encryption, compression, JavaScript actions and much more [16].

2.2 Structure of PDF File

The PDF File Format is text with some binary data mixed in. Assume that file is opened in
a text editor we would see the raw data objects that define the structure and content of the
document. According to Thomas, PDF implements documents as a hierarchy of tagged
objects, organized into trees and/or linked lists. The objects, which can be any of seven
basic types, can be purely structural in nature or can encapsulate various types of content,

or attributes, or pointers to external resources [16].

The PDF File is composed of four major parts which we can see on Figure 4.

Header

Body

'xref' Table

Trailer

Figure 4 - The structure of
PDF File

2.2.1 Header
The first line within the file defines the version of the file by magic numbers. For example:

$PDF-1.5
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The header makes the browser (parser) to determine what version it is. Thus, which

version will be follow [17].

2.2.2 Body

The body consists of indirect objects (images, fonts, pages,...) that completely describe
appearance of the document. Body can contain invisible objects that are useful for security

features or logical structure.

10 obi

£

A Type FfCatalog

foutlines 2 0 R Objects

fPages 3 0 R
o
endolb]

{2 0 ob3 \

£

fType fOutlines
fCount O

i

/A Type /Pages
AEids [4 0 E]
dCount 1

o
\=1dion 3 _/

Figure 5 - Body of PDF file

2.2.3 A Cross-reference Table

Cross-reference table is a kind of content. It contains information necessary for quick
access to indirect objects. For each indirect reference the table contains one line describing
information about its location. Every single PDF file contains just one cross-reference
table, which contains one or more sections. When file is updated, always is created new
section in cross-reference table. PDF document has just one section if it has not been

modified.
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Each section cross-references begins within a file by keyword ‘xref’.
The following subsections composed of a pair of integers determining the range of used

objects. The following items contain information about the object.

Information about object is consist of byte offset indirect object in the file (shows
on which byte begins the object), generation number, identifier (f — to indicate that the

object is free, n - the object is in use) and of pair of characters determining end of file.

xref

o5

Qoooooooon 65535
Qoooooooilz ooooo
Qoooooooss ooooo
Qooooooil4s ooooo
Qooooooz14 ooooo
Qoooooos3s1 ooooo
Qoooooog4ss oo0oo
Qooooons1s ooooo

== = i e = = = ]

Figure 6 - 'xref' table
(EOL characters are

omitted)

2.2.4 Trailer

The trailer is a footer of the document and shows the location in the document where begin
the cross-reference table. Trailer is always at the end of file. Reading from the end of the
PDF document enables fast access to individual objects referenced in the xref table. This
ensures particularly rapid identification of the location of the xref table, and thus determine
the location of individual objects. Trailer contains more values, some of them are required
and some optional. The required values include data on the number of records in the xref
table and document identifier, which consists of two string objects. The first is based with
the creation of the document and the second is changed with every update of the document.
For example, encrypt is an optional value containing information for decryption when
a document is encrypted. On the other hand, size is necessary and shows total number
of items in a cross-reference table, including sections added as an incremental table.

The last line of a PDF file contains only the end of file marker, $$EOF .
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trailer

<

faize &
fRoot 1 0 R
e

startxref
G4z

%L EOF

Figure 7 - Trailer

2.2.5 Incremental Update

For update is used the incremental table that lies in keeping the original content and adding
new elements to the end of the file (body, xref and trailer). PDF file is not overwritten, only
added to. From previous section should be clear that PDF document ends with $$EOF, but
in update document can be multiple EOF’s. From this reason are often confused programs

like foremost (described in File Carving section) [18].
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Header

Original body

Original cross-reference table

Original trailer

Body update 1

Crosg-reference table 1

Updated trailer 1

Body update n

Cross-reference table n

Updated trailer n

Figure 8 — Incremental

update

2.2.6 PDF Data Types - objects

Each type of object can be easily recognized by start and end strings. These strings consist
only of ASCII characters. Objects can be even embedded. Specification PDF defines these

objects: Boolean, Numeric, String, Name, Array, Dictionary, Stream, Null a Indirect.

e Boolean, which is represented by t rue and false values

e Numeric, which is represented by integers or real numbers
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e String, which is a succession of characters or hexadecimal character codes.
Examples:

( This is a valid string. )

( Two <2B> two <3D> four. )

e Name, which is represented by a slash /, followed by some text, no white space
or punctuation allowed. Examples:
/Contents
/Chap6 Sectionl

/1.5
/ .end

e Array, which is a list of different objects separated by white spaces Dictionary.

Example:
[ 2 4 6 8 12.5 ] % an array of numbers
[ true /Chap9 3.14 (yes) ] % array of misc. objects

e Dictionary, which is a name object followed by another type of object.
Example:
<< /Type /Example /Chapters 9 /Encrypt true (no undo) >>

These objects are the most common objects in a PDF file. Fonts and pages are

represented through dictionaries [16].

e Stream, is the most complex and important type for this thesis. It will be described

in next section.
e Null, which is represented by nul1

e Indirect, which is defined in PDF document using object number, generation
number and by keyword ob7j. At the end of the object is keyword endobj.
An example of raw object within the file is expressed like this:

3 0 obj

(text)
endobj

, in which the number 3 is the object reference (object number). After this kind of

the line, there is something that uniquely identifies the type of object (generation
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number), as it’s pointed out in the table underneath. The object defined here
is called indirect since it can be referenced by its number; there are also objects
without this reference prefix, called direct objects and are always contained inside
other objects. A container object that references another object does so with the
syntax 3 0 R’ to include the previous object defined with 73 0 obj’, on this

object can be referenced from anywhere in document.

1 D obj

L

fType JfCatalog
fOutlines 20R

fPages30R Indirect Object of pages
- pointing to object 3 0 obj
endobj
3 0 obj
JKids [4 0 R]
e ages .
ot 1 Object 3 0 obj

Figure 9 - Relationship of the indirect object

2.2.7 Stream Object

A PDF stream object is a sequence of bytes. This object allows to store strings of bytes like

as object string. But its length is unlimited. Therefore, it is suitable for long storage

of data such as images.

Stream oObject begins by dictionary object, which stores all necessary
information about object ( << especially length of data >>), follows keyword stream,
sequence of bytes and the keyword endstream. Streams are always indirect objects, so they

always begin with and object reference.
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5 0 Obj Indirect Object ID

<< /Length 42 >> Echonany
stream

BT /F1 24 Tf 100 700 Td (Hello World)Tj ET)
endstream N\
endob]j

Stream

Byte Sequence

Figure 10 — PDF Stream Object

This stream is indirect object 5 version 0. The dictionary contains a /Length entry.
It represents the length of (encoded) byte sequence. The stream and endstream keywords
are terminated with EOL character(s) [19]. In this example we can see the string Hello
World with special instructions for the PDF reader as given font and precise position.

The length of this stream is precisely 42 bytes.

The sequence of bytes is usually encoded. This is done with a stream filter.
A stream filter specifies what kind of algorithm has to be used for decoding. Let’s have

a look at an example in Figure 11.

5 0 obj

= e
/Length 55 —

(/Filter /ASCII85Decode)
>>
stream
6<#'"\7PQ#@1a#b0+>GQ (+? (u.+B2ko-glocCi:FtDfTZ) .9 (%) 78s5~>
endstream
endobj

Figure 11 — PDF Stream Filter

As we can see for this example is used ASCII85 encoding. The /Filter entry specifies how
to decode the byte sequence (/ASCII85Decode). There are many encoding schemes (ASCII

filters and decompression filters), here is a list [19]:
e ASCIIHexDecode
e ASCII85Decode

e | ZWDecode
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e FlateDecode

e RunLengthDecode
e CCITTFaxDecode
e JBIG2Decode

e DCTDecode

e Crypt

The list is not so long, but many filters, like /FlateDecode take parameters as the
compression level that may influence the encoding. Moreover, dictionary can contain more
than one filter; it means that the stream must be decoded more than one filter. Here
is another example Figure 12, where the stream is encoded twice. First is used ASCII85
and then plain HEX:

5 0 obj
<<
/Length 168 >
/Filter ([/ASCIIHexDecode /ASCII85Decode]
>>
stream
36 3C 23 27 5C 37 50 51 23 40 31 61 23 62 30 2B
3E 47 51 28 2B 3F 28 75 2E 2B 42 32 6B 6F 2D 71
49 6F 63 43 69 3A 46 74 44 66 54 5A 29 2E 39 28
25 29 37 38 73 TE 3E>
endstream
endobj

Filter Cascade

Figure 12 — PDF Filter cascaded

The Stream object is one of the most important parts in this thesis. This object
almost always contains textual data. It is really important to know how the stream

is encoded if we want to export the textual data from the PDF document.



UTB ve Zliné, Fakulta aplikované informatiky, 2012

32

2.3 An Example of PDF Raw File

¥ PDF-1.5 %

1 0 cbj<</Count 1/Kid=[T7 0 R]/Tvype/Pages>»>endcobj 3 0 obj N
<< /ModDate (D:20040819171125-07"'00") /CreationDate
(D:20040819161855-07"00") /Title (MyFile)>>

endobi 5 0 obj<</Pagez 1 0 R/Type/Catalog/Metadata 21 0O
B»»endobj 7 0 ckbj<</Type/Page/Parent 1 0

E/Botate 0/MediaBox[0.0 0.0 €12.0 792.0]/CropBox[0.0 0.0 €1Z.0
T9Z2.0] /Resources<<>>>>

endobj 9 0 obj null endobj 14 0 obj mull endobj 21 0
obj<</Length 3153

SType/Metadata/Subtype/X{ML>>

ztream <?xpacket begin=""

id="WoMOMpCehiHzre5zNTczkcB8d'"' ?»7adobe-xap-filters
esc="CRLF"?r<x:xmpmeta xmlns:x="adobe:ns:meta/"'

Xixmptk="XMP toolkit 2.9.1-14, framework 1.6"'><rdf:EDF
¥xmlns:rdf="http:/ /www.w3.0rg/199%/02/22-rdf-syntax-nsg"’
xmlnz:i¥="http://n=.adobe.com/i¥/1.0/">

</ rdf:RDF></ x: smpmeta>< ?xpacket

Header

end='w' ?rendstream endobij

xXref
0 22
0000000002 65535 T
Q0000000016 00000 n
0000000004 00001 £
Q0000000066 00000 n
0000000006 20001 £
Q000000165 Q0000

0000000008 Q0001 T
Q0000000225 00000 n
0000000010 00001 £

0000000353 00000
0000000011

trailer
<< /5ize 22/Foot 5 0 R/Info 3 0 B/ID[<
9238983

0d03944583c818f5210bI850c>»<

31 Trailer
1deld464084chZfeellaldlZe3dfbif>] »>
ztartxref

L " 1637 4

Hh

A Cross-reference Table

o

Figure 13 - An example of PDF Raw File

Body

This file has been shortened for display purposes by removing a large piece of the XMP

metadata stream. Here we can see several types of objects which are described in section

2.2 Structure of PDF File.

That’s enough for our purposes in this thesis. It is not necessary more in-depth

analysis of PDF structure, because we use the raw data for automatic files recognition.
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2.4 Summary Information of PDF

From forensics aspect is a PDF file very interesting because contains very useful
information for investigator. This information can in someway confirm or demolish the
hypothesis formulated by the investigator, for instance the date creation or the date
modification can help as well. Most important thing in the PDF section is this, when data
are modified or deleted in the document by using any PDF editor (Foxit PDF editor etc),
data are still present in the document. New information or updates are ‘simply’ written
at the end of the file together with another option (new objects containing textual data, xref
table, trailer and so on). For instance, page can be deleted by using PDF editor, but is still
present within a file, browser just not read it. Big advantage for forensics expert of this file
format is that it can be analyzed even when file is damaged or fragmented to very small

pieces.
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3 OFFICE XML-BASED FILES

More than twenty years, programs for storing documents such as Microsoft Word have
stored all information in binary file format. Developers these tools migrated to new XML-
based’ formats for document files a few years ago. XML is a markup language that is
particularly designed to exchanging data between applications. At present, the most widely
office documents file formats which use XML are Office Open XML and OpenDocument
Format. Both of these file formats have a similar structure which is described in next

sections for each single file type [20][21].

3.1 OpenDocument Format

OpenDocument Format (hereinafter referred to as ODF) is open format for office
documents created by Sun Microsystems, but has been standardized by the association
OASIS%. ODF is XML-based format where binary data (mostly images) are not coded
as XML but are stored as single files. These files and XML files are packed into a single

ZIP archive which represents file in format ODF.

3.1.1 File Structure

ODF structure is tightly defined. For instance, contains single XML files for document
content, metadata, and style information or application settings. On the embedded (binary)
objects refer to a relative path within the archive; the data are this way bounded together
within the ZIP file. Because all the text is compressed, that is impossible to find it by
scanning for strings within raw disk or document images. Document stored in this format
can be extracted and read with arbitrary programming language with support of ZIP and
XML.

As we can see at Figure 14 the basic structure can be opened for example by

WInRAR. We can see several XML and binary files.

! Extensible Markup Language, its specification is available on http://www.w3.org/XML

2 Organization for the Advancement of Structured Information Standards
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Mame = | Size | Packed | Type
File folder
Configurations2 File folder
META-IMF File folder
Pictures File folder
Thumbnails File folder

|| content.xmi 5279 1320 XML Document

|| manifest.rdf 532 244 RDF File

|| meta.xml 098 998 XML Document

|| mimetype 39 39 File

|| settings. xmi 8 385 1308 XML Document

|| styles.xml 11 160 2066 XML Document

Figure 14 - ODF structure

The Figure 14 shows ODF structure. Description of each part is divined by folders and

single files obtained after decompression of the document:
e META-INF

This folder contains file with name manifest.xml. It is very important file which
contains a list of all files in packages, their media type, path and required information for

decryption.
e Thumbnails

Always contains thumbnail image of the document’s first page. The file is stored as
thumbnail.png. For forensics expert is important that if the thumbnail does not match
the document, then someone could modified the thumbnail or the document after the

creation [21].
e Pictures

Folder where are stored images.
e content.xml

The content.xml contains the content of the document. It means that within the file is

stored textual data.

In the Figure 15 we can see a document that contains only three words of the text by default

formatting.
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Zobrazit VloZit Format Tabulka MNastroje Okno Napoyeda

= AN TSN -2 B¢ B-C- 8- HEEETQUO Qi &4 Q
jl‘l’lmesNewRuman =l |14 E B JU| === iT i €5 5

o e Ve

\
2.1 31405 6. 718

This word is bold.

Figure 15 - OpenOffice.org Writer example

Demonstration of content.xml from test file ThisWordIsBold. odt, the file has

been shortened. Within the file is written just text ‘This word is bold’.

<?xml version="1.0" encoding="UTF-8"?>

<office:document-content
xmlns:office="urn:oasis:names:tc:opendocument:xmlns:office:1.
0" xmlns:ooow="http://openoffice.org/2004/writer"
xmlns:rpt="http://openoffice.org/2005/report"
xmlns:of="urn:ocasis:names:tc:opendocument:xmlns:o0f:1.2"
interop:xmlns:field:1.0" office:version="1.2"
grddl:transformation="http://docs.oasis-
open.org/office/1.2/xslt/odf2rdf.xsl"><office:scripts/><offic
e:font-face-decls<style:style style:name="T1"
style:family="text"><style:text-properties fo:font-
weight="bold" style:font-weight-asian="bold" style:font-
weight-complex="bold"/></style:style></office:automatic-
styles><office:body><office:text><text:sequence-
decls><text:sequence-decl text:display-outline-level="0"
text:name="I1llustration"/><text:sequence-decl text:display-
outline-level="0" text:name="Table"/><text:sequence-decl
text:display-outline-level="0"
text:name="Text"/><text:sequence-decl text:display-outline-
level="0" text:name="Drawing"/></text:sequence-decls><text:p
text:style—-name="P1">This <text:span text:style-
name="T1">word</text:span> is bold.</text:p></office:text>
</office:body></office:document-content>

As we can see from the example, the textual data of the document are located between
the pair of elements <text:p..> and </text:p>. The start elements can contain other

properties (e.g. font, bold).
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e meta.xml

This file contains metadata for the entire document. The metadata contained within the file:
which version of ODF is used by the document, creation date/time, modification date/time,
document title, document subject, keywords, initial creator, printed by, hyperlink behavior,

language etc.
e styles.xml

File styles.xml contains information about visual styles of the document.
e settings.xml

This file stores information about document configuration (e.g. window size, printing

settings, etc.)

3.2 Microsoft’s Office Open XML

As discussed above, Microsoft has stored documents in binary file formats for more than
twenty years. Microsoft introduced its own XML-based document file format at 2007. Like
ODF, Office Open XML (hereinafter referred to as OOXML) is also an international

standard for storing documents (since 2008).

3.2.1 File Structure

OOXML contains XML and binary files (images, graph, other documents, etc) packed into
a single ZIP archive. Hence, OOXML is smaller than previous binary version of Microsoft
Office (.doc). Because all the text is compressed, that is impossible to find it by scanning

for strings within raw disk or document images.

File folder
_rels File folder
docProps File folder
ward File folder

|| [Content_Types].xmil 1445 370 XML Document

Figure 16 - OOXML structure
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In the Figure 16 we can see OOXML structure. Description of each part is divined by

folders obtained after decompression of the document:
e rels

Contain file with name . rels, that stores information about relationships between items.
File .rels contains important information for Office 2007 to finding all entries of

document.
e docProps
This folder contains two files which stores metadata of document. For instance:
o number of pages, paragraphs, words and characters in the document
o name and version of application that created the document
o keywords and description of the document
o timestamps indicating the creation and last modification of file

This folder may contain thumbnail image of the document’s first page. Microsoft stores the
thumbnail as a .jpeg. OOXML does not save thumbnails by default, it must be checked on

the advanced options.
e word

Folder word can contain own folders ‘_rels’ or media. In ° rels’ is file
document.xml.rels Wwhich describe relationships for main entry of document
document.xml. In ‘media’ are stored binary files (images, graph, other documents,
etc). Also here can be folder ‘theme’, which contains XML file describing the theme of the
document (e.g. colors, fonts, formats). The main content of folder ‘word’ is composed of
files describing content of the document and other files (which define fonts, styles, header,

footer etc.).

The file /word/document.xml contains a structure composed mostly minimal of the

root element <document> and under element <body>.

<w:document ..>

<w:body>

</w:body>

</w:document>
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In the Figure 17 we can see a document that contains only three words of the text by default

formatting.

V19 | AaBbC AaBbC: AaBh( AaBbCd AaBbCel AaBbCel

\
|

Styly

Pismo Odstavec

Thiz word is bold.

Figure 17 - MS Word file example

Demonstration of document . xm1 from test file ThisWordIsBold.docx:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<w:document
xmlns:ve="http://schemas.openxmlformats.org/markup-

compatibility/2006"
xmlns:o="urn:schemas-microsoft-com:office:office"
xmlns:r="http://schemas.openxml formats.org/officeDocument

/2006/relationships"
xmlns:v="urn:schemas-microsoft—-com:vml"
xmlns:wlO="urn:schemas-microsoft-com:office:word"

xmlns:w="http://schemas.openxmlformats.org/wordprocessing

ml/2006/main"
<w:body>
<w:pw:rsidR="00F25A57" w:rsidRDefault="00F25A57">
<w:r><w:t xml:space="preserve">This </w:t></w:r>

<w:rw:rsidRPr="00FE579B">
<W:rPr><w:b/><w:bCs/></w:rPr>

<w:t>word</w:t>
</w:r>
<w:r><w:t xml:space="preserve"> is bold.</w:t></w:r>

</w:ip>
<w:sectPr w:rsidR="00F25A57" w:rsidSect="00F25A57">

<w:pgSz w:w="12240" w:h="15840"/>
<w:pgMar w:top="1440" w:right="1800" w:bottom="1440"

w:left="1800" w:header="720" w:footer="720" w:gutter="0"/>

<w:cols w:space="720"/>
<w:docGrid w:linePitch="360"/>
</w:sectPr>
</w:body>
</w:document>
As we can see from the example, the textual data of the document are located between the

pair markers <w:t>, which are under elements of markers <w:r>, which are another


http://schemas.openxmlformats.org/markup-compatibility/2006
http://schemas.openxmlformats.org/markup-compatibility/2006
http://schemas.openxmlformats.org/officeDocument/2006/relationships
http://schemas.openxmlformats.org/officeDocument/2006/relationships
http://schemas.openxmlformats.org/wordprocessingml/2006/main
http://schemas.openxmlformats.org/wordprocessingml/2006/main
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under elements of markers <w:p>. Element <w:p> defines each paragraphs of the

document [22].
e [Content-types].xml

File [Content Types].xml contains two types of definitions for content of ZIP

archive. One for the file types included in the ZIP archive and the other for parts of XML.

3.2.2 Embedded Objects

Forensics tools are able to extract textual data from the content parts of document. But it is
necessary to know that text can be found in other document parts as well. Microsoft Word
allows embedded another Word document into by using “Insert/Object...” (menu
command) [21]. When another Word document is embedded within other files, ZIP archive

will look similar at Figure 18.

Length Name

1527 [Content_Types].xml

735 _rels/.rels
1107 word/_rels/document.xml.rels
4780 word/document.xml

6613 word/media/imagel.png

7559 word/theme/themel.xml

39832  docProps/thumbnail.jpeg

25316  word/embeddings/Microsoft_Word_Documentl.docx
2036 waord/settings.xml

276 word/webSettings.xml
734 docProps/app.xml
726 docProps/core.xml

15019 word/styles.xml
1521 word/fontTable.xml

107781 14 files

Figure 18 - ZIP archive directory with embedded a Microsoft

Word document
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3.3 Summary Information of Office XML-Based Files

Both of these file types (described bellow) are packed into a single ZIP archive. They are
two different file types, but they have similar features. Both of them use XML files for
storing information. Disadvantage for native browsers is certainly storing all information
within one ZIP archive because when file is corrupted and missing any important file, are
not able to open the document. Big advantage for forensics expert is that images and
textual data are stored separately in different files/directories. Files which contain textual
data (ODF — content.xml, OOXML — document.xml) can be opened even when other files
are corrupted or missing, for example by XML parser. For forensics expert is important to
know that all text is compressed, so that is impossible to find it by scanning for strings
within the raw data. Nevertheless, the file structure can be recognized from raw data by
using occurrence of features (as features of PDF file are not compressed). Document must
be unzipped for finding information (textual data, images, etc.). Moreover, also these file

types contain large amounts of metadata which can help to investigator as well.
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4 SPECIFICATION OF THE APPLICATION

4.1 Motivation

The idea of creating an application is based on my own experience with lost data in hard
disk. It is not so long ago when my hard disk was corrupted and I lost almost all data. | was
not able to recover the most important files for me and I lost a lot of time and nerves with
their re-creation. The main reason why | was not able to recover most lost files was that the
file system was damaged. Therefore, common applications for file recovery did not work.
At that time | did not know the techniques such as File Carving which works without the
support of the information provided by the file system. This issue was introduced to me by
Dr. Davide Ariu from the University of Cagliari where | stayed for internship last year
within Erasmus programme. With Dr. Ariu we focused on a recognition of files based on
their content when gave an idea to create application which is able to automatic recognize

of text-data blocks without information provided by the file system.

From this idea, it was necessary to move on to considering whether such an
application could be useful for more users. Also it was necessary to find out if any similar
application already exists and find its functions and drawbacks. Implementation of these
actions together with the main requirements for a new application is described in the

following chapter.

4.2 Requirements Specification

There are many applications dedicated to data recovery and forensics analysis. However,
I did not find any application which would be able to automatically recognize a file type of

given block of data when header and/or footer are missing.

These findings indicate that probably not exist planned application that contains the
required function. From this perspective, it would certainly make a sense to create the

application. The application could be useful in Computer Forensics as well.

4.2.1 The Required Functions
e decide if given block of data is textual file or not (Adobe PDF, XML Office files)

¢ the tool would be also able to extract text from data, if present
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e the application must be able to run under the Linux operating system

4.3 How Works the Application

The principle of algorithm is based on searching characteristic features specifying the file
type. Thus, in given block of data are searched (ei. using string search) gradually
occurrences of all objects and features that define the structure of file type. These features
are not encoded or compressed so they can be found. Each occurrence is counted and
recorded. Based on this information we are able to decide if given block of data belongs to
the testing file structure or not. When file is automatically recognized, textual data are

exported.
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5 IMPLEMENTATION OF THE APPLICATION

For application programming | decided to use Java because it is multiplatform language
and can be used on any operation system. The actual application programming certainly
IS not possible neither necessary to describe in detail, but worth it to describe the main parts

of the program.

5.1 Algorithms of Recognition

5.1.1 PDF Algorithm

From the theory part we know that PDF consists of objects and their features. So, in this
case are searched for these objects defining header, body, x-ref table, trailer and other
features of these objects (e.g. stream, endstream, /Filter etc). The objects are not encoded

and they can be easily found by string search. All searched objects we can see in Table 1:

Table 1 — Searched PDF objects

obj endobj
stream endstream
xref startxref
trailer /Page
[Encrypt ObjStm

IS /JavaScript
IAA /OpenAction
/IB1G2Decode | /RichMedia
/Lunch [Filter
/FlateDecode | /Length

Frequency of occurrences is recorded into the table and then stored to the hard disk
to another analysis. The most important features of objects are ‘stream’ and

‘endstream’, because each PDF file containing any data must have these tags as well.
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A decision if given file belongs to the PDF or not depends right on these tags. Both of these
tags must be equal in frequency of occurrences. When it is not like that it is not the PDF. In
the opposite case it is the PDF. When a file is fragmented or damaged, occurrences
of ‘stream’ and ‘endstream’ may not be equal but if some of them is greater only
by one number it means that the block of data probably belongs to the PDF structure. The

Figure 19 shows the method which makes the decision.

stream

=
stream + 1 YES

or :D return false
stream + 1

endstream

Figure 19 - Flowchart of the decision of the PDF
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When the PDF file is damaged or fragmented, there may be three different cases as

we can see in Figure 20.

stream  [[I/I/I] text [IAIIETHT
fragment number one

[T text [T endstream

stream [[[[I1]] text [IITITETT

[T text [/l endstream

fragment number two

stream [T vext IIIITTD

[T text [l endstream

stream [T text (ITITITITT fragment number three

vy

T text 1111 endstream

Figure 20 - Three different cases of PDF file fragments

When given block of data is automatically recognized as the PDF, data are
automatically exported. Positions of tags ‘stream’ and ‘endstream’ and also
‘/Filter’ are stored into a two collections. The ‘/Filter’ represents the coding
algorithms which were explained in section 2.2.7. The positions of the algorithms are
added into the collections. Then collections are sorted and the text between their items is

selected and stored into a new .txt file.

The collections must be equal. If it is not like that, file is fragmented. The Figure 21
and the  Figure 22 show the algorithm of treatment in case that the file starts or continues

on another cluster.
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Collections are not
equal?

items in the
collections.

Decide whether o
the first position of MO, 1t 15 not.
the 'stream’ collection is

bigger than the first positio
of the "endstream’
collection.

YES, it is!

4

Decide if the first
pnsit_inn Pf ‘stream’ YES, it is! I t ber '0" in th
" L - _rthan first position into the
the second position of 'ctream’ collection
the 'endstream’ ’

collection.

Mo, continue in the program.

Continue in the

Ey

Figure 21 — Treatment if the file starts on another cluster
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Collections are not
equal?

items in the
collections.

M, it is not.

is greater than size of the
'endstream’ collection.

YES, it is!

Decide if the last .
position of ‘stream’ YES, it is!
collection is lower than
the last position of the
vendstream' collectio

lE ofa ﬂen the
last position into the
‘endstream’ collection.

Mo, continue in the program.

Continue in the
program.

Figure 22 — Treatment if the file continues on another cluster

5.1.2 Algorithm of Office XML-based Files

In the theory was mentioned that both of file types OOXML and ODF are packed into
a single ZIP archive. It means XML tags containing some information cannot be found in
given blocks of data. However, as we can see in Figure 23, names of XML files occur in

a raw data.
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PK...........dl'é}z........... [Content Types].xml”....N......
._rels/.rels ~..$'UJ.A.1d.3aC}70."NOTH w"&. ,™& . w.ExUI "%

sPU"¢6¢cE0D >. 0;8<.2aY0 R> GRkxm <« .PYC[S,g.GI%°ino0/< ' "<S1«~ a1
ASS"E3CE\..CITs. . I.5% E.65«sICOW. 5™ UY. igd@uCx6 O.]17.~. fdRES. C
.aoU.b*1ICrTj) 8, .10D%t \bn. 651 08D < Z.., . .%D6|us.z2".tU yCZ; . !
Y, . }{dC.2/h>. .. " .PK......aa bovi T T word/ rels/d
ocument.xml.rel-+*ENAO.QRJIHUCE;gq[ ,J..C4;...e....... word/docume

nt.xmlézin.7.7.8;,6ni..8».%02.0@°b.&% v)%.S$HT.0in, écutd#.dU,

Figure 23 - An example of OOXML raw data

All searched features of OOXML are presented in Table 2 a Table 3:

Table 2 — Searched occurrences within OOXML

[Content_Types].xml | word/_rels/document.xml.rels
_rels/.rels word/document.xml
word/media word/theme

docProps word/embeddings
word/settings.xml word/webSettings.xml
word/styles.xml word/fontTable.xml

Table 3 — Searched occurrences within ODF

manifest.xml thumbnail.png
content.xml layout-cache
manifest.rdf meta.xml
mimetype settings.xml
styles
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Principle of the application is same for OOXML and ODF. Frequency of occurrences
Is recorded into a table and then stored to the hard disk to another analysis. For being able
to decide whether the given block of data belongs to OOXML or ODF structure
Is necessary to find occurrences of strings in the format word/document.xml for OOXML
and content.xml for ODF. If they are found, file is unzipped and from the file containing
textual data (e.i. document.xml or content.xml) is extracted text between markers ‘<’ and

‘>’ by the same way as PDF. Then data are extracted and stored into a new .txt file.

MO, it is not.

return false

Figure 24 - Flowchart of the decision of the Office
XML-based file

Office XML-based files suffer from one great drawback. When a file is corrupted or
is stored over several unknown clusters, it may happen that the file containing textual data

is not found. Assume that we have a .docx or .odt file contain 4MB of text (without
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images, graph etc) stored in several clusters. It will be impossible to unzip the file
containing textual data (document.xml or content.xml) from any cluster separately. Hence,
when an Office XML-based file is fragmented and contains a lot of textual data, it is not

possible to export the text.
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5.2 The Control Logic within the Main Method

START

v

For all files in directory Load POF Load DHOCH Load OOT

- directory: File > - directony: String - directony: String - directory: String

- savelirectony: String - name: String - name: String - name: String

pErElE= v - return: int]] - return: int]] - return: intf]
Test POF Test DOCK Test ODOT

- directory: String
- name: String

- directory: String
- name: String

- directory: String
- name: String

- return: boolean - return: boolean - return: boolean

Mo Na

Yes Ve

Export textual PDF data Export data from XML

- directony: String
- name: Siring

- directony: String
- name: Siring

- return: String - return: String

v v

Sawve data as .txt Sawve data as .txt

- teact: String - texct: String
- directony: String - directony: String

- name: Siring - name: Siring

Figure 25 — Diagram of the main method
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5.3 Structure of the Application

The whole class is divided to several methods which are then called from the main method.
Brief descriptions of each method are listed below. Code of all methods can be viewed in

the source files on the enclosed CD.

5.3.1 PDF Methods

Table 4 - List of PDF methods exported from Javadoc

PDF Methods

static boolean | testSinglePDF (java.lang.String directory,
java.lang.String name)
Returns "false™ in case that given file does not contain the PDF structure,

returns "true" when the file was automatically recognized as PDF.

static int[] | loadPDF (java.lang.String directory,
java.lang.String file)

Returns an array of occurrences of each PDF object.

static boolean | testPDF (int[] loadedPDF, java.lang.String name)
Returns "false" in case that given file does not contain the PDF structure,

returns "true" when the file was automatically recognized as PDF.

static String | exportPDF (java.lang.String directory,
java.lang.String name)

When the PDF structure is recognized, returns string with exported textual
data of a PDF file.

e testSinglePDF

public static boolean testSinglePDF (String directory, String name)

Briefly, this method tests if a given single file does contain the PDF structure or not.
The file is opened and read by the class InputStream(). Then, there is used a buffer to store
data in a variable. In next step there is a test if the given file contains the PDF objects or

not.



file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23testSinglePDF(java.lang.String,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23loadPDF(java.lang.String,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23testPDF(int%5b%5d,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23exportPDF(java.lang.String,%20java.lang.String)
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If the file contains required PDF objects, the file is automatically recognized and the

method returns true.

Parameters:

directory - an absolute path of directory
name - the name of the file within directory
Returns:

true or false

e |loadPDF

public static int[] loadPDF (String directory, String file)

The given file is opened and read. The next step is testing and storing occurrences of PDF

objects into the array.

The method returns an array of occurrences of each PDF object. Objects are in order:
Name, object, obj, endobj, stream, endstream, xref, startx, trailer, page, encrypt, objStm,

JS, javaS, AA, openA, acroF, jbig2, richM, launch, filter, flateD, Length, Number of chars.
Parameters:

directory - an absolute path of directory

file - the name of the file within directory

Returns:

An array of objects

e testPDF

public static boolean testPDF (int[] loadedPDF, String name)

Briefly, this method tests if the given single file does contain the PDF structure or not. The
file is opened and read by the class InputStream(). Then, there is used buffer to store data in
a variable. In next step is a test if given file contains the PDF objects or not. If the file
contains required PDF objects, the file is automatically recognized and the method returns

true.
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Returns "false” in case that given array does not contain the PDF object “endstream” or if

the value of object “stream” is much higher than “endstream”. Otherwise, returns "true".
Parameters:

loadedPDF — an array containing occurrences of objects

name — a name of the given file

Returns:

true or false

e exportPDF

public static String exportPDF (String directory, String name)

Briefly, the method returns a string with exported textual data of a PDF file. The file is
opened and read by the class InputStream(). Then, there is used buffer to store data in

a variable (String). Then, textual data are selected between tags “stream” and “endstream”.

The textual data within the string are encoded and may contain images. In most cases it is
encoded by one of these algorithms: FlateDecode, ASCIlIHexDecode, JBIG2Decode, etc.
When, algorithm is found between tags “/Filter” and “stream”, name of algorithm is
automatically added right before exported textual data found between “stream” and
“endstream”. Thus, in return string you can find tags which represent determine algorithm

for text decoding.

Parameters:

directory - an absolute path of directory
name - the name of the file within directory
Returns:

the string of exported textual data from the PDF file
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5.3.2 OOXML Methods

Table 5 - List of OOXML methods exported from Javadoc

OOXML Methods

static boolean

testSingleDOCX (java.lang.String directory,
java.lang.String name)

Returns "false” in case that the given file does not contain the DOCX
structure, returns "true" when the file was automatically recognized as
DOCX.

static int/[]

loadDOCX (java.lang.String directory,
java.lang.String file)

Returns an array of occurrences of features that belong to DOCX file.

static boolean

testDOCX (int[] loadedDOCX, Jjava.lang.String name)
Returns "false" in case that the given file does not contain the DOCX
structure, returns "true" when the file was automatically recognized as
DOCX file.

static String

exportXML (java.lang.String directory,
java.lang.String file)
Returns string with exported textual data of the DOCX file.

e testSingleDOCX

public static boolean testSingleDOCX (String directory, String name)

Briefly, this method tests if given single file does contain the DOCX structure or not.

The file is opened and read by the class InputStream(). Then, there is used buffer to store

data in a variable. In next step is a test if given file contains specific occurrences of DOCX

or not. If the file contains document.xml, the file is automatically recognized and method

returns true.

Parameters:

directory - an absolute path of directory

name - the name of the file within directory

Returns:

true or false



file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23testSingleDOCX(java.lang.String,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23loadDOCX(java.lang.String,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23testDOCX(int%5b%5d,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23exportXML(java.lang.String,%20java.lang.String)
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e loadDOCX

public static int[] loadDOCX (String directory, String file)

Returns an array of occurrences of features that belong to DOCX file. The given file is
opened and read. The next step is testing and storing occurrences of DOCX features into
the array. Features are in order: Name, object, [Content_Types].xml, _rels/.rels,
word/_rels/document.xml.rels, word/document.xml, word/media, word/theme, docProps,
word/embeddings, word/settings.xml, word/webSettings.xml, word/styles.xml,

word/fontTable.xml

Parameters:

directory - an absolute path of directory
file - the name of the file within directory
Returns:

array of objects

e testDOCX

public static boolean testDOCX (int[] loadedDOCX, String name)

Returns "false” in case that the given file does not contain the DOCX structure, returns
"true" when the file was automatically recognized as DOCX file. Basically, if the file

contains word/document.xml, the file is automatically recognized;
Parameters:

loadedDOCX — an array containing occurrences of objects
name - the name of given file

Returns:

true or false

e exportXML

public static String exportXML (String directory, String file)
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This method works for both XML-based office files (DOCX, ODT). Returns a string with
exported textual data of a DOCX or ODT file. The file is automatically unzipped and text
exported when the ZIP packet contains word/document.xml (DOCX) or content.xml

(ODT). Then, the text is exported between markers “>" and “<”.

If the ZIP packet is corrupted, it is not able to export textual data.
Parameters:

directory - an absolute path of given directory

file - the name of the file within directory

Returns:

the string of exported textual data from the XML-based office file

5.3.3 ODF Methods

Table 6 - List of ODF methods exported from Javadoc

ODF Methods

static boolean | testSingleODT (java.lang.String directory,
java.lang.String name)

Returns "false" in case that the given file does not contain the ODT
structure, returns "true" when the file was automatically recognized as
ODT.

static int[] | 1oadODT (java.lang.String directory,
java.lang.String name)

Returns an array of occurrences of features that belong to ODT file.

static boolean | testODT (int[] loadedODT, java.lang.String name)
Returns "false™ in case that the given file does not contain the ODT
structure, returns "true" when the file was automatically recognized as
ODT file.

static String | exportXML (java.lang.String directory,
java.lang.String file)
Returns a string with exported textual data of the ODT file.



file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23testSingleODT(java.lang.String,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23loadODT(java.lang.String,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23testODT(int%5b%5d,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23exportXML(java.lang.String,%20java.lang.String)
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e testSingleODT

public static boolean testSingleODT (String directory, String name)

Briefly, this method tests if the given single file does contain the ODT features or not. The
file is opened and read by the class InputStream(). Then, there is used buffer to store data in
a variable. In next step there is a test if given file contains specific occurrences of ODT
or not. If the file contains content.xml, the file is automatically recognized and the method

returns true.

Parameters:

directory - an absolute path of directory
name - the name of the file within directory
Returns:

true or false

e loadODT

public static int[] 1loadODT (String directory, String name)

Returns an array of occurrences of features that belong to ODT file. Features are in order:
Name, objects, manifest.xml, thumbnail.png, content.xml, layout-cache, manifest.rdf,

meta.xml, mimetype, settings.xml, styles.
Parameters:

directory - an absolute path of directory
name - the name of the file within directory
Returns:

an array of objects

e testODT

public static boolean testODT (int[] loadedODT, String name)

Returns "false™ in the case that the given file does not contain the ODT structure, returns

"true" when the file was automatically recognized as ODT file.
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Parameters:

loadedODT — an array containing occurrences of objects
name - the name of given file

Returns:

true or false

e exportXML

public static String exportXML (String directory, String file)

This method works for both XML-based office files (DOCX, ODT). Returns a string with
exported textual data of a DOCX or ODT file. The file is automatically unzipped and the
text exported when the ZIP packet contains word/document.xml (DOCX) or content.xml

(ODT). Then, the text is exported between markers “>" and “<”.

If the ZIP packet is corrupted, it is not able to export textual data.

Parameters:

directory - an absolute path of given directory
file - the name of the file within directory
Returns:

the string of exported textual data from the XML-based office file
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5.3.4 General Methods

Table 7 - List of general methods exported from Javadoc

General Methods

static void | inDirectory(java.io.File directory,
java.lang.String saveDirectory, int choice)

Saves and prints occurrences of features of all files in one table.

static void | createFile(java.lang.String filename)

Creates file.file.

static void | saveFile (java.lang.String text,
java.lang.String directory,
java.lang.String name)

Saves given textual data to .txt file with the same name.

static void | main(java.lang.String[] args)

In this main method is programmed logic of the whole application.

e inDirectory

public static void inDirectory(File directory, String saveDirectory,
int choice)

Probably, the most important method in the class. The method includes several main steps.
First of all, a content of the directory is added in ‘array’. It means that this array
contains names of all files in the directory. After this is created ‘hash table’ (key -
String, value — int[] ). In another step is created cycle *for’ where is called another
method and with *array’ write the values into the hash table. Then the hash table is

printed and saved like a new .txt file.
Parameters:
directory - an absolute path of the given directory

saveDirectory - an absolute path to save the table containing occurrences of features

of files

choice - represents which file structure should be tested: 1. PDF, 2. DOCX, 3. ODT



file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23inDirectory(java.io.File,%20java.lang.String,%20int)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23createFile(java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23saveFile(java.lang.String,%20java.lang.String,%20java.lang.String)
file:///G:/Users/Radek/Documents/NetBeansProjects/Forensics_TextClassification/dist/javadoc/thesis/Forensics_Classification.html%23main(java.lang.String%5b%5d)
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e createFile

public static void createFile (String fileName)
Creates file.
Parameters:

fileName - name of a created file

e saveFile

public static void saveFile (String text, String directory, String name)
Saves the given string to the .txt file.

Parameters:

text - the given textual data

directory - an absolute path to save file

name - hame of a saved file

e main

public static void main(String[] args)

In this main method is programmed logic of the whole application. Selected methods are
called by the given arguments. First of all, there is necessary to find if the given path exists

and if it is a file or a directory. After this is clear that we can get three different cases:

1. path does not exist - the application is ended
2. path is directory - test of all files in directory to the specified file structure
3. pathisfile - test a single file to the specified file structure

When the file is recognized, text is exported and automatically saved by its name.txt.

For run the application is required insert all arguments:

args[0] = an absolute path of given file/directory

args[1] = an absolute path to the save files

args[2] = what kind of file type should be tested (PDF, DOCX, ODT)
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Type of args[2] to analyze:

PDF - testPDF
DOCX - testDOCX
oDT - testODT
Parameters:

args - [0] = given directory, [1] = save directory, [2] = file type
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6 RESULTS

Files which are available to free download on website
http://digitalcorpora.org/corpora/files were used for testing the application. The dataset
contains several file types and three hundred of files. For the overview, the tables below
have been shortened for the show. Nevertheless, OOXML and ODF test files were created
by myself and used in this test because the mentioned dataset does not contain them.
Because the dataset contains just undamaged file, accuracy of the test was 100%. Hence,
I put several modified files into the dataset for testing the algorithms. We can see results in

the tables below.

6.1 Occurrences of PDF Objects in Test Files

The Table 8 presents the results of test files to the PDF structure. There is represented
eleven of different kind of files. The application automatically determines if a given file or
block of data belong to the PDF structure based on the algorithm specified in detail in

section 5.1.1.

Table 8 — Results of the PDF classification (Rarely used objects are omitted)

SUM

of all Number

Name objects | obj | endobj| str |endstr | xref | startx | /Trailer | Page | JavaS | AA | flateD | Length | of chars

131.pdf 17335 |3495| 2165 |1360| 1360 4 2 2 28 0 7 | 1356 | 1364 | 5032825
176.pdf 26 12 0 14 0 0 0 0 0 0 0 0 0 73434
186.pdf 439 92 85 27 27 2 2 2 6 0 0 27 27 294423
102.pdf 574 109 109 35 35 2 2 2 30 0 0 34 36 184154
106.pdf 2169 | 588 575 60 60 4 1 2 51 0 0 59 61 261059
109.pdf 743 152 145 50 50 1 1 1 18 0 4 28 50 182724
113.doc 809 161 142 59 59 2 2 2 24 0 0 43 59 284378
795.doc 37 30 0 6 0 0 1 0 0 0 0 0 0 826368
326.doc 77 0 0 0 0 0 0 0 77 0 0 0 0 1385984
542.gif 0 0 0 0 0 0 0 0 0 0 0 0 0 481044

543.gif 0 0 0 0 0 0 0 0 0 0 0 0 0 479507

736.9z 3 2 0 0 0 0 0 0 0 0 1 0 0 5826642

103.gz 2 2 0 0 0 0 0 0 0 0 0 0 0 2937057

954.html 16 2 0 0 0 0 0 0 0 13 0 0 1 84598
255.html 113 0 0 0 0 0 0 0 0 113 0 0 0 127501
240.java 25 0 0 24 0 0 0 1 0 0 0 0 0 58611
850.txt 15 15 0 0 0 0 0 0 0 0 0 0 0 44597

805.txt 34 13 0 21 0 0 0 0 0 0 0 0 0 73434

871.xls 36 18 0 18 0 0 0 0 0 0 0 0 0 365568

700.xls 31 0 0 0 0 0 0 31 0 0 0 0 0 27972096

459.xml 2 1 0 1 0 0 0 0 0 0 0 0 0 24843
2795.xml 12 10 0 1 0 0 0 1 0 0 0 0 0 32378
8976.docx 0 0 0 0 0 0 0 0 0 0 0 0 0 11264
1537.docx 0 0 0 0 0 0 0 0 0 0 0 0 0 15360



http://digitalcorpora.org/corpora/files
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In the Table 8 we can see different file types containing the PDF objects and features.
The largest numbers of PDF objects have files containing native extension .pdf. However,
we can see that file 113.doc is in all probability also PDF file where file extension was
modified into .doc. In this case a computer forensics expert is able to reveal the suspect file
which could be modified in an attempt to hide information. Furthermore,
in table is file 176.pdf, which does have file extension of PDF file, but it is absolutely not
the PDF. Occasionally we can see frequency of occurrences in other files but no one
contain the native PDF structure. For instance file 255.html contains one hundred and
thirteen objects but all of these objects are JavaScript which is widely used on websites.

It means that this file does not belong to the PDF structure.

6.2 Occurrences of OOXML Features in Text Files

The Table 9 presents the results of test files to the OOXML structure. There is represented
thirteen of different kind of files.

Table 9 — Results of the OOXML classification (Rarely used features are omitted)

SUM
of all
Name |objects | [Content_Types] | .rels | doc.xml | media |theme | docProps |embeddins | settings | styles
02.docx 49 26 3 3 0 2 4 0 2 2
03.docx 45 22 3 3 0 2 4 0 2 2
11.docx 63 29 2 2 9 3 5 0 3 3
12.docx 56 30 2 2 3 3 4 0 3 3
16.docx 42 23 0 0 3 3 7 0 3 3
18.docx 92 22 2 2 29 2 4 19 3 2
002.odt 13 13 0 0 0 0 0 0 0 0
018.odt 13 13 0 0 0 0 0 0 0 0
040.0dt 15 15 0 0 0 0 0 0 0 0
176.pdf 0 0 0 0 0 0 0 0 0 0
191.pdf 5 5 0 0 0 0 0 0 0 0
045.htm 0 0 0 0 0 0 0 0 0 0
046.htm 0 0 0 0 0 0 0 0 0 0
156.ppt 0 0 0 0 0 0 0 0 0 0
075.text 0 0 0 0 0 0 0 0 0 0
091.jpg 0 0 0 0 0 0 0 0 0 0
092.jpg 0 0 0 0 0 0 0 0 0 0
141.doc 0 0 0 0 0 0 0 0 0 0
214.xls 0 0 0 0 0 0 0 0 0 0
215.xIs 0 0 0 0 0 0 0 0 0 0
195.txt 0 0 0 0 0 0 0 0 0 0
240.java 0 0 0 0 0 0 0 0 0 0
221.xml 13 13 0 0 0 0 0 0 0 0
832.gif 0 0 0 0 0 0 0 0 0 0
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At the first view, in the table is not anything special. We can see that files with the largest
frequency of occurrences of features really belong to OOXML and contains .docx file
extension. However, it is appropriate to point out at 16.docx file which is at first look
OOXML file.

Other files do not have any special features, except perhaps ODF and XML files

which can contain occurrences of [Content types].xml.

6.3 Occurrences of ODF Features in Text Files
The

Table 10 presents the results of test files to the OOXML structure. There is represented

fourteen of different kind of files.

Table 10 - Results of the ODF classification (Rarery used features are omitted)

SUM
of all layout-

Name | objects | manifest | thumbnail | content cache manifest.rdf | meta.xml | mimetype | settings.xml

12.odt 19 2 2 2 2 3 2 2 2

13.o0dt 23 2 0 0 3 3 2 2 3

16.0dt 26 2 3 3 3 4 2 3 3

18.odt 20 2 2 2 3 3 2 2 2
03.docx 6 0 0 0 0 0 0 4 2
11.docx 11 0 0 0 0 0 0 5 6
12.docx 10 0 0 0 0 0 0 5 5
18.docx 8 0 0 0 0 0 0 6 2
141.doc 0 0 0 0 0 0 0 0 0
190.pdf 25 2 3 3 3 4 2 2 3
191.pdf 4 0 0 0 0 4 0 0 0
156.ppt 1 0 0 0 0 0 0 0 1
157.ppt 1 0 0 0 0 0 0 0 1
045.htm 3 0 0 0 0 0 0 0 3
046.htm 3 0 0 0 0 0 0 0 3
075.text 0 0 0 0 0 0 0 0 0
091.jpg 0 0 0 0 0 0 0 0 0
092.jpg 0 0 0 0 0 0 0 0 0
215.xIs 0 0 0 0 0 0 0 0 0
240.java 0 0 0 0 0 0 0 0 0
307.gif 0 0 0 0 0 0 0 0 0
407.9z 0 0 0 0 0 0 0 0 0
433.ps 0 0 0 0 0 0 0 0 0
458.eps 0 0 0 0 0 0 0 0 0
459.xml 0 0 0 0 0 0 0 0 0
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In the Table 10 we can see that files with the largest frequency of occurrences of features
really belong to ODF and contains .odt file extension. OOXML files can contain several
similar features with as mimetype.xml or setting.xml. The file 190.pdf is also
ODF, but it has changed the file extension to.pdf. File 13.odt is corrupted because it does
not contain content.xml which contains textual data. It is ODT file, but textual data

cannot be exported. How works the algorithm is described in section 5.1.2 in detail.
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ZAVER

Hlavnim cilem této prace byla automaticka klasifikace souborti obsahujici textova data bez
podpory informaci poskytnutych souborovym syst¢émem. Diiraz byl kladen na pochopeni,
jak pracuji nastroje obnovy dat a Computer Forensics, dale na analyzovani vnitini struktury
standardu Adobe PDF a standardt zalozenych na XML (OOXML, ODF). Poté bylo ukolem
s vyuzitim téchto informaci navrhnout a implementovat softwarovy nastroj, ktery by byl
schopen extrahovat z bloku dat charakteristiky, které by mohly byt pouzity pro automatické

klasifikace souboru dokumentu.

Myslim, Ze tyto cile prace byly splnény. V teoretické ¢asti byly podrobné popsany
jednotlivé ¢asti zamétujici se na vyhledavani fetézctl, rozdil mezi nastroji pro obnovu dat
a Computer Forensics, dale souvisejici prace a piedstaveny byly také jednotlivé struktury
standardi PDF, OOXML a ODF.

Praktickym vysledkem prace je pak funkéni aplikace, jez odpovida vytvofenému
zadani a navrhu. Aplikaci by bylo mozno doplnit o algoritmy schopné dekddovat textova
data exportovana z PDF. Dalsi vylepSeni vidim v rozsifeni typu soubord, a¢ textovych nebo

i jinych, napft. obrazkovy jpeg nebo gif.

Vystupem prace je i V praxi pouZitelnd aplikace, ktera mizZe byt uZite¢na nejen v
Computer Forensics pfi ur¢ovani modifikovaného, poskozeného nebo neznamého souboru,
ale také pfi obnové dat. Budu velmi rad, pokud tato prace v budoucnu usnadni praci nejen

védeckym pracovnikiim.
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CONCLUSION

The main goal of the thesis was automatic classification of files containing textual data
without the support of the information provided by the file system. It focused on
understanding how data recovery and forensics tools typically work, in addition to
analyzing the internal structure of both Adobe PDF and XML-Based Office (OOXML and
ODF) standards. Then, the main task was to use this information to design and implement
software tool capable of extracting the features that can be used for the automatic

classification of the document from a block of data.

| think that these goals of the thesis have been met. In theoretical part there were
described in detail specific parts of the file focusing on search string, the concept of
difference between file recovery and Computer Forensics, in addition related works of
pattern recognition. There were also presented structures of PDF, OOXML and ODF

standards.

The practical result of the thesis is the functional application that is corresponding
with proposal and design. Of course there is still a room for improvement. The application
could be supplemented with algorithms that are able to decode the text data exported from

the PDF. | can see further improvement in the expansion of the file types (e.g. jpeg, gif).

The thesis could be used not only in Computer Forensics in determining modified,
corrupted or unknown files, but also in data recovery. | will be very glad if the thesis will

facilitate researcher’s work in the future.
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ASCII

AVI

CD

EOF

EXT

FAT

GIF

GPS

HSF

HTML

JPEG

NBU

NTFS

oDT

OOXML

PDF

SMS

TXT

XML

X-REF

American Standard Code for Information Interchange
Audio Video Interleave

Compact Disc

End-of-file

Extended file systém

File Allocation Table

Graphic Interchange Format
Global Positioning Systém
Hierarchical File Systém
HyperText Markup Language
Joint Photographic Experts Group
Nokia Backup

New Technology File Systém
OpenDocument Text

Office Open XML

Portable Document Format

Short Message Service

Text file

Extensible Markup Language

Cross-reference table
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Attachment 1 The Content of enclosed CD-ROM



ATTACHMENT Al: THE CONTENT OF ENCLOSED CD-ROM
The CD-ROM contains the following directories:

e Application — contains an executive file

e The source files — contains all source files including Javadoc and Java files.

e Fulltext.pdf — contains the thesis in PDF format



