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ABSTRAKT

Diplomova prace se vénuje tématu navrZzeni a nasledné implementaci informacni
infrastruktury a jejiho nasledného testovani z hlediska bezpecnosti. V prvni ¢asti se zaméiuje
na teoreticky plan vystavby IT prostiedi a pouZzitych prvki a zdkladnim postuptim. Ve druhé,
praktické Casti, se vénuje samotné implementaci IT infrastruktury a ndslednym penetracnim

testim pro ovéteni bezpecnosti produktu.

Kli¢ova slova: IT, infrastruktura, penetracni testy, bezpecnost

ABSTRACT

Master thesis deals with design and implementation of an IT infrastructure subsequently
covering penetration tests concerning the infrastructure security. In the first part of the thesis,
it focuses on planning the infrastructure, used technologies and basic processes. In the
second part, which is practical, it deals with the implementation itself and follow-up

penetration tests to verify product’s security.

Keywords: IT, infrastructure, penetration tests, security
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UvVOD

Ackoli se informacni svét déli na nespocet odvétvi a zaobird se riznymi, nékdy 1 naprosto
odlisSnymi tématy, jednim ze zékladnich kamenii stale zistdva samotna infrastruktura, ktera
dovoluje jedincim nebo i rozsahlym korporacim fungovat v dne$nim informa¢nim veku.
Infrastruktura jako takové zastupuje patet doménovych siti a poskytuje sluzby a zdroje
vyzadované pro spravny chod spolecnosti. Sklada se ze vSech slozek IT prostredi, které jsou
mezi sebou propojeny. Prvni €asti je jiz zminény hardware neboli fyzické prostiedi, dale pak
software, coz jsou systémy, aplikace a dalsi nastroje. Soucasti jsou taktéz sitové prvky a
vybaveni, nebo zafizeni, kterd vyzaduji IT podporu ¢i monitoring. Dale pak navazuji jiz
konkrétni sluzby, které poskytuje infrastruktura v podobé uzivatelskych databazi, zaloh,

aktualizaci, pfipojeni, sdileni soubort a dalsi.

Jiz od pocatkl seznamovani se s pocitacovym svétem jsem mél vzdy blizko k hardwarové
strance IT svéta. Také proto jsem si zvolil toto téma, které navazuje na zdkladni fyzickou
implementaci, a i v praxi je mym oborem zdjmu. Navic povazuji toto téma jako rozsiteni
dosavadnich znalosti a zhodnocenti jejich ziskani v praxi, coz miize byt zdkladem pro ziskani
dalSich zkuSenosti a vzd€lani v oboru informacnich technologii, bezpec¢nosti a
managementu. Prace nebude zcela cizi 1 nezainteresovanym c¢tendiim, nebot” se s timto
tématem setkd vétSina lidi pohybujicich se v korporatnim svété, kde nelze bez jizZ zminéné
infrastruktury existovat. V rdmci prace taktéZ vyuZijeme referencni model OSI, ktery nam
slouzi jako zékladni diagnosticky nastroj a rozd€leni pocitacovych siti, nebot’ budeme
propojovat rizné systémy a je nutné zajistit jejich funkénost ve vSech vrstvach. V teoretické
¢asti prace se budeme zabyvat planem, pouZzitymi zdroji a prvky infrastruktury. PopiSeme si
zakladni postupy a pravidla pro tvorbu jednotlivych soucésti prace a zahrneme kratkou
dokumentaci vyuzitych produkti a software pro penetracni testy, kterymi budeme
kontrolovat bezpecnost. V praktické ¢asti pak provedeme samotnou implementaci navrzené
struktury, jeji otestovani a ovéteni bezpecnostni integrity. Dale pak bude zahrnovat vizualni
dokumentaci jednotlivych krokt priabéhu tvorby IT infrastruktury. Taktéz zahrneme vizudlni

dokumentaci penetracnich test a jejich vysledky.
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1 ZAKLADNI TECHNOLOGIE

K vytvoteni IT infrastruktury je mozné pfistoupit dvéma zplsoby. Prvni moznosti je
implementace celého systému na fyzické vrstvé, coz znamena vyuziti hardwaru pro kazdy
prvek v siti a jeho nasledného osazeni pozadovanym softwarem. Kazdy fyzicky server
zahrnuje procesor, paméti, pevné disky, sitové pfipojeni a operacni systém. Nevyhody jsou
velké prostorové zatizeni kvili vSem zahrnutym komponentim. Kdezto naopak virtualni
zpracovani infrastruktury pozaduje nejméné jeden fyzicky server, ktery ma dostatecné
parametry pro simultdnni béh nékolika virtudlnich stroji (dale jiz jen ,,VM®), neni
podminkou, ze cely systém musi bézet na jednom fyzickém serveru, ale odviji se od
narocnosti celého systému. Na jiz zminény fyzicky server se instaluje prostfedi a serverové
zdroje se virtualizuji a sdileji pro vSechny VM nainstalované na serveru. Z virtualiza¢nich
systémi jsou nejznaméjsimi zastupci Microsoft Hyper-V, VMware vSphere, Oracle VM
VirtualBox a dalsi, které jsou pak nainstalovany a poskytuji sluzby a prvky potiebné
k funk¢nosti takového virtualniho systému. Vyhodou takového zpracovani je v prvni fadé
finan¢ni strdnka, kde neni nutné mit desitky hardwarovych prvki, ale sta¢i omezené
mnoZzstvi a virtualizacni software. Déle pak mensi narocnost na serverové prostory, chlazeni
systémd a servisni vydaje. Dal§imi vyhodami virtualnich servert je rychlost obnovy po padu
serveru, ¢i Utoku na systém, jednodus$si ptrenositelnost, rozSifitelnost, implementace
bezpecnostnich opatfeni. Nevyhodou jsou pak nutné ndkupy licenci a expertiza v oblasti

virtualizace a serverd zainteresovanych pracovniku. [1]

1.1 Pozadavky na infrastrukturu

Pfi zadani prace byla zvolena néslednd infrastruktura s dalSimi prvky, které nebyly zminény,

nicméné jsou nezbytnymi k funkénosti a sestaveni systému.

1.1.1 Servery
Zakladnim prvkem jsou zde servery, které byly zadany:

e Doménovy kontroler (dale uz jen DC)
e Webovy server

e VPN server

e Emailovy server

e Sitové uloziste (File server)
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e Server pro tiket systém (Aplikacni server)
Dodatecné servery, které byly zvoleny pro plnou funk¢nost infrastruktury:

e DHCP server

e DNS server

e Monitoring server
e WSUS server

e Tiskovy server

e Radius server

e Zalohovaci server

1.1.2 Klienti

Dle zadani implementujeme desktopové pocitace, laptopy a sitové tiskarny (které ovSem

budou zpracovany pouze teoreticky — dle zadani) a mobilni telefony.

1.1.3 Sitova infrastruktura

Sitovéa infrastruktura je zvolena dle poZadavkii na ochranu proti ransomwaru. Déle je také
implementovano rozdéleni do VLAN kviali moZnostem rozdilnych politik a pravidel.
Zatizeni maji mit moznost cestovat po celém svéte a stdle mit moznost ptipojit se k DC.
TaktéZ muZe uzivatel neboli zaméstnanec pracovat na vlastnim zatizeni ve firemni siti

(BYOD).
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1.2 Virtualni prostiedi a hardware

Pro tuto préaci byl zvolen virtudlni pfistup k tvorbé infrastruktury. Nebot’ pro funkcni
infrastrukturu ve fyzické podobé by bylo potfeba nemalych finan¢nich prostiedkti a volnych
prostor. Dale taktéz mnozstvi prvka L1 vrstvy (fyzicka prvni vrstva OSI modelu) a dalSich
L2 prvkil pro zprovoznéni sitové infrastruktury pozadovanych serverti, navic plné vyhovuje

zadani prace.

1.2.1 Fyzicky server

Prostfedky pro cely systém poskytuje jeden ESXi server HP Proliant DL360 G7, ktery je
osazen 24 GB ECC paméti, Intel Xeon E5620 2.40GHz serverovym procesorem, ktery
poskytuje 8 logickych jader. Obsahuje &tyfti fyzické NIC karty. Ulozna kapacita serveru je
1,9 TB. Server provozuje veskeré VM a taktéz virtudlni switch. Pro dosaZeni a udrZzeni 100
% serverového provozu byly elektrické zdroje (PSU) pfipojené k riznym elektrickym 230
V zasuvkam. Obvykld a doporucovand praxe je v tomto ptipadé pripojit jeden ze zdroji
k pevné siti a druhy k UPS zatizeni, které pti vypadku dodavek elektrického proudu zvladne
systém udrzet v provozu dobu dostate¢nou k obnoveni standartni dodavky napdjeni, nebo

nalezeni jiné¢ho dlouhodobéjsiho zdroje, jako jsou naptiklad dieselové agregaty apod. [2]

1.2.2 Virtualiza¢ni software

Pro virtualizace je pouZit jiZ zminény VMware Vsphere, ktery nejlépe zastiti tvorbu VM pro
nase Ucely. Vyhodou je taktéZ volné stazitelna verze pro evaluaci, kterou poskytuje samotny
VMware, tudiZ neni nutné platit za licenci a software neni omezen ani po ub&hnuti této doby
natolik, aby byla tato prace ohroZena, ¢i znemoZné€na. Omezenim je hlavné nemoZnost
pouzivat vCenter a spojovat vicero hostil (fyzickych serveri, kde béZi VMware) do clusteru
(cluster = ,,seskupeni stejnych prvkia*). Konkrétné byla pouzita verze VMware Vsphere 6.0
spolecné s Vsphere klientem nainstalovanym na fyzicky pocita¢ pro nastaveni, upravy a

dali. [4]

1.2.3 Sitové prvky

Pro ucely plné funkénosti dle sité dle uréenych pozadavkii byl zvolen deseti portovy L3
switch od Mikrotiku, konkrétné RB2011UiAS s podporou VLAN tagovani. Mikrotik pfijima
internet pomoci CAT 5E kabelu od mistniho providera a nasledné zprostiedkovava oddélené

testovaci prostfedi pro implementaci, provoz a testovani infrastruktury. V ramci prostredi
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RouterOS poskytuje taktéz uspokojivé feSeni oveétovani uzivatelli pro VPN server, nicméné
tato moznost nebyla vyuzita. Dale zprostfedkovava sitovy firewall, ktery jiz neni déle feSen
samostatnym sitovym zafizenim. Moznosti DHCP a DNS serveru v ramci Mikrotik switche
nejsou vyuzity, nebot” zpracovani probihd na DC serveru, stejné¢ jako sledovaci sluzby.
Firewall nicméné bude vyuzit ptimo v ramci Mikrotiku. Nasledné jsou vyuzity moznosti
VMware softwarové virtualizace a v prostfedi Vsphere jsou vytvotreny dalsi virtualni sitové
prvky v podobé vSwitch zafizeni. Pomoci Mikrotiku takt¢z oddélujeme DMZ
(demilitarizovanou zénu) pro sluzby, které by mély byt dostupné mimo nasi interni sit’ od

zbytku infrastruktury. [5]

1.3 Serverova implementace

VétSina naSich serverl je postavena na jadie Windows, konkrétné Windows Server 2019.
Jednd se o neaktivované verze Windows. Pro naSe uzaviené testovaci prostiedi

nepotiebujeme verze aktivovat, jelikoz nas neaktivovany systém neomezuje.

AvsSak mezi servery najdeme i Linux kernel, na kterych bézi konkrétn€ VPN server, Radius

server a Monitoring server.

1.3.1 Domain Controller (DC)

Doménovy kontroler, jako jediny obsahuje vicero sluzeb a funk¢nosti v jednom VM.
Poskytuje ADDS (Active directory domain services). Taktéz ptid€luje dynamické IP adresy
a poskytuje DNS. Spravuje doménu a poskytuje pravidla, politiky pro celou infrastrukturu.

1.3.2 Webovy server

Webovy server poskytuje ptistup k webové strance, na kterou je mozné piistupovat z vnéjsi
sité, proto je vhodné server oddé€lit od ostatni infrastruktury. TudiZ je server v tzv. DMZ
(demilitarizované zo6n€) coz znamena, ze je na néj povolen piistup pomoci kuptikladu portu
80 a v ptipad¢ napadeni je firewallem odd€len od zbytku infrastruktury, tudiz nehrozi
rozSiteni viru, nebo jiného problému. V ptipad¢ ataku poté staci obnovit pouze tento webovy

server, bez obav o ostatni prvky systému.

1.3.3 Aplikaéni server

Poskytuje a funkce pro uZivatele systémové infrastruktury, v ptipadé spolecnosti 1ze mluvit

o riznych aplikacich, které jsou dostupné pro vSechny uzivatele, jako naptiklad dochazkovy
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software. Nas aplikacni server poskytuje ticketovaci systém. Coz je systém pro zadavani IT
pozadavkl. Vyhodami jsou zpétné¢ dohledatelné pozadavky, archivované Zzadosti o
administratorskd prava, statistiky a podobné. Na serveru funguje open-source ticketovaci

systém od osTicket ktery je zdarma a poskytuje dostatecné zazemi pro nase vyuziti.[6]

1.3.4 Backup server (zaloZni)

Zalozni server poskytuje obnovitelné zalohy celého systému, kde je mozné vyuzit mnoha
zéalohovacich feSeni a taktéz dle velikosti systému zalohovat servery, nebo 1 klienty. Zalohy
budou probihat pouze na serverech, nebot’ zalohovani klientl by vyzadovalo mnohem vyssi
kapital a veskera dilezita data by méli mit navic uzivatelé¢ ulozeny na fileserveru. Jako
zalohovaci feseni budeme vyuzivat zkusebni verzi Veeamu, ktera je pro nas dostupna na 30
dni zdarma. Zaroven poskytuje komplexni feSeni pro fyzické i1 virtudlni servery. Poskytuje
ochranu proti Ransomware a umoznuje periodicky zalohovat riizné operacni systémy, navic

umoziuje rychlou a jednoduchou obnovu dat. [7]

1.3.5 Tiskovy server

Server pro sitovy tisk bude pod zastitou Windows Server 2019, kde poskytuje naprosto
idedlni prostfedi pro sdileni tiskaren, statistiky tisku, moZnosti monitoringu. Vzhledem
k pouze teoretickému zpracovani tiskového klienta, nebude mit nainstalované aktivni

klienty, pouze prostiedi nachystané pro ptipadné ptipojeni fyzickych tiskaren.

1.3.6 Monitoring server

Bude poskytovat sledovaci a statistické sluzby pro cely systém. Postaven na Linux kernelu
bude vyuzivat open-source multiplatformového systému Zabbix. Ktery nabizi veSkeré
potiebné sluzby od sledovani sitové aktivity, fyzickych serverti, VM, cloudovych feSeni,
aplikaci, sluzeb, webu, tloznych zatizeni, Java aplikaci, databazi, telefonnich pfistroji a

zabezpecenti. [8]

1.3.7 VPN server

TaktéZ funk¢ni na Linuxovém zdkladu, poskytuje moznost pfipojeni zafizeni do interni sité
pomoci zabezpeceného VPN tunelu z jakéhokoli mista na svété, diky ovéfovani vici
dedikovanému Radius serveru. Vyuziva volné dostupné feSeni od OpenVPN. Které
poskytuje management v podobé termindlového prostredi, nebo i1 webové GUL

Samoziejmosti je funk¢nost pro cross-platform zatizeni. [9]
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1.3.8 Radius

PIné znéni zkratky Radius zni Remote Authentication Dial-In User Service, coz je software
a serverovy a klientsky protokol, ktery umoziiuje hlavnimu serveru ovéfovat a autorizovat
pristup vzdalené piistupujicim uzivatelim k systému, ¢i databazim, které se nachazeji
v interni siti. Poskytuje vyssi aroven zabezpeceni infrastruktury, diky udrzovani centralni
databaze uzivatell, které je dostupna pro vSechny vzdalené ptistupové servery, coz je
spravovano lokalni politikou na centralnim serveru. V nasem piipad¢ bude poskytovatelem

Radius sluzeb samostatny Windows server. [10]

1.3.9 WSUS server (aktualizace)

Neboli Windows Server Update Services, je sluzba, kterd zajistuje softwarové aktualizace
v ramcei operacnich systémi Microsoft Windows. Pomoci samostatného aktualiza¢niho
serveru jsme schopni korigovat uvoliiovani aktualizaci do firemni sité. Vyhodou WSUS
serveru je omezeni vytizenosti internetové linky, nebot’ si mize kazdé zatizena ve firemni

siti stahnout aktualizace z lokalniho server, a tudiz nevyuziva Sitku pasma internetové linky.

[11]

1.3.10 Datovy server (fileserver)

Poslednim ze servert je sitové ulozisté, které poskytuje prostor pro dalezita data uZivatelt
a umoziuje jejich dostupnost napti¢ firemni infrastrukturou. Pfistupy pro jednotlivé slozky
jsou feSeny pomoci prav v Active Directory na naSem DC. Zaroven je zvolen diskovy prostor
pro jednotlivé slozky, ¢imz je vytycen objem dat pro jednotlivé useky, které je mozné ukladat

a zaroven zalohovat.

1.4 Implementace klienta

Dle zadéani se budeme vénovat implementaci klientti, a to v podobé pevnych pocitact, které
budou zpracovany ve virtualni podob¢ a notebooku ve fyzické podobé€. Virtudlni desktopy
lezi na ESXi stroji na samostatnych VM. Vyuzivaji verzi Windows 10 a vztahuji se na n¢
veskeré politiky a pravidla ADDS. Laptop je pfipojen fyzicky ke switchi a funguje naprosto
stejn€ jako jiz zminéné VM a funguje taktéZ na Windows 10. Ostatni klienty, jako jsou
sitové tiskarny VOIP telefony a mobilni pfistroje, zpracovdvame jen teoreticky. Ve

firemnim prostiedi je dle zadani pozadovana moznost BY OD (Bring your own device, neboli
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umoznéni zaméstnancim pracovat ve firemni siti na vlastnim stroji). Z bezpecnostnich

divodt malokdy v praxi vyuzivana technika. [12]
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2 OVERENI FUNKCNOSTI INFRASTRUKTURY A PENETRACNI
TESTY

Dalsi dulezitou soucasti vystavby firemni infrastruktury, je naslednd kontrola funk¢nosti a
plné operacni schopnosti celého systému stejné jako bezpecnostni testy neboli penetracni
testy, které napomohou odhalit bezpeCnostni nedostatky a mozné zplisoby napadeni

systému.

2.1 Hledani slabych mist v infrastrukture

Pti hledani slabych mist v infrastruktufe, ¢imz je myslena infrastruktura sitova, ovéfime
sniffing, dale zamezime vystaveni faleSného DHCP a DNS serveru a nasledné taktéz DNS

sniffing a taktéz vzdaleny pfistup do sitovych prostor a datovych slozek.

2.1.1 Network sniffing

Pro potieby ,sitového ¢muchéani jak by se dal ptelozit anglicky nazev, pouZzijeme
Wireshark, coz je opensource software naprogramovany pro analyzovani sitovych protokoli
a provozu, umoziuje pouziti na distribucich Linuxu, nebo Windows a poskytuje mnoZstvi

sledovacich prostiedkl, jakoz jsou: [3]

e Analyza VOIP

e ProhliZe¢ paketl

e Inspekce protokolil

e Aktivni dekomprese gzip soubort

e Export logl a dat do XML, CSV, textu a Postscript

2.2 Penetracni testy

Penetracni testy nam poskytne linuxové distribuce KALI, kde oskenujeme sitové porty,
¢imz eliminujeme moznost nabourani do systému pomoci portil, které by zlstaly otevieny
pfipadnym uto¢niklim, ale pfitom by nebyly funkéné vyuzivany. Dale provedeme SQL
injection pomoci SQLMap, kde 1ze pomoci SQL ,,vsunuti* Zadosti do protokolu ziskat
uzivatelské udaje, ¢i zménit opravnéni pro uZivatele. Déle je nutné provést testy
uzivatelského zabezpeceni, pfevazné hesel, a to pomoci brute-force utoku, ktery nadm
poskytne Hydra. Penetra¢ni testy budeme dé€lat jednak externé a dale poté interné. Diky tomu

oveétime zabezpeCeni viici utokiim zvenci 1 z vnitini ¢asti sité. [13]
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3 PRIPRAVA ESXI

Zakladem pro celou praktickou ¢ast diplomové prace je zprovoznéni hardware vybaveni,
které poskytuje zdroje pro vesSkerou virtualizaci nasich servert a sitovych zafizeni. Nejprve
je nutné osadit server dostatecnou kapacitou HDD pro 0lozné prostory virtudlnich serverd.
Jak jiz bylo zminéno v teoretické ¢asti, jedna se o ESXi server HP Proliant DL360 G7
vyuzivajici 24GB paméti RAM, osazen procesorem Intel Xeon E5620 2.40GHz o 8
logickych jadrech. Diskové pole tedy obsahuje 10 pozic pro disky, které vSechny vyuzivame
a pomoci deseti SAS HDD diskli dosahujeme findlni datové velikosti vyuzitelného pole

¢iniciho zhruba 1,9Tb prostoru pro virtualizaci a tlozné prostory.

3.1 Instalace Vmware

Pro praci je zvolena Vsphere Server verze 6.0 v evaluacni kopii, které byla stazena
z oficidlnich stranek VMware ve formatu virtualniho disku (ISO). Nasledné byl vlozen USB
flash-disk do interniho USB portu na zékladni desce serveru o doporucené¢ minimdalni
velikosti 16GB. Dale pomoci ptikazové fadky, nebo opensource programu Rufus a jemu
podobnym vytvoiime bootovatelné médium v podobé¢ flash disku, nebo CD/ROMu (v naSem
ptipadé¢ USB) a nabootujeme z néj ESXi instalaci. Po nacteni instalace projdeme licen¢ni
ujednani (potvrdime klavesou F11) a nasledné zvolime nase jiz pfipojené USB na zékladni
desce serveru. Je dulezité zvolit heslo pro uzivatele root, které si budeme pamatovat, ale
zaroven zamezi fyzicky pfitomnym osobdm u serveru jej zjistit a provadét nechténé zmény
v nasem systému. Nasleduje samotna instalace, ktera v zavislosti na HW trva zhruba 15
minut. Po dokonceni instalace odpojime instala¢ni USB disk a restartujeme hosta. Po
opctovném nab&hnuti serveru zvolime v boot sekvenci naSe nové nainstalované USB prvnim

zatizenim.[14]

3.2 Diskové pole

Server je osazen 10 fyzickymi disky. Pro naSe vyuZiti potfebujeme pouze jeden RAID, kdy
se pomoci klavesy F10 dostaneme ke konfiguraci diskového pole. Ze vSech diskl vytvotime
logickou RAID jednotku. V praxi existuje vicero typii RAID. RAID (Redundant Array of
Independent Disks) je zpiisobem operovani s vice nez jednim pevnym diskem jako jednou
logickou jednotkou, a tudiz poskytuje vyssi odolnost systému vici vypadku, ¢i zaniku

jednoho z disku v poli. Vybereme moznosti RAID 5, ktery systému umoziuje rozmist'ovat
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data na vSechny disky v poli a zvlada selhani jednoho disku, kdy pfi vyméné prob¢hne

dopocet originalnich dat.

3.3 Prvotni spusténi systému

Pti prvnim spusténi spusti systém automatickou konfiguraci, béhem které pouzije vychozi
nastaveni pro tlozna zatizeni a sit’ (DHCP konfigurace sit¢ a formatovani internich diska do
formatu VMFS, ktery umozZiuje uloZeni virtudlnich stroji). DalSim krokem je nastaveni
sitového pfistupu k naSemu hostu. Do doby, nez budeme mit nakonfigurovanou sit’, se
k serveru piipojime napiimo pomoci ethernetového kabelu a statické IP adresy kterou
nastavime manualné ve VMware konzoli. Nasledné se miizeme pomoci zadané IP adresy
k serveru pfipojit (v naSem piipad¢ 192.168.220.2) a pftihlésit se pomoci uzivatelského
jména a hesla zvoleného pfi instalaci. Pro Vsphere verze 6.0 a niZ8i je mozné nainstalovat
lokalniho klienta, nicméné pro novéjsi verze je jiz potieba vyuzivat webové prostiedi. Nyni

se v§ak budeme zaobirat zakladnim nastavenim L3 switche.

VMware ESXi

Welcome

Getting Started

If you need to access this host remotely, use the following program
to install vSphere Client software. After running the installer, start
the client and log in to this host.

+ Download vSphere Client for Windows
+ Open the VMware Host Client

To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new system
deployment time from weeks to seconds, monitor your virtual
computing environment around the clock, avoid service disruptions
due to planned hardware maintenance or unexpected failure,
centralize access control, and automate system administration
tasks.

+ Download VYMware vCenter
If you need more help, please refer to our documentation library:

« vwSphere Documentation

You are running HPE Customized Image ESXi 6.0.0 Update 3 version
500.10.4.5 released on September 2019 and based on YMware ESXi
6.0.0 Update 3.

For Administrators

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage vSphere
from & client machine. These tools can be
used in shell seripts to automate day-to-day
operations.

= Download the Virtual Appliance

#» Download the Windows Installer {exe)

s Download the Linux Installer (tar.gz)

Web-Based Datastore Browser

Use your web browser to find and download
files (for example, virtual machine and
virtual disk files).

* Browse datastores in this host’s inventory

For Developers

vSphere Web Services SDK

Learn about our |atest SDKs, Toolkits, and
APLs for managing VMware ESX, ESXi, and
VMware vCenter. Get sample code,
reference documentation, participate in our
Forum Discussions, and view our latest
Sessions and Webinars.

s Learn more about the Web Services SDK
» Browse objects managed by this host

Obrazek 2 - Vsphere Console
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4 ZAKLADNI KONFIGURACE SITE A PRVNI VM

Jak jiz bylo zminéno v teoretické Casti, pro sitové potieby budeme vyuzivat L3 Mikrotik
switch RB2011UiAS, ktery ndm umozni routing mezi vicero Vlany a zaroven poskytne

zakladni Firewall pro nasi sit’.

4.1 Prvotni konfigurace Mikrotiku

Pro konfiguraci se k zatizeni ptipojime pomoci ethernetového kabelu (Ize zvolit libovolny
port na switchi). Defaultni IP adresa zafizeni nalezneme na spodni stran¢ zatizeni. Pro naSe
potteby pouzijeme 64bitovou verzi aplikace Winbox, diky které nemusime vyuzivat webové
rozhrani, ale poskytuje pfehledné;jsi podobu konfiguraéniho prostfedi RouterOS. Winbox je
pfimo dostupny z oficialnich stranek Mikrotik. || https://mikrotik.com/download || Software
neni nutné instalovat a po spusténi pouze zadame nasi defaultni adresu, ktera je 192.168.88.1
a piihlasime se pomoci pieddefinovaného administratorského uctu admin (bez hesla). Lze

se samoziejmé& piihlasit i pomoci mac adresy zafizeni, které lze najit v sousedicich

N7 7
zatizenich.
O WinBaox (64bit) v3.22 (Addresses) - [m} X
File Tools
Connect To: |152.168.88.1 v| Keep Password
Login: |admin Open In New Window
Pagsword:
Add/Set Connect To RoMON Connect
Managed = Neighbors I"\’
V| | Set Master Password al | ¥
Address User -

Obrazek 3 - Winbox Login

Timto se dostaneme do konfigura¢niho prosttedi zafizeni. Které diky Winboxu vypada u

vSech zatizeni Mikrotiku prakticky identicky a je proto snazsi se v ném orientovat.


https://mikrotik.com/download
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Obrazek 4 - Mikrotik Menu

Mikrotik dodava svoje SOHO zafizeni s pfedpfipravenym nastavenim, které ovSem
nevyuzijeme a zbytené by nam nasledné ztézovalo praci a prehlednost projektu. Tudiz
vmenu vybereme polozku System, kterd nadm nabidne mimo jiné moZznost Reset
Configuration, coZ ndm umozni vyresetovat zafizeni a zrusSit veSkeré pfedem konfigurované
nastaveni. Je nutné zakliknout kolonku No default configuration a pak jiz jen staci zvolit

Reset Configuration.

Corfiguration
R
s
[ Mo Default Configuration
[] Do Mot Backup
RunMterReset: [ |=

Obrazek 5 - Mikrotik Reset Configuration

Po restartu zatizeni se opét prihlasime pomoci Winboxu. Nyni jiz ,,¢isty* Mikrotik mizeme

zacit konfigurovat.
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4.1.1 Zabezpeceni L3 switche

4.1.1.1 Zména administratorského uctu

Pted pfipojenim zafizeni do sité zalozime novy ptihlaSovaci ucet, pro zamezeni prihlaSeni
pod defaultnim uctem, ktery mize znat kazdy, a tudiz zamezeni nechténé¢ho ptistupu na
zatizeni. Zvolime kolonku ,,Systém® a déle ,,Users*, kde jiz uvidime defaultni admin ucet.

[16]

Uiser List =B
Ustrs | Groups 55H Kmye  55H Private Kems  Active Usens
L) 1) T Asa
Mame Grup | Abowed Addeeas Lt Logged in =
& rwon A Mar/ 1272020 19.43:08

L]

Obrazek 6 - Mikrotik User List

Pomoci plus pfiddme novy ucet (je mozné zvolit vicero typil Ut s jinymi pravy).

Mame: |nemron | \L‘
G 3 [ cadl |
Allowed Address: N
oW ress: | L\\ﬂ a —
Last Logged In: | | __
Password: | ................ |

Corfimm Password: | ................ |

Copy

Remaove

enabled

Obrazek 7 - Mikrotik vytvofeni uzivatele

Zde zvolime novy nazev uctu a v rozbalovaci 1i§t€ Group vybereme moznost full, abychom
vytvorili administratorsky ucet se vSemi pravy. Je mozné zvolit adresu, ze které bude

zafizeni pod témito 0daji dostupné, nicméné prozatim nevime, jakou adresu bude mit nas
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management pocitac, a tudiz doplnime pozdéji. Je nutné zvolit dostatené silné heslo, nejlépe
softwarové generované. Nyni pomoci ¢erveného kiizku ucet admin zakazeme, aby nebylo

mozn¢é jej nadale vyuzivat. Je nutné se po tomto kroku znovu ptihlasit do RouterOS rozhrani.

Nasledn¢ ptiradime uctu Allowed Address, coz bude jedina IP adresa, odkud se bude moci
administratorsky ucet nemron piipojit k L3 Switchi. Zvolime adresu 192.168.240.2. Coz je
rezervovana staticka IP adresa na DHCP serveru pro nas administratorsky pocitac. Je mozné
tuto volbu interpretovat pomoci filtra¢niho pravidla ve firewallu Mikrotiku, a to tak, Ze
povolime pfistup pomoci portii ssh a winboxu (22, 8291) pouze z urcitého IP rozsahu, ¢i

konkrétni IP adresy. [16]

User <nemron > [=1E3
Mame: |nemran
L ———E
Allowed Address: | 192.168.240.2 o s | Aoply ‘
Last Logged In: | May/22/2020 14:48:26
| Disable ‘
| Comment ‘
| Copy ‘
| Remave ‘
| Passward... ‘
enabled

Obrazek 8 - Mikrotik User settings
4.1.1.2 Zakazani redundantnich pripojeni

Defaultné jsou povoleny vSechny typy pfipojeni jako je telnet, ftp, www a podobné. Pomoci
nasledujiciho ptikazu, ktery pouzZijeme v terminalu, ktery je integrovan ptimo do RouterOS,
zakaZzeme vSechno, co nebudeme vyuzivat. Prvné zjistime pomoci ptikazu: ,,/ip service
print®, které sluzby jsou spustény, a nasledné zneptistupnime pomoci: ,,/ip service disable
telnet,ftp,www,api,api-ssl“. Coz muizeme nasledné opét zkontrolovat pomoci prvniho

prikazu. [16]
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[nemron@MikroTik] > /ip service print
Flags: X - disabled, I - inwvalid

g HAME PORT ADDRESS CERTIFICATE
0 telnet 23

1 frp 21

2 W g0

3 3sh 22

4 XT www-s31 443 none
5 api 8728

€ winbox 8291

7 api-ssl 8728 none
[nemron@MikroTik] > /fip service disable telnet, ftp, www,api,api-ssl
[nemronf@MikroTik] > /ip service print
Flags: X - disabled, I - invalid

# HAME PORT ADDRESS CERTIFICATE
0 XI telnet 23

1 XT ftp 21

2 XT wiww g0

3 ssh 22

4 XI www-s3l 443 none
5 XI api 8728

G winbox 8251

7 XI api-ssl 3729 none
[nemron@MikroTik] >

Obrazek 9 - Mikrotik service printout

4.1.1.3 Nastaveni IP adresy

Nezli budeme moci provést ptipojeni routeru k internetu, je potieba nastavit IP adresu, ktera
nam byla dana od naSeho poskytovatele internetu (neboli ISP). V naSem piipadé bude adresa
192.168.0.110. Vybereme moznost IP a nasledné¢ Addresses, kde pomoci tlacitka plus
zalozime novou adresu pro port, ke kterému pfipojime ethernetovy kabel od ISP (naptiklad
z modemu). Zaddme jiz zminénou adresu 192.168.0.110 do pole Address, coz bude
konkrétni adresa naseho zafizeni. Do pole Network nasledné¢ zaddme adresu brany do
internetu (jiz dfive zminény modem naptiklad) a néasledné zvolime, ke kterému rozhrani

bude adresa pfifazena. V nasem piipad¢ etherl (na switchi prvni ethernetovy port).
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“18 Mesh
igl P
- MPLS
4 Routing
iah System
5 Queves
|| Files
=l Log
S RADIUS
A Taols
B New Terminal
it Dot1
M LCD
4 MetaROUTER
5 Padition
4 Make Supout rif
& Manua
@ New WinBox

4.1.1.4 Aktualizace zavizeni

ARP
Accounting
Addregses
Cloud

DHCP Client
DHCF Relay
DHCP Server
DNS
Firewal
Hotspot
IPsec

Fid Conttrol
Neighbors
Packing
Pool

Routes

SMB

s

+ = v O T

Address Network Intesface
4 1921680110 1%2.168.0.1 etherl
Address <192.168.0.110=
Address: [192.168.0.110
Network: [152.168.0.1 [ Cancel |
Interface: |ether T‘
: Disable |
| Comment
[ o |
| Remove |
enabled
Bitems (1 selected)

Obrazek 10 - Mikrotik Router address

=l|E3

Po prid¢eleni statické IP adresy a pfipojeni zafizeni do internetu miizeme provést upgrade

zafizeni pro ziskani novych oprav a zaplat ptipadnych systémovych chyb. Zvolime opét

moznost Systém a nasledné Routerboard, kde je mozné diky Upgrade ziskat posledni mozny

firmware pro zafizeni. Ddle ze stejného menu vybereme Package List a provedeme update

vSech balickii pomoci Check for Updates. Nase aktualni verze je 6.43.3. Po provedeni

aktualizace je nutné zatizeni restartovat. [16]
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% Rotmtour
Model: |2011LKAS
: | Upgade |
Rervimon:
Senal Number: | T7ADOTEF TAFE | |
PoE Sattings
Frmwars Type: arS344
USB Power Resst
Factory Frmware: 333
Cument Fremware: |6.46.3
Upgrade Fmwane: §463
Package List
T | Check For Updates Enable || Dmable | | Lninstal
Nama Veraion Buid Time
! & routeros-mipsbe 6463 Jans 28,2020 10:46:05
B sdvancedd.. 6463 Jan/282020 10:46:05
B8 dhep B46.3 Jan/28,2020 10:46:05
8 hoispat 6463 Jan/2872020 10:45:05
B8 mpls 6463 Jan/282020 10:456:05
8 poo BAE3 Jans 28,2020 10:46:05
B routing EA4E 3 Jan28°2020 10:45:05
B secumty B45.3 Jan/282020 10:46:05
8 system 6463 Jan/ 282020 10:46:05
B vworeless B46 3 Jan/282020 10:46:05
11 Rems

Unachedule

Scheduled

Downgrade | | Check InstallaSion

=B

Obrazek 11 - Mikrotik aktualizace

4.1.2 Pripojeni k ESXi

Nyni nastavime pfipojeni, abychom méli ptistup k ESXi serveru. Vzhledem k bézné praxi
nastavime servisni sit’ neboli Management network na oddélenou virtualni lokalni sit’ neboli
VLAN. Prvné€ vytvotfime bridge abychom byli schopni nésledné vytvofit trunkové ptipojeni
pro dalsi zatizeni. (trunk = ,,port predavajici vSechny vlany na dals$i zafizeni bez omezeni®).

V menu Bridge pomoci tlacitka plus zalozime novy bridge (v nasem pfipad¢ pojmenujeme

bridge vlan220).




UTB ve Zliné, Fakulta aplikované informatiky

32

Bridge | Ports VLANs

Name

Type
R 4tbndge_vian220 Bndge

Interface <bridge_wan22(0>

enabled

Mame:

Type:

MTU:

Actual MTLU:

L2 MTL:

MAL Address:

ARP:

ARP Timeout:
Admin. MAC Address:

Ageing Time:

Genera | STP VLAN Satus  Traffic

widge wian 220
Eridge

1500

1594
64:D01:54:1C.76:08
enabled

00:05-00

IGMP Snooping
DHCP Snoaping

' Fast Forward

M5Tls  Port MST Ovemdes  Fiters NAT SSS MDB

= ¥ ¥ (O T| Setngs
LZMTU Tx R Tx Packet {p/s)

1594 Obps Obps

running

Rx Packet fp/s)

[s]|E3]

FF Tx -

3items out of 22 (1 selected)

Obrazek 12 - Bridge vlan220

V menu Interface vybereme kolonku VLANSs, kde vytvofime novou VLANu, kterou

pojmenujeme MANAGEMENT (220), zvolime jeji VLAN ID (u nés 220) a ptifadime ji ke

spravnému rozhrani (ether2, které se vaze k fyzickému portu ¢islo 2 na switchi).

RS ¢ MANAGEMENT (220) VLAN

Intesface <MANAGEMENT (220)=

Gereral | Loop Protect  Status  Traffic

Name:

Type:

MTU:

Actual MTU:
L2 MTU:
MAC Address:
ARP:

ARP Timeout:

VLAM ID:
Interface;

MANAGEMENT (220
VLAN

1500

1500

1594
64:01:54:1C:76:08
anabled

220
ether2
Use Sarvice Tag

1500 1500 1594 424 bps

Obrazek 13 - Management (220) Interface

Obps

+

Nyni je potieba vytvoftit porty v menu Bridge/Port, abychom mohli novou Management Vlan

prifadit k diive vytvofenému bridge vlan220. Nejprve vytvotime port pro ethernetovy port

na switchi a pfitadime jej k bridge a nésledn¢ vytvotime druhy port MANAGEMENT (220)
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a taktéz ho pripojime do bridge. Diky tomu pfifadime oba porty k takzvanému spoleénému

rozhrani a tim se Vlan stane funkéni a nase ESXi bude dostupné na zvolené adrese.

Bidge Pols VLANs MSTis Pot MST Ovemides Fiters NAT Hosts MDB
* = v% AT

-] Interface Bridge Herizon | Trusted |Prionty th... Path Cost RoiJ} Root Pat
1 £+ MANAGEMEN... bridge_vian220 no 80 10 designated port
0H ftbether2 idge_vian220 no 80 10 designated port
E)
et 17wt s T
intertace: [MANAGEMENT (220) * Concel | || interface ¥ [ Concel
Brdge: bridge_wlan220 ¥ || ool I Bridge: bridge_vlan220 ¥ | Poply
Horizon - Disable | || Hotzon v | [ Dsabke
Leam: |auto LI C " ] Leam: auto ¥ [ G t 1
v Unknown Unicast Aood /| Unknown Unicast Flood
o | [ cor |
v Unknown Multicast Food | Unknown Multicast Flood
Remove I | Remove
v Broadcast Flood v Broadcast Flood
Trusted Trusted
| Hardware Offioad

Obrazek 14 - Vytvoreni portli pro Management

Ale aby to bylo mozné, je potfeba k vytvotené Vlan a rozhrani pfifadit pozadované adresni
pole a umoznit smérovani mezi jednotlivymi sitémi. V menu Address List pfifadime naSemu
rozhrani adresu 192.168.220.1/24, kterd bude nésledné fungovat jako brana do virtualni
lokalni sité (kde /24 znac¢i masku sité, ktera lze interpretovat taktéz jako 255.255.255.0) o
adresnim poli 192.168.220.1 — 192.168.220.255 neboli 192.168.220.0. Dale zvolime
rozhrani ke kterému pfipojime na$ novy adresni list. Nyni budeme schopni pfifazovat ve

Vlan MANAGEMENT (220) IP adresy at’ jiz statické nebo pomoci DHCP serveru.

O]
+ = v % O |T

Address Network Interface v
o 192.168.220.1... 192.168.2200  bridge_vlan220

Address <192.168.220.1/24>

ey 152,168,220, 1 {192.168.220.0 - 152.168.220 255
Network: [182 168.220.0 - Cancel

Interface: |bridae_wlan220 ¥

if

Apply

Disable

Comment

Copy

Remave

enabled

items (1 selected)

Obrazek 15 - Management adresni pole
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Zaroven se ndm pii vytvoreni adres automaticky vygeneruje route (cesta), diky které je naSe

zafizeni schopno smérovat komunikaci.

Routes | Nesthops Rules  WRF
|- AT
Dst. Address Gateway Distance |Routing Mark | Pref. Source

Route <192.168.220.0/24>

General | Atrbutes

Dst. Address: | 192.168.220.0/24 k
Gateway: |bridge_vlan220

Copy

Remove

reachable

Check Gateway:

Type:

Distance:

Scope:

unicast

0
10

Target Scope: |10
Routing Mark:
Pref. Source: | 192.168.220.1

dynamic active connected

Obrazek 16 - Route 192.168.220.0/24

Poslednim krokem pro funkéni virtualni sit’ bude vytvoteni pravidla pro pteklad adres
z vnitini sité na vné&jsi IP adresu, neboli diky tomuto pravidlu bude zafizeni ve vnitini siti
dostupné z vnéjsi sité a naopak. PouZijeme IP masquerade, coZ je pravidlo, které vSechny
adresy v interni siti pfeklad4 na jednu vetejnou adresu. Neboli umoziuje nékolika zafizenim
funkovat na jedné placené adrese. Pro zalozeni nového NAT pravidla zvolime menu
Firewall/NAT a zde pomoci tla¢itka plus vytvofime nové pravidlo, kde v list€¢ General
vyberem v kolonce Chain srcnat a Out. Interface etherl, coZ je port kam je zapojen vngjsi
internet a v li§t¢ Action vybereme jiZ zmifiovanou akci masquerade, bez které by jakékoli

zafizeni v n€které z naSich sitich nebylo schopné se dostat na vngjsi sit’.

(=11E3)
Fiter Rues NAT  Mangle Raw Service Pots Connections Address Lists  Layer7 Protocols
& = | % ] T o0ResetCounters 00 Reset Al Counters al ¥
# Action 7 |Chain Sec. Address |Dst. Address Proto... |Src. Pot  |Dst. Port | In. Inter...|Out. Int... In. Inter...|Out. Int... Src. Ad...|Dst. Ad... Bytes Packet v
1 =] mas__ srcnat ether1 328MB 14508
Geﬂef% Advanced Exdra Action Statistics II
Chain: S0 Ed Cancel
Src. Address: - Apply
-

Dst. Address:
Disable

Protocol: Comment

Src. Port

Copy

Remave
y. Port —
In_ Interface: Reset Counters

Out. Interface: etherl

P4 o4 4 44

Reset All Counters

+

Obrazek 17 - NAT rule
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NAT Rule <> =B

General Advanced Bdra Action | Statistics

Action: [ N F| | Cancel |

Log %

Log Prefix: [ s |

To Ports: - Comment
Copy |

Remove |

Reset Counters
Reset Al Counters

Obrazek 18 - NAT rule 2

4.2 ZalozZeni prvniho virtualniho serveru

V této podkapitole vytvotime prvni virtudlni stroj a na n¢j nasledné nainstalujeme server,
Posléze budeme tento postup tvorby VM nékolikrat opakovat, jelikoz virtudlnich serverti
budeme potiebovat nékolik a budeme se proto odkazovat na tuto ¢ast prace abychom se

vyhnuli repetitivnimu opisovani stejného postupu.

4.2.1 Vytvoreni VM ve Vsphere

Vétsinoveé budeme vyuzivat webovy interface, ktery poskytuje VMware pro konfiguraci a
management serverti, nicméné jiz zmifovaného Vsphere klienta budeme vyuZivat pfi
konfiguraci virtualniho sitového zafizeni, jelikoZ poskytuje prehlednéj$i moznosti nastaveni

a orientace.

4.2.1.1 Vytvoreni instalacniho média

Pro  ziskdni  instalaéniho  média  navstivime  https://www.microsoft.com/en-
us/evalcenter/evaluate-windows-server-2019, kde je mozné zdarma stdhnout ISO verzi
Microsoft Server 2019 pro evaluaci a testovani, tudiz neni nutné verzi licencovat. Vyhodou
je jiz ptedptipraveny obraz disku, ktery lze pouzit k vytvofeni instalacniho média, nebo
vytvofeni virtudlniho systému pfimo ze staZzené¢ho souboru. Nyni se mizeme piihlasit do
webového prostiedi na nami zvolené adrese 192.168.220.2 pomoci diive zadanych udaji pii

instalaci VMware. [14]

4.2.1.2 ZaloZeni VM

Po pfihlaSeni se orientujeme pomoci levé navigaéni liSty a volime Virtual Machines a

pravym tlacitkem mysi otevieme ndsledné menu, kde vybereme Create/Register VM.


https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
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%31 New virtual machine

(ESESTXTIEN  Select creation type

2 Select a name and guest 08
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settings

e i EErD This qption guides you through creating a new virtual
5 Ready to complete machine. You will be able to customize processors, memory.
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a

guest operating system after creation.
Register an existing virtual machine

Déle pokracujeme na dal§i cast registrace nového VM pomoci predpiipraveného

Back | Next ‘ Finish Cancel

Obrazek 19 - VMware Vytvareni dclv ¢.1

instala¢niho priivodce, kde je potfeba zadat jméno virtualniho stroje (vétSinove nazev hosta
nasledovany ndzvem virtudlniho serveru, konkrétné ,,esx1_dclv®), vybrat typ operac¢niho
systému a nésledné jeho verzi. Vzhledem k pouzité verzi Vsphere v nabidce neni Windows

Server 2019, ale pouze 2016, coz je ale ekvivalentni, a proto zvolime verzi 2016.

4@ New virtual machine - esx1_dc1v (ESXi 6.0 virtual machine)

+ 1 Select creation type Select a name and guest OS

2 Select a name and guest 0§ Specify a unique name and GS

3 Select storage

4 Customize settings
5 Ready to

Name

‘esxtdmv

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compafibility ESXi 6.0 virtual machine -

Guest 0OS family Windows

Guest OS version Microsoft Windows Server 2016 (64-bit) -

‘ Back H Next | Finish ‘ Cancel

Obrazek 20 - VMware Vytvateni delv ¢.2
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Nasledné ptitadime VM diskovy prostor na tadici, v naSem piipad¢ zvolime standartni
ptifazeni celého prostoru, ktery mize byt nasledné pouzit pro datové tlozisté virtualniho
serveru.

£51 New virtual machine - sadasd (ESXi 6.0 virtual machine)

+ 1 Select creation type Select storage
+ 2 Select a name and guest 05

L4 3 Select storage

+ 4 Customize settings

Standard Persistent Memao
5 Ready to complete

Select a datastore for the virtual machine's configuration files and all of its’ virfual disks.

Select the storage type and datastore

Name ~ | Capacity ~ Free ~ | Type ~ Thinpro..~ Access ~
esx1_R5_SAS 191TB 12478 VMFS5 Supported Single
% 1items

| Next Finish Cancel

Obrazek 21 - VMware Vytvateni delv ¢.3

Na dalsi stran€ instalacniho privodce jiz zvolime pocet procesorovych jader ptifazenych pro
tento stroj, velikost paméti RAM a velikost HDD (2 CPU jadra, 8192 MB RAM, 40 GB
HDD). Taktéz zde mliZeme zvolit sitovy adaptér a instalacni médium. Je nutné zakliknout
kolonku pro pfipojeni média, jinak nebude pro VM viditelné. Je zde vicero dal§ich moznosti,

ale ty prozatim vyuzivat nebudeme.

1 New virtual machine - sadasd (ESXi 6.0 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Selecta name and guest 0S Coniigure the virtual machine hardware and virtual machine additional options

+ 3 Select storage

4 Customize setfi
[TViriual Fardware | VM Options | &

5 Ready to complete

3 Add hard disk B Add network adapter g Add other device

» [ cPu

2 0

» il Memory ME ~
» (2 Hard disk 1 G v
3 SCSI Controller 0 LS! Logic SAS ~

SATA Controller 0

USE controller 1 USB 2.0 ~
» B Network Adapter 1 Servers ~ | ¥ Connect
~ & CD/DVD Drive 1 Datastare ISO file ~ | & Connect

Status [# Connect at power on

| Back H Next Finish Cancel

Obrazek 22 - VMware Vytvateni dclv ¢.4
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Nasleduje uz jen souhrn vSech nastaveni VM pro kontrolu a méme vytvoren prvni virtualni

stroj. [14]

4.2.2 Instalace Windows Server 2019

Nyni jsme schopni nainstalovat server na nas nové vytvoreny VM. Pro nahrani a zvoleni
instalacniho média, které jiz mame vytvotené, je potieba zvolit pravym tlacitkem myS$i nas
vytvoteny VM a pokracovat nabidkou Edit settings, kde pod kolonkou CD/DVD zvolime
Datastore ISO file, coZ ndm nabidne pohled na data uloZzené¢ na ESXi diskovém poli,
vytvotime si slozku s libovolnym ndzvem (pro nés ,,iso*“). Poté zvolime Upload a nahrajeme
nase vytvorené instalaéni médium z pocitace na hosta. Po dokonceni nahravani médium

vybereme a dokonc¢ime nastaveni.

\.q) Datastore browser

4 Upload [ Download [5 Delete [ Move [ Copy {3 Create directory & Raefresh

= esx1_R5_SAS sdd.sf @ SERV2019STD.EN...
vmimages computeri

SERV2019STD.ENU.D...
443 GB
Monday, February 17, ...

computer2
esxi_appsviv
esx1_backupsviv
esxi_dclv
esx1_priv
esxi_radsviv
esx1_vpniv
esxi_wehsviv
esx1_wsusiv
frsv iy [}
20

software

M zabbix_appliance_.. || M M
3 [esx1_R5_8SAS] iso/SERV20195TD ENU DEC2019.180

Select Cancel

Obrazek 23 - Instalace Windows Server ¢.1

Spustime Vm a otevieme konzoli. Projdeme klasickou instalaci Windows Serveru.
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Windows Server: 2019

Language to install fEnglish (United States) -

Time and curmency format: (S Bl had Bae 42

Keyboard or input method: SHS

Enter your language and other preferences and click "Next™ to continue

Obrazek 24 - Instalace Windows Server ¢.2

Po dokonceni instalace zvolime administratorské heslo a systém provede prvotni
konfiguraci. Velmi dulezité je pfed zapocetim nainstalovat VMware tools, coZ je balicek

ovladact a konfiguracnich soubort ulehcujici praci s virtudlnim strojem.

4.2.3 Instalace DC, ADDS, DNS a DHCP

Na tomto serveru zprovoznime sluzby Active Directory a zaroven budeme server
konfigurovat jako doménovy kontroler. Vzhledem k rozsahu sitové/serverové infrastruktury
bude tento server zaroven poskytovat DHCP a DNS sluzby. VeSkera konfigurace serveru
muze probihat z rozhrani Server manageru, které je uzivatelsky pfivétiva a poskytuje témef
vSe, co budeme jako administrator potfebovat. Pomoci Add roles and features ptfidame

serveru pozadovan¢ funkce. [17]
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fi Add Roles and Features Wizard - o x

Before you begin

This wizard helps you install roles, role senvices, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features

Start the Remove Roles and Festures Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has 3 strong password
= Network settings, such a5 static IP addresses, are configured
* The most curren{security updates from Windows Update are installed

Hf you must verify that any of the prereq have been pl close the wizard
complete the steps, and then run the wizard again.
To continue, click Next.
[[] Skip this page by default
B 2 =
Next> | —— Cancel

Obrazek 25 - Konfigurace DC ¢.1

Na dalsim listu zvolime Role-based or feature based installation, nasledné zvolime nas server
(na ktery chceme sluzby pfidat) a pokracujeme k vybéru konkrétnich sluzeb a funkci. Zde
vybereme jiz zminované¢ ADDS, DHCP a DNS (u vSech jesté vyskoc¢i kontrolni okno

s tlacitkem Add features). [17]

[ Add Roles and Features Wizard - ] *
ueE rrla DESTINATION SERVER
Select server roles it ki

Select one or more roles to install on the selected server.
Roles Description

[[] Active Directory Certificate Services Domain Name System (DNS) Server
Active Directory Domain Services provides name resolution for TCP/IP
[ Active Directory Federation Services networks. DNS Server is easier to
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

manage when it is inctalled on the
same server as Active Directory

[ Device Health Attestation Dnr.nam _Semces. If you select the

DHCP Server Active Directory Domain Services

Flons Serve role, you can install and configure

O Faﬂsﬁ DNS Server and Active Directory
Confirmation , -
onfrmate b [ File and Storage Services (1 of 12 installed) Domain Services to work together.

[] Host Guardian Service

[] Hyper-v

[[] Netwark Palicy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

] Web Server (1I5)

[[] Windows Deployment Services

[[] Windows Server Update Services

Bl o | [

Obrazek 26 - Konfigurace DC ¢.2

Déle pokracujeme v privodci a zapoCneme instalaci, po dokonceni instalace vyzyva

pruavodce ke konfiguraci novych sluzeb. Je nutné povysit nas server na doménovy kontroler,
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jinak nebude mozné na ném vyuzivat sluzeb ADDS a taktéz dokoncit konfiguraci DHCP

serveru. Prvné povySime server na DC, vytvofime a pojmenujeme novou doménu. [17]

F Active Directory Domain Services Configuration Wizard - [m} X

Deplovment Confiauration TARGET SERVER
Jeployment Conrniguratior WIN-9CACVITFDTS

Deployment Configuration
Select the deployment operation

Specify the domain information for this operation

Root domain name: nem.local

|  Next> ‘ nsta Cancel

Obrazek 27 - Konfigurace DC ¢.3

Dale zvolime DSRM heslo (neboli heslo pro obnovu direktory services). Nebudeme vytvaret
RODC (pouze pro cteni), nebot” tohoto typu DC bychom vyuzili naptiklad ve vzdalené
lokalit€ nasi infrastruktury a toto DC by se poté odkazovalo pouze na primarni DC. Poté¢ jiz
jen dokoncime instalaci. Server se nasledné sam restartuje, aby mohl zavést ADDS. Po
restartu provedeme dodatecnou konfiguraci DHCP serveru, ¢imz jej pfipojime k Active

Directory, a tim samoziejmé i k doméng¢. [17]
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fz; DHCP Post-Install configuration wizard

Authorization

Specify the credentials to be used to authorize this DHCP server in AD DS.

&) Use the following user's credentials

User Name: | NEM\Administrator

) Use alternate credentials

UserName: [ [Specify. ]

) Skip AD authorization

N

< Previous Next > | Commit Cancel

Obrazek 28 - Konfigurace DC ¢.4
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5 VYTVORENI OSTATNICH VLAN

V jedné z predeslych kapitol jsme vytvofili prvni virtudlni sit’ pro potieby managementu
ESXi. Nicméné¢ nase infrastruktura jesté vyzaduje nékolikero dalSich Vlan, abychom oddé¢lili
jednotlivé segmenty sité a omezili tedy bezpecnostni nedostatky a ochranili servery a
uzivatele od zbytecnych problémi. Budeme postupovat prakticky stejné jako pii tvorbé
prvni virtudlni sité, proto jiz nebude popsan postup, ale pouze zdokumentovan. Je potieba si
Vlany pojmenovat a piifadit jim rozdilna ID a pro vSechny vytvofit adresni listy, diky cemuz

se nam automaticky vygeneruji smérovaci trasy.

Interface List = B3
Inteface | inteface List Ethemet EolP Tunmel IP Tunmel GRE Tunmel VLAM VRRP  Bonding LTE

L hd (7| | T | | Detect Intemet

Mame Type Actual MTU  [L2ZMTU | Tx Rx Tx Packet (p/s) Rx Packet (p/s) |
R 4=tbrdge_vlan220 Bridge 1500 1594 O bps 0 bps 0 -
R d=bbrdge_vlan230 Bridge 1500 1594 432 bps 840 bps 1
R £tbrdge_vian240 Bridge 1500 1594 218.0 kbps 6926 kbps 68 1€
R elsether Ethemet 1500 1598 1089.3 kbps 43 2kbps 225 €
RS 4ls ether2 Ethemet 1500 1598 Obps Obps 0
RS 4p MANAGEMENT (220)  VLAN 1500 1594 Obps Obps 0
RS e}s etherd Ethemet 1500 1598 1024 bps 904 bps 2
RS 4 BACKUP (215) VLAN 1500 1594 Obps Obps ]
RS b DMZ (250) VLAN 1500 1594 424 bps Obps 1
RS <p SERVERS (230) VLAN 1500 1594 432 bps B40bps 1
RS &b VPN (200 L\\s VLAN 1500 1594 Obps Obps 0
RS }s etherd Ethemet 1500 1598 234 6 kbps 1104.0 kbps 86 23
RS &b CLIENTS (240} VLAN 1500 1594 218.0kbps 692.6 kbps 68 1€
RS P VOIP (225) VLAN 1500 1594 424 bps 0bps 1
RS p VPN CLIENTS (235) VLAN 1500 1594 0bps 0bps 0 -
+ .
22 items

Obrazek 29 - Interface list
5.1 Konfigurace Vlan

Nyni vytvofime vSechny poZadované Vlany a pfifadime je spravnym rozhranim. Prvné
vytvofime virtudlni sité pro rozhrani ether3 a poté pro ether4.

Interface <VPN (200>
Gng Loop Protect  Status  Traffic

Interface <BACKUP (215)>

General | Loop Protect  Status  Traffic

[C] ]
=N
]
e |

Name Cancel (N[ ACKUP (215) [ cance |
Type: [VLAN Type: |VLAN Aoply |
MTU: [1500 - MTU: [1500
Disable Disable |
Actual MTU: 1500 S—— Actual MTU: [ 1500
i
L2MTU: 1534 : L2 MTU: [1534 Comment_|
C
MAC Address: [64:D1:54:1C:76.09 _ﬁ MAC Address: [64:D1:58:1C:76:09 | Copy |
ARP: [znabied : Remove ARP: [enabled s Remove |
ARP Tmeout Torch ARP Timeout - Torch |
VLAN ID: [200 VLAN ID: [215
Interface: |ether3 + Interface: |etherd 3
Use Service Tag

Use Service Tag

Obrazek 30 — VPN (200) Vlan Obrazek 31 — Backup (215) Vlan
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' Interface <SERVE! (O] x]
General | Loop Protect  Status  Traffic General _L.;o.tg.mea Status  Traffic
Name: [ coes | Name
Tipe (LN [ v | Type: [VLAN
MTU; 1500 MTU: [1500
Actual MTU (1500 [ Outie ] Aetual MTU: [1500
L2 MTU; 1594 [ Gonmens | L2MTU: [1534
MAC Address: (64:D1:54:1C.76.0A [ cooy | MAC Address: [64:01:541C.76.09 || L_Copy
ARP: enabled ¥ | Remove | ARP: [enabled s Remove
ARP Timeout: [ Tomn | ARP Timeout - Torch
VLAN ID: | 226 VLAN ID: | 230
Iterface: etherd L2 Interface: |etherd *
Use Service Tag || Use Service Tag
Obrazek 32 - VOIP (225) Vlan Obrazek 33 - Servers (230) Vlan

Interface <VPN CLIENTS (235)> Interface <CLIENTS (240)>

General | Loop Protect  Status  Traffic Genefl Loop Prtect Satus  Trafic oK
Name: [ Concel | (YIS CLIENTS (240) Cancel
Type: |VLAN | Apply ] Type: |VLAN Apply
MTU: (1500 MTU: [1500
| Disable ] B Disable
Actual MTU: |1500 Actual MTU: 1500
L2 MTU: [1594 [t comnent | L2 MTU: [1594 Commert
MAC Address: |64:01:54:1C:76:04 | Copy ] MAC Address: [64:D1:541C.76.0A
ARP: |enabled ¥ | Remove ] ARP: [enabled IE3 Remove
ARP Timeout: - | Torch ] ARP Timeout: g Torch
VLAN ID: 235 VLAN ID: 240
Interface: |etherd ¥ Interface: | etherd ¥
Use Service Tag Use Service Tag
Obrazek 34 - VPN Clients (235) Vlan Obrazek 35 - Clients (240) Vlan

Interface <DMZ (250)>

General | Loop Protect Status  Traffic OK
Name: | EIFIFED | Cancel
Type: |VLAN | Roply
MTU: | 1500

Actual MTU: | 1500

L2MTU: | 1594

MAC Address: |64:01:54:1C:76:09 |
ARP: |enabled 2

ARP Timeout: - Torch

VLAN ID: | 250 |
Interface: |etherd *

| Use Service Tag

Obrazek 36 - DMZ (250) Vlan

5.1.1 Bridge a porty

Nejdiive vytvofime nové bridge, a to bridge vlan230 a bridge vlan240.
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Interface <bidge_vlan230> =B Interface <bridge_vian240> [O]x]
Genesl | STP | VLAN | | Trofic Generdl | STP VIAN Status Trafic
Name: Name:
MTU. v MTU: -
Actual MTU: | 1500 Actual MTU: 1500
Loy, 54 Lo e
MAC Address: |64:D1:54:1C.76:09 | MAC Address: | 64:01:54:1C:76:0A
ARP: [enabled 3 Remove ARP: |enabled ¥
ARP Timeout - Torch ARP Timeout: v
Admin. MAC Address: - Admin. MAC Address: v
Ageing Time: |00:05:00 Ageing Time: |00:05:00
IGMP Snooping IGMP Snooping
| DHCP Snooping DHCP Snooping
v Fast Forward ¥ Fast Forward
Obrazek 37 - Bridge Vlan (230) Obrazek 38 - Bridge Vlan (240)

Nasledné vytvotfime porty, které pfifadime k pfipravenym bridgim. Nejprve port pro
ethernetovy port ¢.3 nasledné porty pro VPN, Servery, DMZ a Backup, které ptifadime
k bridge vlan230 a nasledn¢ port pro ethernetovy port €.4 a port pro Klienty, VOIP a VPN
Klienty, které ptifadime k bridge vlan240.

Bridge Port <ether3> (=] E3 Bridge Port <VPN (200)> =8
General | STP VLAY, Staus General | STP VLAN  Stetus
iterace: v aetace: =
Bridge: |bridge_vlan230 E Apply Bridge: [blige_vian230 B
Leam: |auto ¥ Comment )
| Unknown Unicast Food Leam: |auto I*
| Unknown Mulicast Flood & v Unknown Unicast Flood
| Broadcast Flood _emve v/| Unknown Multicast Flood
emove
| Trusted v/ Broadcast Flood
/| Hardware Offload Trusted
Obrazek 39 - Bridge Vlan (230) port ¢.1 Obrazek 40 - Bridge Vlan (230) port ¢.2
Bridge Port <SERVERS (230)> =] E3

General | STP VLAN Status
: s n

Bridge: |bridge_vlan230

General | STP  VLAN Status

[N ERVERS (230) .3

Bridge: |bridge_vlan230

Apply
Horizon: v Horizon: | g Disable

“
g
o
£

¥

+
*

Leam: |auto ¥ Comment Leam: |auto

|4

| Unknown Unicast Food | Unknown Unicast Flood

Coj
v Unknown Multicast Flood

v/| Broadcast Flood

v| Unknown Multicast Flood
v Broadcast Flood
Trusted Trusted

Remove

=1 E3

Obrazek 41 - Bridge Vlan (230) port ¢.3 Obrazek 42 - Bridge Vlan (230) port ¢.4
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Bryge Port BACKUP (215)> O] %] Bridge Pott <etherd> =B
General | STP  VLAN Status General | STP VLAN | Status
ISR ACKUP (215) I inerface: *

Bidge: bidge._ vian230 3 Fdge: bde an2d 3
Horizon: v i
. . am: |auto ¥
st : _
J Comment | Unknown Unicast Flood
v| Unknown Unicast Flood ¥ Unknown Multicast Flood il
v| Unknown Multicast Flood | Broadcast Flood
emove
v Broadcast Flood Trusted
Trusted v/| Hardware Offload
Obrazek 43 - Bridge Vlan (230) port ¢.5 Obrazek 44 - Bridge Vlan (240) port ¢.1

Bridge Port <CLIENTS (240)> [=] B3l Bridge Port <VOIP (225)>

General%sTP VLAN  Status General | STP  VLAN Status

(U 1 IENTS (240) s Interface: |NEINFES B
Bridge: :bridge_v\an24[l 3: Bridge: bridge_vlan240 ¥
[ Unknown Unicast Flood h v Unknown Unicast Flood
Copy I Copy |
v Unknown Multicast Flood v| Unknown Multicast Flood
’ =
|v Broadcast Flood v| Broadcast Flood
Trusted Trusted
Obrazek 45 - Bridge Vlan (240) port ¢.2 Obrazek 46 - Bridge Vlan (240) port ¢.3

Bridge Port <VPN CLIENTS (235)> =l E3

General | STP  VLAN Status

(LT ERCRVPN CLIENTS (235] ¥ Cancel
Bridge: |bridge_vlan240 Apply

*

Horizon: v Disable

Jids

J

Leam: auto ¥ Comment

v/| Unknown Unicast Flood
Copy
v| Unknown Multicast Flood

v| Broadcast Flood
Trusted

Remove

Obrazek 47 - Bridge Vlan (240) port ¢.4

5.1.2 Adresni pole

Nyni pro kazdou Vlanu musime vytvofit adresni list, abychom byli schopni pfifadit urcitou

adresu prave k této virtualni siti, a naopak odlisit adresy z jinych siti.
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Address List

+

Route List

Routes

Dst. Address
AS P 0.0.0.0/0
DAC P 192.168.0.1

DAC P 192.168.200.0...
DAC P 192168.215.0...
DAC P 192168.220.0...
DAC P 192168.225.0..
DAC P 192168.230.0...
DAC P 192168.235.0...
DAC P 192.168.240.0..
DAC P 192.168.250.0...

5.1.3 Firewall NAT

=
Address
=P 192.168.0.110
<P 192.168.200.1/24
o 192.168.215.1/24
P 192.168.220.1/24
P 192.168.225.1/24
o 192.168.230.1/24
=P 192.168.235,1/24
P 192.168.240.1/24
o 192.168.250.1/24

7

Network
192.168.0.1
192.168.200.0
192.168.215.0
192.168.220.0
192.168.225.0
192.168.230.0
192.168.235.0
192.168.240.0
192.168.250.0

Obrazek 48 - Address List

Nexthops Rules VRF
+ r’

v

Gateway

192.168.0.1 reachable ether1

ether1 reachable
bridge_vlan230 reachable
bridge_vlan230 reachable
bridge_vlan220 reachable
ridge_vlan240 reachable
Idge_vian230 reachable
bridge_vlan240 reachable
bridge_vlan240 reachable
bridge_vlan230 reachable

Distance

Obrazek 49 - Route List

[=1E3

Interface
etherl
bridge_vlan230
bridge_vlan230
bridge _vlan220
bridge_vlan240
bridge_vlan230
bridge_vlan240
bridge_vlan240
bridge_vlan230

o000 o =

hd

al ¥

Routing Mark | Pref. Source hd|

192.168.0.110
192.168.200.1
192.168.215.1
192.168.220.1
192,168.225.1
192.168.230.1
192,168.235.1
192,168.240.1
192.168.250.1

Pro spravnou funkénost VLAN jesté musime pro kazdou Vlanu vytvotit pravidlo, aby byl

L3 switch schopny smérovat spravné sitovy tok.

Zvolime IP/Firewall, kde nasledné vybereme kolonku NAT. Nyni jiZ nebudeme potiebovat

nase vytvorené pravidlo a vytvotfime pravidla pro kazdou VLANu odd¢lené, aby bylo mozné

na jednotlivych pravidlech kontrolovat provoz. V ¢asti general zvolime srcnat a Src.

Address: 192.168.220.0/24, déle pak zvolime odchozi interface Out. Interface: etherl.

V 1ist€ Action pak zvolime Action: src-nat a zaddme adresu naSeho L3 switche do To

Addresses: 192.168.0.110.

Obrazek 50- NAT rule (220) ¢.1

Statistics

NAT Rule <192.168.220.0/24> [=] E3 I NAT Rule <192.168.220.0/24>
General | Advanced Bdra Action Statistics General Advanced Exra Action
Chain: (EEE] G Acton:
Src. Address: 192.168.220.0/24 - Apply Log
Dst. Address: -
Disable Log Prefix:
Protocaol: -
e To Addresses: 192.168.0.110
Src. Port v
. To Pots:
Dst. Port -
P l Remove
Any. Port v
In. Inteface: | Feset Courtors ‘
Out. Interfage: | | |ether1 IS [ Reset All Counters ‘ D

Cancel
Apply

| %]

Disable
Comment

Copy

il

Remove

Reset Counters

]

I Reset All Counters |

Obrazek 51 - NAT rule (220) ¢.2
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Vsechny ostatni pravidla vytvoiime stejnym zplsobem se spravnymi atributy. Kdy po

vytvoteni vSech pravidel nasledné pomoci kiizku zakdzeme naSe ptivodni pravidlo. [15]

Firewall

Fiter Rules NAT  Mangle Raw Service Pots Connections Address Lists  Layer7 Protocols

+

E-3

IR I W I Y .

Action

I mas.
I sre-..
ol sre-. .
ol sre-
P sre-. .
ol sre-, .
lisre-..
o||-gre-...
A sre-

1|

Chain

srenat
srcnat
srcnat
srcnat
srenat
srcnat
srcnat
srenat

. srcnat

00 Reset Counters

Src. Address

192.168.220.0/24
192,168.230.0/24
192.168.240.0/24
192.168.200.0/24
192,168.215.0/24
192.168.250.0/24
192.168.225.0/24
192.168.235.0/24

00 Reset All Courters
Dst, Address |Proto,,, | Src, Port | Dst, Port

Obrazek 52 - NAT

In. Inter...|Out. Int... In. Inter... | Out. Int... |Src. Ad...|Dst, Ad... Bytes ¥

ether]
etherl
ether
ether
ether
etherl
ether!
etherl
etherl

[= &3

all ¥

39.2 |
3502.3
16.2 |
238
69|
an1|
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6 ZAPOJENI FYZICKEHO SWITCHE

Vzhledem k obecné praxi, kde vétSinoveé se v menSich i vétSich spoleCnostech pocita
s vétsSim mnozstvim klientd, zavedeme 1 v naSem piipadé pouziti L2 switche jako sitovy
prvek mezi na§im L3 switchem (ktery vyuzivam taktéz jako router) a virtudlnimi switchi na
ESXi. Bude nam simulovat pfipojeni klientskych pocitact (které ndm bude poskytovat
samotny ESXi host) a klasické zapojeni do fyzického switche v ramci naSi fiktivni
spolecnosti. Nebudeme tudiz zapojovat pifimo virtualni switch do naseho L3 Mikrotiku,
nybrz bude virtualni uzivatelsky pocita¢ zapojen do fyzického Mikrotik switche, ktery bude
délat prostfednika mezi ESXi a L3 switchem. Stejnym zptsobem budou propojeny i ostatni
subnety, abychom nasimulovali redlné zapojeni v praxi. Zarovenn bude do tohoto switche
zapojen napiimo i pocitac, odkud budeme provadét penetracni testovdni. Pro spravnou
funk¢nost nastavime switch pro funkcénost v ramci Vlan siti a posléze mizeme zapojit

ethernetové kabely. [15]

Port1 Port2 Port3 Port4.
}ngress
VLAN Mode | enabled v | strict | [strict  w [strict  w|
VLAN Receive [any v| any v [any v [any ~
Default VLAN ID |1 240 | 220 | 230
Force VLANID [ |
Egress

VLAN Header |[leave asis V¥ always strip ¥ always strip ¥ always strip ¥ |

Obrazek 53 — Mikrotik switch konfigurace
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7 VYTVORENI VIRTUALNIHO SWITCHE

Nyni, kdyZz mame vytvotené jednotlivé virtudlni sité, vyuzijeme moznosti VMware a pomoci
Vsphere vytvoiime virtualni switch, ktery bude posilat pakety s konkrétnim id na korektni
zatizeni na ESXi. Ve firm¢ tento post zastava dalsi fyzicky switch, ktery byl taktéz otestovan
pro kontrolni ucely, nicméné nadale vyuzivame pouze sluzeb Vsphere. Jak jiz bylo zminéno,
pro konfiguraci virtudlniho switch vyuzijeme moznosti lokalniho klienta Vsphere, nebot’
poskytuje lepSi vizualni zobrazeni a je pro tento ukon piehlednéjsi. V menu zvolime
Configuration/Networking, pot¢ Add networking v novém okné nasledné vybereme Virtual

Machine. [14]

(@ Add Metwork Wisird - o x

Connection Type
Neftworking hardware can be partitioned to accommodate each service that requires connectiity.

Connection Type
Nebwork Access Connection Types
¥ Virtual Machine

Add a labeled network to handle virtual machine network traffic.

" vMkernel

The VMikernel TCP/IP stack handies traffic for the folowing ESXi services: vSphere vMoban, SCSI, NFS,
and host management.

| [[het> | cos
4

Obrazek 54 - Tvorba virtualniho switche ¢.1

V nasledujicim okné vybereme, ptes kterou fyzickou sitovou kartu poputuje sitovy provoz.
Pro kazdy virtualni switch by mély byt idedlné zvoleny dvé, aby pii vypadku jedné karty
bylo mozné ethernetovy kabel jen prepojit do druhého portu. Zvolime pozadovany nazev a

ptifadime id dle id Vlany, kter4 bude k tomuto portu pfipojen.
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(%) Add Network Wizard - m} b4

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections commen to twa or more hosts.

Connection Type Port Group Properties

Metwork Access

Connection Settings Network Label: [servers

p—

Summary YLAN ID (Optional): [230 -]
Preview:

Virsal Machine Port Graua Physica
Servers ®. B )
VLAN ID: 230

<Back I Next > I Cancel

4

Obrazek 55 - Tvorba virtudlniho switche ¢.2

Nebot' vyuzivame trunkového pfipojeni, budeme jednim portem ptenaset vicero Vlan
s riznymi ID, a proto vytvotime dalsi potfebné skupiny portti. Zvolime properties u naseho

nového switche, kde vytvotime skupiny pro DMZ, Clients, Backup a VPN.

(%) vSwitch1 Properties m] X
Ports ] Network Adapters ]
Configuration Summary Port Group Properties "
i vswiteh 1016 Parts Network Label: DMz
DMZ virtual Machine ... VLAN ID: 250
@ Cclients wirtual Machine ...
2 Backup WVirtual Machine ... Effective Policies
@ ven Virtual Machine ... Security
@ serves Virtual Machine ... Promiscuous Mode: Reject
MAC Address Changes: Reject
Forged Transmits: Reject
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing: Port ID
Metwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: vmnicl
Standby Adapters: None
Add... Edit.. Remave Unused Adapters: None v

Close

Obrazek 56 - Tvorba virtualniho switche ¢.3

Vzhledem k obecné praxi, kdy management sit’, jak jiz bylo zminéno, mé byt uplné¢ odd€lena
od ostatnich siti, tak ziskdme konfiguraci virtualnich switchti takovou, ze prvni ze dvou

switchti bude pfedavat pouze Vlan ID 220 a tudiz funguje pouze jako management switch a
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ma jen jednu port skupinu, kdezto druhy pfedava ID vSech ostatnich siti a mé proto vicero

port skupin.

Hardware View: |vSphere Standard Switch
Health Status Networking
Processors
Memory Standard Switch: vBwitchd
Storage Wkzme! Port

v Metworking L3 Management Network

Storage Adapters
Metwork Adapters
Advanced Settings

Power Management

Software

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Reservation
Agent ¥M Settings

Advanced Settings

m]

]

]

2

vmk0 : 192.168.220.2 | VLAN ID: 220
fedl::9a4b:elff:fe7a:53de

Standard Switch: vSwitch1

Wiz Machine Por Group

oMz .

Remove... Properties...

aprers
vmnic3 1000 Full |3

Remove... Properties...

— - Physics| adapes

Adap
BB vmnicd 1000 Full | B2

wvirtual machine(s) | VLAN ID: 250

Virtuz| Maching Po o
Clients —1:} g4

2 virtual machine(s) | VLAN ID: 240
Virnuz| Machine Pe

)

Eac-k-un N g-c

1 virtual machine(s) | VLAN ID: 215
Wirtuz| Machine Group

3 VPN &

1 virtual machine{s) | VLAN ID: 200
irruz| Machine Port Group

L1 Servers 24

7 virtual machine(s) | VLAN ID: 230

Obrazek 57 - Tvorba virtualniho switche ¢.4

7.1 Prirazeni DC do port skupiny

Musime jesté provést zménu na naSem VM, zvolime proto ,,Edit settings®, kde vybereme

novy Network adapter a zvolime jiz vytvoiené Servers, ¢imz VM ptifadime do port skupiny

s ID 230.

B Edit settings - esx1_dc1v (E5Xi 6.0 virtual machine)

» [/ crU

» il Memory

» & Hard disk 1

» [ SCSi Controller 0
ER =ATA Controller 0
USE controller 1

» B Network Adapter 1

» % COVDVD Drive 1

v [ Video Card

] Add hard disk MM Add network adapter

Servers

B Add other device

v

GB

#| Connect

Connect

Save || GCancel

Obrazek 58 - Pritazeni VM do skupiny portt
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8 PRIRAZENI IP ADRESY DC A KONFIGURACE DNS A DHCP

8.1 Prirazeni statické IP adresy doménovému kontroleru

Nyni jsme schopni naSemu serveru pfifadit funkéni statickou adresu. Déle nastavime novy
rozsah, ktery bude poskytovat DHCP server klientim. VSechny servery budou mit statickou
IP adresu, a tudiz je zbyte¢né pro n¢ vytvaret dynamicky rozsah. Zvolime statickou IP adresu
192.168.230.3, dale branu 192.168.230.1 a poté nas jiz vytvoreny DNS server, ktery ma
primarné lokalni adresu 127.0.0.1, protoZe se nachazi na stejném serveru a sekundarni adresa

je 192.168.230.3 virtualniho serveru.

nternet Protocol Version 4 (TCR/IPwd) Properties =
General

You can get IP settings assigned automaticaly if your network supports
this capahilty. Otherwse, you need to ask your network adminstrator
for the aporopriate TP s=ttings.

(ibtain an TP address sutomaticaly

(@) Uz the fallawing 1P ac{:?ss:

P address: 192 , 168 , 230, 3
Subnet mask: 255,255,255 . D
Default gateway: 192, 168 . 230 . 1

(@) Use the follewing DS server addresses:

Preferred DS server: 127. 0 .0 . 1

Alternate OMNS server: 192 . 168 . 230 . 3

] Valdate settings upon exit Ehianced.,
o] oo

Obrazek 59 - DC Sitovy Adaptér
8.2 Povoleni RDP

Pro lepsi praci s virtudlnim serverem povolime RDP (Remote desktop protocol) ptipojeni.
Pomoci nabidky properties (vlastnosti) pii pravém tlacitku na This pc (Tento pocitac)
otevieme nové okno, kde zvolime Advanced systém settings (Upfesnit nastaveni systému),

rozevieme liStu Remote (vzdaleny ptistup), kde povolime jiz zminovany RDP.
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System Properties X

Computer Name Hardware Advanced Remote
Remote Assistance

Allow Bemote Assistance connections to this computer

Remote Desktop

Choose an option, and then specify who can connect.

(Z) Don't allow remate connections ta this computer

(@) Allow remate connections to this computer;

Allow connections anly from computers running Remaote
Desktop with Network Level Authertication {ret?\mended}

Help me choose Select Users...

Obrazek 60 - DC povoleni RDP

8.3 Nastaveni DNS serveru

Pro nastaveni DNS serveru pouzijeme DNS manager, kde jiz mame vygenerovanou zénu
nem.local, kterou jsme vytvofili pfi instalaci DNS a taktéZ msdcs.nem.local, ktera je
rezervovana pro Microsoft a proto uZivatel napiiklad pii zddosti na LDAP (DC) server vi,

ze bude kontaktovan Microsoft doménovy kontroler. A totéz plati pro ostatni Microsoft

v
sluzby.
¥, DNS Manager - ] X
File Action View Help
|2 c=Em &8
4 fzk Name Type Status DNSSEC Status
v ESX;DCWM — Tlmsdes.nemilocal Active Directory-Integrated Pr... Running Not Signed
arwarc Laokup £ones _—]nem,\ucal Active Directory-Integrated Pr...  Running Not Signed

Reverse Lookup Zones
Trust Points
Conditional Forwarders

Obrazek 61 - DNS konfigurace

Nyni jiz DNS server umi vyhleddvat v doménovém stromu, nyni vSak je jesSté¢ potieba

vytvofit zony pro zpétny pieklad jmen.
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MNew Zone Wizard >

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS

h ﬁ ; Server,

A zone translates DNS names to related data, such as [P
addresses or network services,

To continue, click Next,

Obrazek 62 - DNS konfigurace ¢.2

V casti Reverse Lookup Zones pravym tla¢itkem vytvofime novou primérni zénu dostupnou

pro vSechny DC kontrolery.

MNew Zone Wizard >

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

Creates a copy of a zone that can be updated directly on this server,

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance,

() 5tub zone
Creates a copy of & zone containing only Name Server (NS), Start of Autharity
(504), and possibly glue Host (A) records, A server containing a stub zone is not
authoritative for that zone,

Store the zone in Active Directary (available only if DNS server is & writeable domain

controller)

s [ ] [ o

Obrazek 63 - DNS konfigurace ¢.3
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Mew Zone Wizard >
I} Active Directory Zone Replication Scope
‘You can select how you want DMS data replicated throughout your network, -
=

Select how you want zone data replicated:
() To all DNS servers running on domain controllers in this forest: nem, local

(®)1To all DS servers running on domain controllers in this domain: nem,local
() To all dgmain controllers in this domain (for Windews 2000 compatibility): nem.local

To all domain controllers specfied in the scope of this directory partiion:

<pack Cance
Obrazek 64 - DNS konfigurace ¢.3
V naSem piipad¢ je pouze jeden, zvolime IPv4 a nasledné zaddme naS adresni rozsah

192.168.230, dale zvolime pouze zabezpecené dynamické aktualizace, coz je doporuceno

pro AD. [17]

Mew Zone Wizard x
Reverse Lookup Zone Name
& reverse lookup zone translates IP addresses into ONS names. r
¥

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses,

(®)[Py4 Reverse Lookup fone|

() IPv& Reverse Lookup Zone

| < Rack || Mext » | Cancel
L

Obrazek 65 - DNS konfigurace ¢.4
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Mew Zone Wizard x
Reverse Lookup Zope Name
& reverse lookup lahe translates IP addresses into DNS names, .
Ed

To identify the reverse lookup zone, type the network ID or the name of the zone,
(®) Network ID:

F:ﬁ 68 230 .

The network ID is the portion of the IP addresses that belongs to this zone, Enter the
network ID in its normal (not reversed) order,

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0, 10.in-addr arpa.

() Reverse lookup zone name:
230,168,192, In-addr . arpa

<ok Concel

Obrazek 66 - DNS konfigurace ¢.5

Mew Zone Wizard x

[s Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
specified the following settings:

Mame: 230,168, 192.in-addr . arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically, You can then verify
name resolution using nslookup,

To close this wizard and create the new zone, click Finish,

< Back Cancel

Obrazek 67 - DNS konfigurace ¢.6

Nasledné timto postupem vytvotime reverzni zony pro vSechny nase jiz vytvorené VLANYy,
neboli subnety, abychom pfi pfidani serveri a zatfizeni jiz nemuseli k tomuto vracet a DNS
server si samostatné nechame vytvofit pouze forward zony a nasledné pointery pro

jednotlivé klienty/servery.
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@

DNS Manager
File Action View Help
|2 = HEm A
£ DNS Name
v g ESX1DCIV

Forward Lookup Zones
v Reverse Lookup Zones
200.168.192.in-addr.a
215.168.192.in-addr.a
230.168,192.in-addr.a
240.168,192.in-addr.a
250.168.192.in-addr.a
225.168,192.in-addr.a
235,168,192,in-addr.a
Trust Points
Conditional Forwarders

8.4 Konfigurace DHCP

J200.168.192.in-addr.arpa
J215.162.192.in-addr.arpa
71230.168.192.in-addr.arpa
TJ240.168.192.in-addr.arpa
0250.168.192.in-addr.arpa
TJ225.168.192in-addr.arpa
TJ235.168.192in-addr.arpa

Type

Active Directory-Integrated Pr...
Active Directory-Integrated Pr...
Active Directory-Integrated Pr...
Active Directory-Integrated Pr..,
Active Directory-Integrated Pr..,
Active Directory-Integrated Pr..,
Active Directory-Integrated Pr...

Obrazek 68 - DNS konfigurace ¢.7

Status

Running
Running
Running
Running
Running
Running
Running

DNSSEC Status
Not Signed
Not Signed
Not Signed
Not Signed
Not Signed
Not Signed
Not Signed

Konfiguraci DHCP budeme provadét v DHCP manageru, kde vzhledem k potfebam zadani

vytvotime pouze 3 dynamicky alokovana adresni pole, nebot’ servery, jak jiz bylo zminéno,

budou mit statick¢ adresy a neni tedy nutné, aby v jejich VLANech byly dynamicky

pfifazované adresy. Tudiz vytvofime dynamicky distribuované pole adres pro klienty, coz

jsou notebooky a pocitace, nasledné druhé pole pro VOIP linky, a nakonec tfeti pole pro

klienty VPN pfipojeni.

% DHCP

File Action View Help I}‘

&= | @ = HE L

% DHCP

5 esxldclv.nem

Contents of DHCP

_Ei esxldclv.nem.local

Actions
DHCP

More Actions

Obrazek 69 - DHCP konfigurace

Vybereme nas DHCP server esx1dclv.nem.local, dale pak pravym tlacitkem na IPv4, kde

vybereme New scope. Nasledné jej pojmenujeme, popiSeme a dale zvolime adresni rozsah,

ktery tvoti scope, ze kterého server poskytuje IP adresy (pro Clients je rozsah 192.168.240.1-

192.168.240.254).
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MNew Scope Wizard

Scope Name T
You have to provide an identifying scope name. You also have the option of providing

a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your networlk.

Name: |CI|ents\

Description: |

< Back Cancel

Obrazek 70 - DHCP konfigurace ¢.2

Stejnym zptisobem pak vytvorime dynamické rozsahy pro ostatni VOIP a VLAN CLIENTS.
[17]

MNew Scope Wizard

IP Address Range T
fou define the scope address range by identifying a set of consecutive |P addresses.

Configuration settings for DHCF Server
Enter the range of addresses that thJ}:ope distributes.

Start P address: 192 168 . 240 . 1
End IP address: | 192. 168 . 240 . 254|

Configuration settings that propagate to DHCP Cliert

Length: 24 x|

Subnet mask: 255 . 255 .255. 0

< Back Cancel

Obrazek 71 - DHCP konfigurace ¢.3
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Mew Scope Wizard

Configure DHCFP Options -
You have to configure the most common DHCP options before clients can use the
scope.

When clients obtain an address, they are given DHCP options such as the IP

addreszes of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to corfigure the DHCP options for this scope now?

(¥ iYes, | want to corfigure these options now,

™ Mg, | will corfigure these options later

3

< Back Cancel

Obrazek 72 - DHCP konfigurace ¢.4

Pak jiz jen zvolime vyjimky a délku rezervace adresy pro jednoho zadatele. Déle potvrdime
okamzitou platnost naSich nastaveni a pfidame branu ¢i router pro nas subnet, kterou bude
DHCEP server taktéz distribuovat. Pokracujeme zadanim nasi domény nem.local a IP adresy

DNS serveru (192.168.230.3) a pak jiz jen dokoncime.

Mew Scope Wizard

Router (Default Gateway) i
You can specify the routers, or default gateways, to be distributed by this scope.

To add ﬁl’ address for a router used by clients, enter the address below.
IP address:
[ . . .

192.168.240.1

aills

< Back Nest » Cancel

Obrazek 73 - DHCP konfigurace ¢.5
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New Scope Wizard

Domain Name and DNS Servers o
The Domain Mame System (DMS) maps and translates domain names used by clients

on your netwark .

You can specify the parent domain you want the client computers on your network to use for
DMNS name resolution.

Parent domail} |nen'| local

To corfigure scope clients to use DNS servers on your network, enter the P addresses for those
servers.

Server name: IP address:

ITE.‘IBE.E‘CH}. 3

192.168.230.3

il

< Back Mext > Cancel

Obrazek 74 - DHCP konfigurace ¢.6
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9 VYTVORENI A KONFIGURACE FILESERVERU

9.1 Vytvoreni VM

Prvotné€ zalozime novy virtudlni stroj pomoci Vsphere nebo webového rozhrani (viz
podkapitoly 4.2.1 a 4.2.2), kde jako ndazev VM bude esx1 fslv a nadzev serveru fslv a
prifadime do virtudlni sitové skupiny Servers (viz kapitola 6.1). Serveru pfifadime 1 jadro a

2048Mb RAM. Po dokonceni instalace Windows za¢neme s konfiguraci sitové karty.

9.2 Konfigurace serveru

Prvné ptifadime statickou IP adresu 192.168.230.20 stejné jako v ptipad€ DC (viz kapitola

7.1). Nyni jiz pouzijeme na§ DNS server.

Internet Protocol Version 4 (TCP/IPvd) Properties x

General I’\\?

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 230 . 20
Subnet mask: 255,255,255, 0O
Default gateway: 192,168 . 230 . 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DMS server: 192 . 168 , 230 . 3

Alternate DNS server:

|

[Jvalidate settings upon exit i

Cancel

Obrazek 75 - Fileserver sitovy adaptér

Dale budeme postupovat stejné¢ jako u serveru DC. Nastavime jméno, pfitadime do domény,
povolime vzdaleny piistup a poté se pustime do samotné instalace funkci fileserveru. Pomoci
Server Manageru ptiddme ,,File Server Resource Manager a dokonc¢ime instalaci, ktera

nevyzaduje restart celého serveru.
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F= Add Roles and Features Wizard

Select server roles

Before You

Installation Ty

Select one or more roles to install on the selected server.

Roles

L_| Active Lhrectory Lightweight Directory Services
[[] Active Directory Rights Management Services
[] Device Health Attestation
[] DHCP Server
[] DNS Server
] Fax Server
- E File and Storage Services (3 of 12 installed)
.
/| File Server (Installed)
[] BranchCache for Network Files
[[] Data Deduplication
[[] DFS Namespaces
[[] OFS Replication
| File Server Resource Manager (Installed)
%File Server VS5 Agent Service
iSCSI Target Server

[] iSCSI Target Storage Provider (VDS and VSE

[[] server for NFS
[[] Work Folders

- O X

DESTINATION SERVER
fslvnem.local

Description

File and i5CSI Services provides
technologies that help you manage
file servers and storage, reduce disk
space utilization, replicate and cache
files to branch offices, move or fail
over a file share to another cluster
node, and share files by using the
NFS protocol.

Obrazek 76 - Fileserver konfigurace

Pomoci Spravy pocitace rozdélime disk serveru na 2 oddily (systémovy a datovy), abychom

oddélili uzivatelskd data od serveru samotného. Nasledné¢ pomoci Server Manageru

vytvofime share na cely oddil. V nové vytvofeném a sdileném oddile si vytvofime

poZadované slozky.

& Computer Management - [m] X
File Action View Help
= |25 BE
& Computer 1t (Local | Volume | Layout | Type [ File System | Status | ¢ [ Actions
~ () System Tools - (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 1 \pry i 0 =
(1) Task Scheduler = Data (E) Simple Basic NTFS Healthy (Primary Partition) 255 :
2] Event Viewer =i System Reserved Simple Basic  NTFS Healthy (System, Active, Primary Partition) 5¢ More Actions 4
i) Shared Folders
&/ Local Users and Groups|
(&) Performance
& Device Manager
v 3 Storage
» W Windows Server Backup,
= Disk Management
Z, Services and Applications
< >
A
= Disk 0 | _
Basic System Reserved || (C) Data (E)
50.00 GB 549 MB NTFS 119.53 GB NTFS 29.93 GB NTFS
Online Healthy (System, A || Healthy (Boot, Page File, Crash | |Healthy (Primary Partition)
Zcp-ROMO
DVD (D7) [N
No Media
< 31| | W G aEeaet W e panion |

Obrazek 77 - Fileserver konfigurace ¢.2
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5 B VOLUME

" Dua )
Be @ S ®
£ Casaty: noce

Obrazek 78 - Fileserver konfigurace ¢.3

21 ™ s E - [m] X
Home Share View (7]
= ~ 4 L » Network > fslv.nem.local » E » v & | SearchE £

Name Date modified Type Size
s Quick access

[ Desktop
4 Downloads

Department Data 4/1/2020 2:03 PM File folder
36 PM File folder

PM File folder
| Documents Shares 4/1/2020 219 PM File folder
w=] Pictures

Management Data

Production

B3 This PC
- Data (E:)

¥ Network

Obrazek 79 - Fileserver konfigurace ¢.4

V ramci nastaveni Resource manageru se budeme zajimat o definovani kvéty a restrikce

typl ukladanych soubort.

9.2.1 Definovani kvéty

kde si kromé moznosti vybéru pteddefinovanych Sablon, vytvofime kvotu novou, pomoci
zalozeni nové Sablony Create Quota Template. Kde vybereme vzor 5GB, datovou kapacitu
kvoty 20GB, zda se jedna o Hard, ¢i Soft kvotu, kde u prvni nelze piesahnout kapacita,
kdezto u druhé moZnosti kapacita mize byt pfesazena a slouzi spiSe k monitoringu. Volime

druhou moznost. [17]
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3 File Server Resource Manager - X
File Action View Help

e zm Bm

s File Server Resource Manager (Local) | Quota Template Limit Guota Type Deseription Actions
v £ Quota Management 3] 1068 Limit 100 GB Hard Quota Templates s
S T 3] 100MB Limit 100Me Hard ) Creste Quota Templat..
L File Screening Management 3] 268 Limit 20068 [ Hard 6 Refresh
B storage Reports Management || 5] 200 Mg Limit Reports to User  200MB Hard View »
i Classification Management
4 File Management Tasks 3] 200 MB Limit with 50 MB Ext... 200MB Hard Help
E 250 MB Extended Limit 250MB Hard
3] 5GBLimit 5.00 GB Hard
3] Monitor 10 TB Volume Usage 100 TB Soft
3] Moritor 200 GB Volume Usage 200 GB Seft
3] Monitor 3 TB Volume Usage 300 T8 Soft
2] Menitor 5TB Volume Usage  5.00 TB Soft
3] Monitor S00 MB Share 500 MB Seft

Obrazek 80 - Fileserver konfigurace ¢.5

[:Quota Template Properties for Department Dats Quota X

Copy properties from quota template foptional)
5 GB Limtt P Copy

Seftings
Template pame
|Department Data Quota |

Description (optional)

Space limit
Limi:
[20.000 GB v

() Hard quota: Do not allow users to exceed limit

(@) Soft quota: Allow users to exceed limit (use for monitoring)

Notfication thresholds

Threshold E-mail Eventlog  Command  Report

Conce
Obrazek 81 - Fileserver konfigurace ¢.6
9.2.2 Definice povolenych souborovych typi

V casti ,,File Screening™ vybereme zadané Sablony. Je samoziejm¢é mozné si vytvofit vlastni,
nicméné my vyuzijeme jiz nachystané. Zvolime Block Audio and Video Files a nasledn¢
pravym klikem vytvofime nové pravidlo, vybereme cestu na nas share (E:) a dokon¢ime.

Stejny proces jesté provedeme jesté se Sablonou pro blokaci spustitelnych soubort. [17]

23 File Server Resource Manager — [m} X

File Action View Help

L A1 :all 7 lo:
&3 File Server Resource Manager (Local) Y Screening T... | File Groups Actions
v® QW;’ Management B Block Audio and Video Fi... Active Block: Audio and Video Files File Screen Templates -
4 Quotas - - e
'Tj Quota Templates _7| Block E-mail Files Active Block: E-mail Files B Create File Screen Tem..,
~ 4 File Screening Management ] Block Executable Files Active Block: Executable Files |G Refresh
© File Screens &) Block Image Files Active Block: Image Files View 3
] File Screen Templates _
File Groups ] Menitor Executable and ... Passive Warn: Executable Files, System Files Help

B4 storage Reports Management
i Classification Management
& File Management Tasks

Obrazek 82 - Fileserver konfigurace ¢.7

Selected File Screen Templa.., =
Create File Screen fro...
Edit Template Properti...

K Delete

Help
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Create File Screen >

File screen path:
[EN | [ Browse.. |

File screen properties

You can eitlast use properties from a file screen template or define custom
file screen properties,

How do you want to configure file screen properties ?
(®) Derive properties from this file screen template frecommended):
|Bluck Executable Files v

() Define custom file screen properties:

Summary of file screen properties:
=1 Files screen:
|- Source template: Block Executable Files
Sereening type: Active
File groups: Executable Files
Motifications: Email, Evert log

| Create H Cancel |

Obrazek 83 - Fileserver konfigurace ¢.8

Create File Screen X

File screen path
En | ‘ Browse...

File screen properties

You can either use properies from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?
(®) Derive properties from this file screen template (rcommended).

() Define custom file screen properies:

Summary of file a:m& properties:
(=) File screen:
|- Saurce template: Block Audic and Video Files
Screening type: Active
File groups: Audio and Video Files
Motifications; Email, Event log

Create ‘ Cancel ‘

Obrazek 84 - Fileserver konfigurace ¢.9
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10 VYTVORENI A KONFIGURACE PRINTSERVERU

10.1 Konfigurace serveru

Zde jiz nebudeme opakovat postup pro vytvoieni virtualniho stroje (esx1 prtlv) a zakladni
instalaci, které¢ je zminéna v ptedchozich kapitolach, ale nakonfigurujeme IP adresu nyni jiz
vytvofeného serveru. Pro nas (192.168.230.4), pak jiz budeme postupovat stejné, jako

v predchozich piipadech jen zvolime nazev (esx1prtlv) a pfipojime do domény.

Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your netweork supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings,

() Obtain an IP address automatically
(®) Use the foll{}gmg 1P address:

IP address: [192.168 . 230, 4 |
Subnet mask: 255 .255 . 255 . 0 |
Default gateway: | 192 , 168 , 230 , 1 |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: [192.168 . 230, 3 |

Alternate DMS server: | . . . |

[validate settings upon exit Advanced...

Cancel

Obrazek 85 - Printserver sitovy adaptér

10.2 Instalace sluzby

Pomoci Server manageru ptidame tiskové sluzby a dokon¢ime instalaci. Dale poté otevieme
nainstalovany Print management, kde ovSem vzhledem k teoretické implementaci tiskarny

nebudeme provadét zddné zmény.
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-& Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

{f Print Management
File Action View Help

e #m@ = BE

Select one or more roles to install on the selected server,
Roles

(MW \ctive Directory Ci
[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[] Device Health Attestation

% [] DHCP Server
[] DNS Server
(] Fax Server

I [m] File and Storage Services (1 of 12 installed)

[C] Host Guardian Service

[ Hyper-v

[] Metwork Policy and Access Services

(] Print and Document Services (1 of 3 installed)

[C] Remote Access

[7] Remote Desktop Services

[C] Volume Activation Services

[C] Web Server (IIS)

[] Windows Deplayment Services

[] Windows Server Update Services

- [m]

DESTINATIOM SERVER
esxiprtiv.nem.local

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

Install

Obrazek 86 - Printserver konfigurace

x

g Print Management

+ |7 Custom Filters

7| Al Printers (6)

#| Al Drivers (7)

| Printers Not Ready
%] Printers With Jobs
Print Servers

| esxiprttv (local)
> || Drivers

> gyl Forms

s 1 Ports

> 1 Printers

i Deployed Printers

<
Cmnv v v

Name

] Drivers
o Forms
U ports
= Printers

Actions
esx1prtlv (Jocal)

More Actions

Obrazek 87- Printserver konfigurace ¢.2
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11 INSTALACE EMAILOVEHO SERVERU

Proces pocate¢ni instalace ziistava prozatim stejny, a proto se piesuneme rovnou
ke konfiguraci sitové karty a instalaci konkrétnich sluzeb. Nastavime statickou IP adresu
(192.168.230.12) a ndS DNS server (192.168.230.3), zvolime jméno stroje (mailsvlv) a

ptipojime do domény.

Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: [192.168 230, 12 |

Subnet mask: [ 255 . 255 . 255, 0 |

Default gateway: [192 168,230, 1 |
Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 192 , 168 , 230 ., 3
Alternate DNS server: l:l

[validate settings upon exit bt ..

Obrazek 88 - Email server sitovy adaptér

Presko¢ime serverové role, ve vybéru jednotlivych funkcionalit zvolime SMTP Server,
avSak samotna instalace SMTP zvoli dal§i nezbytné soucasti v podob& omezené instalace

webového serveru.

[E Add Roles and Features Wizard ] X
c ] DESTINATION SERVER
Select features masvtunamnioea
Before You Begin Select one or more features to install on the selected server,
Installation T Features Description
|_J Network Load Balancing Provides services to collect and

erve es [] Metwerk Virtualization archive Windows Server system data.
[] Peer Name Resolution Protecol
O Quality Windows Audio Video Experience
_| RAS Connection Manager Administration Kit (CM#
Remote Assistance
Remote Differential Compression

|

|

M| Remote Server Administration Tools {1 of 43 instal
] RPC over HTTP Proxy
J
J
J
J

Setup and Boot Event Collection
Simple TCP/IP Services
SME 1.0/CIFS File Sharing Support
SME Bandwidth Limit
| SMTP Server (Installed)
[] SNMP Service
[] Storage Migration Service
[] Storage Migration Service Proxy
7]

Storage Replica
YallSystem Data Archiver (Installed!

[
[
[
[
[
[
[
[
[

< Previous Next > nstall Cancel

Obrazek 89 - Email server konfigurace
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11.1 Konfigurace SMTP

Po dokonceni instalace zacneme s konfiguraci SMTP sluzby. Otevieme Internet Information
Services (IIS) 6.0 Manager, kde jiz mame vytvofeny virtudlni SMTP server. Pravym

tlacitkem vybereme Properties.

€9 Internet Information Services (IIS) 6.0 Manager
g File Action View Window Help
L A ENCENR 7 R

P-J Internet Information Service|| Name

v gl MAILSV1V (local compu ‘l\C,Domains
&y [SMTP Virtual Server|| an - —
Start
Stop
Pause
New >
View >

New Window from Here

Rename
Refresh
Export List...

PrL\é)erties

Help

Obrazek 90 - Konfigurace SMTP

Dale pak nastavime IP adresu serveru. V 1is§té€ Access nasledné nastavime, ze kterych subnetti
(Vlan) bude mozné se na server pfipojit. Lze zvolit cestu zavedeni nékolika povolenych,
anebo naopak povolit vS§echny kromé zadanych. My povolime pouze ptistup z nasi domény

nem.local.

[SMTP Virtual Server #1] Properties ? x

General Access Messages Delivery LDAP Routing  Security

Fullyqualfied domain name
maisy 1v.nem local

IF address:

192.168.230.12 ¥| Advanced..

[ Limit number of connections to:

Connection time-out {minutes) 10

[~ Enable logging

[W3C Extended Log File Format -]

Cancel Apply Help

Obrazek 91 - Konfigurace SMTP ¢.2
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General Access Messages Delivery LDAP Routing Security

Access control

Edt the authentication methods for this

resource

Authentication..

Computer

Add one of the following to the list
™ Single computer

—

" Group of computers

E—

@ Domain
Name

X

| NS Lookep.. |

—

[nem local|

OK

Cancel 1 Help |

Select which computers may access this vitual server
(¢ Only the list below
" All except the list below

Computers:

Access IP Address (Mask) / Domain Name

Add...

0K | Cancel Help

Obrazek 92 - Konfigurace SMTP ¢.3

Poté zvolime listu Delivery a tlacitko Advanced, kde nastavime doménové jméno naseho

serveru a mizeme vyzkousSet funkénost vii€i DNS.

General Access Messages Delivery |DAP Routing  Security

Outbound

First retry interval (minutes)
Second retry interval (minutes):
Third retry interval {minutes):
Subsequert retry interval (minutes):
Delay notification:

Expiration timeout:

Local

Delay notification:

Expiration timeout:

Outbound Security...

Qutbound connections...

Advanced Delivery X

Maximum hop court:

15 ,_EE
30 Masquerade domain:
o |
240 Fully-qualfied domain name

|mai|5v‘|v.n=m.\oca\ Check DNS
12 Hours v

Smart host:
2 [Days  +] |

-
2 Hous  w I™ Perform reverse DNS lockup on incoming messages
2 Days hd
‘ Advanced... | ‘ OK | Cancel Help

Obrazek 93 - Konfigurace SMTP ¢.4

Samoziejmé& ndS server nebude fungovat bez spojeni s Microsoft Exchange Serverem,

nicméné vzhledem k finan¢nim limitacim nebudeme plné€ zprovoziovat toto spojeni, takze

nas emailovy server bude fungovat pouze na bazi teoretické. A v praxi by tedy slouzil jako

prostiednik mezi piijemcem emailu a servery poskytovatelit mailovych sluzeb, jako jsou

Google, Microsoft a dalsi, které by byly mimo nasi doménu. Nicméné abychom mohli

demonstrovat budouci funk¢nost emailu, vytvofime si stejnym zptsobem jako v kapitole 10,

dalSi virtudlni stroj, ktery pojmenujeme esx1 exsvlv, kde posléze stejnou cestou
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nainstalujeme a nastavime Windows Server 2019 a poté nainstalujeme Windows Exchange

Server, ktery si v evaluation verzi stdhneme z webu Microsoftu.

11.2 Instalace Exchange Serveru

Vytvotime si novy virtudlni stroj (esx1 _exsvlv) na ktery nainstalujeme operacni systém,
nasledné ptitadime statickou IP adresu (192.168.230.11), doinstalujeme VMtools, ptipojime
Server do domény (exsv1lv) a povolime RDP stejné jako u SMTP serveru.

| Create New Virtual Machine - a X

Name and Location
Specify a name and location for this virtual machine

Confiquration  Name:
Name and Location

Iesx 1_exsviv|

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each
vCenter Server VN folder.

VM folders are not viewable when connected directly to a host. To view VM folders and specify a location
for this VM, connect to the vCenter Server.

chine Version
Guest Operating System
CPUs

Memory

Ready to Complete

Obrazek 94 - Instalace Exchange serveru
Create New Virtual Machine = m] X

Guest Operating System virtual Machine Version: &
Specify the guest operating system to use with this virtual machine

Confiquration

[Name and Location
Storage & Windows
Virtual Machine Version

Guest Operating System:

Guest Operating System " Linux

CPUs " other

Memory

Network Version:

SCSI Controller =

Ready to ::.-.l lete Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation,

Obrazek 95 - Instalace Exchange serveru ¢.2
| Create New Virtual Machine - [m} x

Network Virtual Machine Version: 8
‘Which network connections will be used by the virtual machine?

Conflquration Create Network Connections
Name and Location

Storage How many NICs do you want to connect? 1 -

Virtual Machin
Connect at

Network Adapter Power On

CPUs

Memory
ey e 1 Er—

Lg,J 1f supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMware KnowledgeBase for more information on choosing among the network adapters
supportedforvarious guest operating systams and hosts,

Obrazek 96 - Instalace Exchange serveru ¢.3
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Hardware | Options | Resources

[~ Device Status
[~ Show All Devices Add... Remove r
Hardware Summary [V Connect at power on
ME Memory (adding) 4096 MB Device Type
Id CPus (adding) 1 P ‘
@ Video card (adding) Video card Client Device
= VMCI device (adding) Deprecated
£5 New cp/DVD (adding) [esx1_RS_SAS]iso/... |
&3, New Floppy (adding) Client Device
(O New SCSI Controller (add...  LSI Logic SAS € HostDevice
W) New NIC (adding) Servers
2 New Hard Disk (adding) Virtual Disk I —I

(¥ Datastore 15O File

|esx1_RS_SAS] iso/SERV20195TD.EN

o

Ly e

Virtual Device Node
& |IDE (1:0) |

Obrazek 97 - Instalace Exchange serveru ¢.4

Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings,

(7 Obtain an IP address automatically
(®) Use the Followinhlp address:

IP address: [ 192,168 . 230 11 |
Subnet mask: [ 255 255 . 255 . 0 |
Default gateway: | 192,168 , 230, 1 |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server: . . .

[validate settings upon exit

Advanced...

Cancel

Obrazek 98 — Exchange server sitovy adaptér

Po restartovani serveru spustime instalaci Exchange Serveru, nicméné pfedtim je nutné
zkontrolovat, zda je uzivatel, pod kterym spoustime instalaci, v Active Directory skupinach
(Domain Admins, Enterprise Admins a Schema Admins). Bez téchto skupin neni mozné
server nainstalovat. Ddale v pribéhu instalace zvolime neaktualizovat momentalné a

pockame, nezli se nakopiruji data, které instalace pottebuje.
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MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 4 ? X

Check for Updates?

You can have Setup dewnload Exchange Server updates from the Internet before you install Exchange. If updates are available, they'll be
downloaded and used by Setup. By downloading updates now, you'll have the latest security and product updates, If you don't want to
check for updates right now, or if you don't have access to the Internet, skip this step. If you skip this step, be sure to download and
install any available updates after you've completed Setup

Select one of the following options:

() Connect to the Internet and check for updates

®) Don't chegk for updates right now
h P g

Exchange =
Obrazek 99 - Exchange server instalace ¢.5

MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 4 ? X

Copying Files...

Setup needs to copy files that are required to install Exchange Server,

Copying files... 0%

Obrazek 100 - Exchange server instalace ¢.6

V instalaci potvrdime licen¢ni ujednéni, dale pak zvolime roli naSeho Exchange serveru, coz
bude role Mailboxu a taktéz vybereme, aby instalace nainstalovala vSechny ostatni potfebné

funkce a role Windows serveru.
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MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 4 & 7 X
License Agreement
Please read and accept the Exchange Server license agreement,

MICROSOFT SOFTWARE LICENSE TERMS i

MICROSOFT EXCHANGE SERVER 2019 STANDARD, ENTERPRISE, TRIAL AND HYBRID

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)
and you. Please read them. They apply to the software named above, which includes the media on which you received
it, if any. The terms also apply to any Microsoft

+ updates,

* supplements,

« Internet-based services, and

*  support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the software.
Instead, return it to the retailer for a refund or credit. If you cannot obtain a refund there, contact Microsoft or W

[ R b = elimien e

@ | accept the terms in the license agreement

(7)o not accept the terms in the license agreement.

Exchange s

Obrazek 101- Instalace Exchange serveru ¢.7

MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 4 ? X

Server Role Selection

Select the Exchange server roles you want te install on this computer:

ﬂ Mailbox role

{k-] Automatically install Windows Server roles and features that are required to install Exchange Server

Obrazek 102 - Instalace Exchange serveru ¢€.8

Posléze vybereme lokaci, kde se Exchange server nainstaluje a zvolime jméno nasi testovaci

organizace (nem).

MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 4 ?7 X

Installation Space and Location
[N

Disk space required: 5702.9 MB

Disk space available: 17846.3 MEB

Specify the path for the Exchange Server installation:

C:\Program Files\Microsoft\Exchange Server\V15 browse

Obrazek 103 - Instalace Exchange serveru ¢.9
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MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 4 ? X

Exchange Organization

Specify the name for this Exchange organization:

[nen‘i

D Apply Active Directory split permissions security model to the Exchange organization

The Active Directory split permissions security model is typically used by large organizations that completely separate the responsibility
for the management of Exchange and Active Directory among different groups of people. Applying this security model removes the
ability for Exchange servers and administrators to create Active Directory objects such as users, groups, and contacts, The ability to
manage non-Exchange attributes on those objects is also removed.

You shouldn't apply this security model if the same person or group manages both Exchange and Active Directory, Click 7' for more
information.

Obrézek 104 - Instalace Exchange serveru ¢.10

Na dalsi stran€ se nas instalace zeptd, zda chceme vypnout skenovani malwaru, coZ

samoziejm¢ zvolime ne. Na dalsi strané jiz instalace kontroluje, zda madme na serveru

nainstalované v§echny prerekvizity a taktéz, jestli miizeme pokracovat v instalaci pod nasim

uzivatelem.

MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 4 ?7 X

Malware Protection Settings

Malware scanning helps protect your messaging environment by detecting messages that may contain viruses ar spyware, It can be
turned off, replaced, or paired with other premium services for layered protection.

Malware scanning is enabled by default. However, you can disable it if you're using another product for malware scanning. If you
choose to disable malware scanning now, you can enable it at any point after you've installed Exchange.

Disable malware scanning.

O Yes
® MNe

Internet access is required to download the latest anti-malware engine and definition updates.

Obrazek 105 - Instalace Exchange serveru €.11
MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 4 ? X

Readiness Checks

The computer will be checked to verify that setup can continue.

Prerequisite Analysis 100%
Erlnr

T T GriMicrosoaft Unified Communications Managed API 4.0, Core Runtime 64-bit, Please install the software
from | inkld=

Fﬂr more mlurmatmn, visit: Mm&mwmnwmz
s
Errol
V\sual C++ 2013 Redistributable Package is a requlred :omponenl Please install the required binaries and re-run the setup. Use URI
to download the binaries.

For more information, visit: hnmdﬁ:zhnstmnnmﬂ.mmﬂm [ |
(EXCHG.150)/ms exch.setupreadiness.VC2013RedistDependencyRequirement.aspx

Warning:

Setup will prepare the organization for Exchange Server 2019 by using 'Setup /PrepareAD'. No Exchange Server 2016 roles have beer
detected in this topology. After this operation, you will not be able to install any Exchange Server 2016 roles.

For more information, visit: https://docs.microsoft.com/Exchange/plan-and-deploy/deployment-ref/readiness- checks?

view= exchserver-2019

Warning:

Obrazek 106 - Instalace Exchange serveru ¢.12
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Nicméné v instalaci nam chybi nékolik bodu k pokracovani, a tudiz nejdiive splnime tyto

body.

11.2.1 Instalace prerekvizit

Prvné stahneme Microsoft Unified Communitactions Managed API 4.0 (dostupné na
https://www.microsoft.com/en-us/download/details.aspx?1d=34992). Po stazeni
nainstalujeme a nasledné stéhneme Microsoft Visual C++ 2013 ¢i novéjsi verzi (dostupné z
,https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-

downloads®) a taktéZ nainstalujeme.
. Microsoft Unified Communications Managed APl 4.0, Runti... - X

Microsoft Unified Communications
Managed API 4.0, Runtime Setup

» Microsoft Visual C++ 2012 x64 Minimum Runtime -
11.0.50727
. MicrosoE Server Speef:oh Platform Runtime (><6)4)

o ) » Microsoft Speech Platform VXML Runtime (x64]
Unified Communications * Microsoft Server Speech Recognition Language - TELE (en-
Managed API 4.0 Us)

Runtime * Microsoft Server Speech Text to Speech Voice (2n-US,
Helen)

» Microsoft Lync Server 2013, Bootstrapper Prerequisites
Installer Package

* Microsoft Unified Communications Managed AP 4.0,
Runtime

Obrazek 107 - Exchange server instalace prerekvizit

. Microsoft Unified Communications Managed APl 4.0, Runti... - x
Unified Communications Managed API 4.0, Runtime Setup |
Please accept the license terms to continue. <
o

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT UNIFIED COMMUNICATIONS MANAGED API 4.0
RUNTIME

These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affilates) and you. Please read
them. They apply to the software named above, which includes the
media on which you received i, if any. The terms also apply to any
Microsoft v

[I.]h}ave read and accept the license terms,| = " |

[] tes, send information about my setup experiences to Microsoft Corporation,

For more information, read the Data Collection Policy,

Obrazek 108 - Exchange server instalace prerekvizit ¢.2
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ﬂ Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.305... ) X

Microsoft Visual C++ 2013
Redistributable (x64) - 12.0.30501

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C+ + REDISTRIBUTABLE FOR VISUAL STUDIO
2013

These license terms are an agreement between Microsoft Corporation (or
lhacad an whara wnin liva ana nf ite affiliatach and wn Plasca raad tham

[/l agree to the license terms and conditions|

Gln stall Close
[

Obrazek 109 - Exchange server instalace prerekvizit ¢.3

Nyni mizeme pokrafovat v instalaci Exchange serveru. Instalace Exchange serveru nam
bude fungovat jako ukazka funkénosti emailové komunikace pouze na interni bazi, kdy
v praxi bychom méli nas jiz vytvofeny SMTP server a Exchange server hostovany mimo
nasi doménu. Nyni sta¢i nainstalovat napiiklad Outlook z baliku O365 a pfipojit adresu

k uctu.

Outlook

Loading Profile

Obrazek 110 — Outlook

) ople )
7 e v Aw
" '::-- . Clean Up = T Team Email R" | [ Address Book o
Email hems+ | 85 Junk~ ¥ Create New N . Y Filter Email s pjoug
Hew Delete Respond Quick Steps G Mo Tags Fina Spesen
a Favorites N Search Cumrent Mailbax D | Current Mailbox ~
Inbox Al Unread T

Sent items.

Deleted Items

4 Outlook Data File
Inbex
Orafts
Sent ltems
Deleted ltems
Juk Email
Outbax
RSS Feeds b
Search Folders

 nemron1@nem.local

Obrazek 111 - Outlook ¢.2
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12 INSTALACE RADIUS SERVERU

Server nainstalujeme jiz pro nés standartni cestou, vytvofime adekvatni nazev (radsvlv) a
piifadime mu statickou IP adresu (192.168.230.15). Pfidame server do domény a

zaktivujeme vzdaleny pfistup. Vse jiz bylo popsano v ptedchozich kapitolach.

Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your netwark supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings,

() Obtain ar IP address automatically
(®) Use the following IP address:

IP address: [192.168 . 230 . 15 |
Subnet mask: [ 255 . 255 . 255. 0 |
Default gateway: [192.168.230. 1 |

Obtain DNS server addr ts&m tomatically
(®) Use the following DNS server addresses:

Preferred DNS server: [192 188 230, 3 |

Alternate DNS server: l:l

[ validate settings upan exit Pt

canel

Obrazek 112 - Radius server sitovy adaptér

V systétmovém manaZzeru piiddme Network Policy and Access Services. Nasledné

dokonc¢ime instalaci, poté mtizeme zapocit s konfiguraci NPAS.

[ Add Roles and Features Wizard - ] X
Select server T'Oles DESTINATION SERVER
5 : radsviv.nem local
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
[N Active Directory Certificate Service: Active Directory Certificate Services
[ Active Directory Domain Services (AD C5) is used to create
["] Active Directory Federation Services certification authorities and related
[] Active Directory Lightweight Directory Services role services that allow you to issue
[T] Active Directory Rights Management Services anq manage (.Erhf.\(ales used in a
| Device Health Attestation variety of applications.
DHCP Server
DNS Server

I [m] File and Storage Services (1 of 12 installed)
Host Guardian Service
Hyper-V'
v Iﬁ;twnrk Policy and Access Services (Installed)
rint and Document Services

]
]
| Fax Server
]
]
]

]

| Remote Access

| Remote Desktop Services

] Volume Activation Services

| Web Server (IiS)

] Windows Deplayment Services

] Windows Server Update Services

< Previous 15tz Cancel

Obrazek 113 - Radius server konfigurace
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Otevieme si konzoli z nabidky Tools naseho Server Manageru. Kde je nejprve nutné
autorizovat Radius server vici Active Directory. Klikneme tudiz pravym tlac¢itkem na NPS

(Local), kde vybereme Register server in Active Directory a potvrdime registraci.

& Netwark Policy Server - m] X
File Action View Help

=

@ s Loca)

] RADIUS Clients and Servers| [

|- L3olicies
\'J Accounting Network Policy Server (NPS) allows you ta create and enforce organization-wide network access policies for
o, Templates Management connection request authentication, and connection request authorization

Standard Configuration -

Select a corfiguration scenara from the list and then click the link below to open the scenario wizard,

RADIUS server for Dial-Up or VPN Connections v

RADIUS server for Dial-Up or VPN Connections

When you corfigure NPS as 8 RADIUS server for Dial-Up or VPN connections, you create netwark policies that
allow NPS to authenticate and authorize connections from Dial-Up or VPN network access senvers (also called
RADIUS clierts),

B} Configure VPN or Dial-Up B Leammore
Advanced Configuration -
Templates Configuration hd

Obrazek 114 - Radius server konfigurace ¢.2
@ Network Policy Server - [m] X
File Action View Help

| m Hm

RAL Import Configuration
> [5] Poli Export Configuration
B Acc

» Wy Terr Start NPS Service 4o spectfy the network access servers, that provide access to your network
Stop NPS Service
Register mw- in Active Directory Clients B Leammore
Properties

erver Groups

Help

Hemote HALIUS server groups allow you to speciy where to forward connection requests when the local NPS
server is corfigured as a RADIUS proxy

B3 Configure Remote RADIUS Server Groups B Leammore

Obrazek 115 - Radius server konfigurace ¢.3

Server je potteba ptidat do jiz pfipravené skupiny v Active Directory na dclv, a to konkrétné
do RAS and IAS Servers, coz naSemu RADIUS server umozni zobrazovat a pracovat

s parametry uctd, které se vazou (je jim umoznéno pouzivat) k VPN pfistupu.



UTB ve Zliné, Fakulta aplikované informatiky 81

Select Groups X
Select this object type:

[Groups or Built4n security principals | Object Types...
From this location:

‘ nem local | Locations...

Enter the object names to select (examples):
RAS and IAS Servers Check Names

Advanced... Cancel

Obrazek 116 - Radius server konfigurace ¢.4

Naésledné jiz zase na radsvlv rozevieme RADIUS Clients and Servers a pravym klikem na
RADIUS Clients otevieme nabidku a zvolime New pro vytvofeni RADIUS klienta. Kde
doplnime do pole Friendly Name (vzhledem k naslednému vyuziti OpenVPN serveru pro
VPN pfipojeni) nazev OpenVPN Access Server. Doplnime IP adresu naSeho VPN serveru,
coz je 192.168.200.2. A zvolime Generate a nasledné vygenerujeme Shared Secret, ktery si

musime zkopirovat pro dal$i nastaveni.

MNew RADIUS Client X

Settings  Advanced
Enable this RADIUS client

Select an existing template:

Name and Address
Friendly name:
|Op=nVPN Access server |

Address (IP or DNS):
[192.168.2002 || Vey..

Shared Secret
Select an existing Shared Secrets template:
None ~

To manually type a shared secret, click Manual, Te automatically generate a shared
secret, click Generate, You must corfigure the RADIUS client with the same shared
secret entered here, Shared secrets are case-sensitive.

O Manual (®) Generate
Shared secret:
|GG] 5i8"1laD5uZyl#sby Wik IQuOGxdkgrLva Tn FNfVuhe Rah27dbpc,

OK Cancel

Obrazek 117 - Radius server konfigurace ¢.5
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Po vytvoteni klienta je potieba nastavit sitové politiky, otevieme si proto Policies/Network
policies, pomoci pravého tlacitka na mysi vytvoiime novou politiku, pojmenujeme ji
OpenVPN Access Server Policy a ddme pokracovat.

MNew Network Policy
l Specify Network Policy Name and Connection Type
.

You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:
OpenVPN Access Server Policy|

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server

type or Vendor specific, but neither is required. If your network access serveris an 802.1X authenticating switch or wireless access point,
select Unspecified

(®) Type of network access gerver:

Unspectied ~
(O Vendor specific:

10

Obrazek 118 - Radius server konfigurace ¢.6

Na dalsi strané pridame pomoci Add, podminky pro tuto politiku, zvolime Windows Groups.

Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required,

Select condition

Select a condition, and then click Add.

Groups

Windows Groups
\lﬁ The W ol

oups condition specifies that the connecting user or computer must belong to one of the selectec
groups.

Machine Groups
i The Machine Groups condition specifies that the conhecting computer must belong to one of the selected groups.

User Groups
&!, The User Groups condition specifies that the cornecting user must belong ta one of the selscted gioups.
Diay and time restriction

1y Day and Time Restrictions

Day and Time Restrictions specify the days and times when connection attempts are and are not allowed. These
testrictions are based on the time zone where the NPS server is located,

Connection Properties

Cancel

Obrazek 119 - Radius server konfigurace ¢.7

Po zvoleni Windows Groups se nam otevie pridani konkrétnich AD skupin. Pfedtim nez
skupinu pfidame, ji musime vytvofit v Active Directory. TakZe se pfipojime na Domain

Controller server a vytvotime skupinu VPN_Users.
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| Active Directory Users and Computers
File Action View Help

e @m0 RXEd=Hm taaTan
| Active Directory Users and Com|| Name Type Description
;fJ Saved‘ Qulenes %Dnsﬁ\dmms Security Group...  DMS Administrators Group
v "e"é ﬂ‘(: %DnsUpdateP... Security Group... DMS clients who are permitted to perform dynamic updates
J Cm " " %Dnmain Ad... Security Group... Designated administrators of the domain
omputers
! P %Dcmain Co..  Security Group... All workstations and servers joined to the domain

2| Domain Controllers
ForeignSecurityPrincipaly

Managed Service Accour|
o Servers

| st Delegate Control...
Find..

Refresh
Export List..,

. Properties

Create a new o Help

New »
All Tasks »

Wiew >

e R
alic..

ﬁ&Dumam Con.., Security Group..,
%Dumain Gue.. Security Group..,
&Dnmain Users
o Servers_update B, Enterprise A
41 TEST_ENVIRONMENT || B Enterprise K...

Security Group...
Security Group...
Security Group..
Security Group...
Security Group...
User

Computer

Contact

Group

InetOrgPar&n

msDS-KeyCredential

All domain controllers in the domain

All demain guests

All domain users

Designated administrators of the enterprise

Members of this group can perform administrative actions o

Members of this group are Read-Only Domain Controllers in

Members in this group can modify group policy for the dom

Built-in account for gquest access to the computer/domain
can perform administrative actions o

are afforded additional protections a)

In access remote access properties of
are Read-Only Domain Controllers in
:ors of the schema

msDS-ResourcePropertyList

msDS-ShadowPrincipal Container

mslmaging-PSPs

Obrazek 120 - Radius server konfigurace ¢.8

New Object - Group

82) Createin: nem.local/Users

Group name:

| VPN_Users|

Group name (pre-Windows 2000):

| VPN_Users

Group scope
O Domain local
(@ Global

O Universal

Group

type

(®) Security
(O Distribution

Obrazek 121 - Radius server konfigurace ¢.9

A nyni jsme schopni ptidat skupinu do nasi politiky na radsv1v.

Select Group
Select this object type:
‘Gr\:up

From this location:
‘nsm.lnca\

Enterthe object name to select (gxamples):

| Object Types...

| Locations...

VPN_Ubers

Advanced ..

Check Names

Cance

Obrazek 122 - Radius server konfigurace ¢.10
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Nyni piidame jesté dalsi podminku, a to IP adresu, odkud muze server ptijimat pozadavky,
coz bude IP adresa naSeho VPN serveru 192.168.200.2, ¢imz zamezime pfistupu ke zdrojim,

které nejsou pozadované.

Specify Conditions
]
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimun

of ane condition is required.

Conditions:
Condition Value
& Windows Groups NEMWPN_Users
™ Clent IPv4 Address 192.168.200.2

Client IPv4 Address X

Specify the |Pv4 address of the RADIUS client. You can use pattem matching
syntax I}

[152.168.200.2

Cancel

Condition description
The Client IP Address condition specifies the IP address of the RADIUS client that forwarded the connection request to NPS

Obrazek 123 - Radius server konfigurace ¢.11

Dale jiz pak jen potvrdime, Ze pakliZe splni poZadavek ndmi zvolené podminky, pak bude
pfistup povolen. Na dalsi stran¢ pak pfidame protokol potfebny pro OpenVPN a to Microsoft
Secured Password (EAP-MSCHAP v2) a pot¢ jiz dokon¢ime konfiguraci.

New Network Policy X
Specify Access Permission
'
; | Configure whether you want to grant netwark access or deny network access if the connection request matches this
policy.
(® Access granted

Grant access f client connection attempts match the conditions of this policy.

(O Access denied
Deny access if client connection attempts match the conditions of this policy.

[[] Access is determined by User Dial4n properties (which overide NPS policy)
Grant or deny access according to user dial+n properties if client connection attempts match the conditions of this policy

Obrazek 124 - Radius server konfigurace ¢.12
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Configure one or more authentication methods required for the connection request to match this policy, For EAP
authentication, you must configure an EAP type.

" l Configure Authentication Methods

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

Add EAP X

Authertication methods:

Microsoft: Smart Card or other certfficate
Microsoft: Protected EAP (PEAP)

Microsoft Seclied password (EAP-MSCHAP v2)
=

Less secure authentication n

Microsoft Encrypted Authenticd
User can change password

Microsoft Encrypted Authentica | Cancel
User can change password after it has expired

[(J Encrypted authentication (CHAP)

[[] Unencrypted authentication (PAP, SPAP)

[C] Allow clients to connect without negotiating an authentication method.

Obrazek 125 - Radius server konfigurace ¢.13

Nase vytvofena politika musi vzdy v seznamu byt nad defaultné vytvotfenymi politikami,

aby byla v platnosti.

Network Policies

[ Network policies allow you to designate who is authonzed to connect to the network and the circumstances
) under which they can or cannot connect

Policy Name Status  Processing Order Access Type S

allow openvpn Enabled 1 Grart Access L
| £ Connections to Micrasoft Routing and Remote Access server Enabled 933998 Deny Access U
L £ Connections to other access servers Erabled 999999 Deny Access L

Obrazek 126 - Radius server konfigurace ¢.14
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13 INSTALACE VPN SERVERU

Oproti zatim instalovanym serverim, budeme vyuZzivat OpenVPN server pro nase VPN
sluzby, coz znamen4, ze budeme instalovat server na bazi Linuxové distribuce. Tudiz bude

instalace odlisna od instalovani Windows Serveru, a to uz pfi vytvareni VM.

13.1 Priprava Virtualniho stroje

Nejprve musime stdhnout spravnou verzi systému OpenVPN, které jsou, jak jiz bylo
zminéno vV teoretické casti, na bazi Ubuntu, konkrétn¢ verze 18.04 LTS x64 bez
uzivatelského rozhrani. Defaultné jsou systému pfifazeny 1GB paméti RAM a 1 jadro
procesoru. Taktéz je predinstalovan balicek opensource VM tools. Stazeni verze systému

provedeme pomoci odkazu: ,https://openvpn.net/downloads/openvpn-as-latest-

vmware.ova“. Po dokonceni stahovani zaregistrujeme novy VM, pomoci webového

rozhrani nebo Vsphere klienta.

vmware ESXi~ rool@192.168.2202 v | Hep + | (SYEEE -
“Ty Navigator [ esxt.ocal

Manage J Get vCenter Server | i CreatesRegister vM | [ Shut down [B; Reboot | (¥ Refresh | &} Actions

Monitor esx1.local

= {51 Virtual Machines

expire in 10 days.

ased on September 2019 and based on VMware ESXi

6.0.0 Update 3.

More storage...
= €. Networking

&= vswitcnt - Hardware

W vmko
W vmnic2

W vmnic3

More networks...

Manufacturer
Model
+ | cPU

HP
ProLiant DL360 G7

4 CPUs x Intel(R) Xeon(R) CPU E5620 @ 2.40GHz

& Vemory 2300 GB
K, Persistent Memory 0B
+ lm Virtual flash
~ €3 Networking

[£] Recent tasks

Obrazek 127 - Vytvatreni OpenVPN VM

0B used, 0B capacty

V instalacnim privodci nezvolime Create a new virtual machine jako doposud, nybrz
vybereme Deploy a virtual machine from an OVF or OVA file, protoZe ptipraveny systém

je ve formatu OVA.


https://openvpn.net/downloads/openvpn-as-latest-vmware.ova
https://openvpn.net/downloads/openvpn-as-latest-vmware.ova
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1 New virtual machine

v (EZETTITIES  Select creation type

2 Select OVF and VMDK files
3 Select storage

How would you like to create a Virtual Machine?

4 License agreements

N This option guides you through the process of creating a
1 Create a new virtual machine
5 Deployment options virtual machine from an OVF and VMDK files
6 Additional settings Deploy a virtual machine from an OVF or OVA file

7 Ready to complete
Register an existing virtual machine

Select creation type

Back | Next ‘ Finish Cancel

Obrazek 128 - Vytvareni OpenVPN VM ¢.2

Nasledné zvolime jméno stroje (pro nds esx1_vpnsvlv), a vyhleddme stazeny soubor, ktery
pouzijeme pii instalaci, kdy jej mliZeme vyhledat nebo pouZzit Drag & Drop.

1 Mew virtual machine - esx1_vpnsviv

¥ 1 Select creation type Select OVF and VMDK files
2 Select OVF and VMDK files
]Iect storage
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete Virtual machine names can contain up to 80 characters and they must be unique within each ESX instance

Select the OVF and VMDK files or OVA for the VM you would like to deploy

Enter a name for the virtual machine.

| esx1_vpnsviv

X B OAS_2.75.0va

| Back H Next | Finish Cancel

Obrazek 129 - Vytvareni OpenVPN VM ¢.3

Dale zvolime ulozisté, které bude stejné jako u ptredchozich strojli a poté je potieba zvolit
sit’ (kterou jiz médme nachystanou z ptedchozich kapitol), kde vybereme VPN. Nyni je tieba
vyckat, nez se vytvoii virtualni stroj a nahraje se pfipraveny obraz systému OpenVPN, ¢imz

pak bude nas virtudlni stroj nachystany pro naslednou konfiguraci.
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?jh New virtual machine - esx1_vpniv

+ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files Select deployment options
v 3 Select storage
R4 4 Deployment options
5 Ready to complete A D NAT | VPN
Digk provisioning ® Thin © Thick
Power on automatically |

| Back | ‘ Next | Finish Cancel
Obrazek 130 - Vytvateni OpenVPN VM ¢.3
13.2 Konfigurace OpenVPN serveru

Prvotni ptihlaSeni je root s heslem openvpnas, kdy ihned po pfihlaSeni po nas server
pozaduje nekolik vybéri. VSechny budeme nechavat v defaultnim stavu, a tudiz staci jen
potvrzovat.

DpenVPN Access Server Appliance 2.7.5 openvpnas2 ttyl
ppenvpnas2 login: root
Password: _

Obrazek 131 - OpenVPN piihlaseni
Defaultné systém pocitd s DHCP serverem, ktery mu pfifadi dynamickou IP adresu, nicméné

u nas bude serveru pfifazena statickd adresa, a proto instalaéni priivodce zahlasi chybu

(konkrétné IndexError: list index out of range).

Please specify the network interface and IP address to be
used by the Admin Web UI:
(1) all interfaces: 0.0.0.0
Please enter the option number from the list above (1-1).
> Press Enter for default [0]: 1
Traceback (most recent call last):
File "/usr/local/openvpn_as/bin/_ovpn-init", line 422, in <module
LOGIN_IP = SUGGEST_IPS[1]
IndexError: list index out of range
root@openvpnas?:“#

Obrazek 132 - Konfigurace defaultniho sitového adaptéru

Nyni je potieba upravit konfigurac¢ni soubory serveru tak, ze budeme moc pfiradit statickou
IP adresu, masku sité i branu a nasledné pridame i na§ DNS server. Zvolime si textovy editor
pro upravu danych soubort, pro nas to bude editor nano. Ptikazem ,,nano /etc/netplan/01-

netcfg.yaml* otevieme tento konfiguracni soubor. [18]
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GNU nano 2.9.3 /etcsnet

# This file describe the network nterfaces available on your jIstem
For more informatior see netplan(s).
etwork:
version: 2
renderer: networkd
ethernets:
etho:
dhcpd: yes

Obrézek 133 - Uprava netcfg.yaml
Zde upravime defaultni konfiguraci, a to nasledovné. Na fadku obsahujicim dhcp4 upravime

hodnotu na ,,no*. A nésledné se posuneme na dalsi fadek a zadame:

e addresses: [192.168.200.2/24]
e gateway4: 192.168.200.1

® Nameservers:

o addresses: [192.168.230.3]

Je nutné dodrZet stylistickou upravu, jinak konfigurace nebude povaZovéana za spravnou.
Nésledné ulozime zadané hodnoty pomoci klavesové zkratky ,,Ctrl + s* a poté opustime

nano editor pomoci ,,Ctrl + x*. [18]

GNU nano 2.9.3 /etc/netplan/0t-netcfg.yaml

Obrazek 134 - Uprava netcfg.yaml &.2

Nyni pomoci ptikazu ,,netplan apply* aplikujeme nami zadané hodnoty. Déle je nutné jesté
aplikovat zmény v konfiguraci DNS. Poté otevieme piikazem ,,nano /etc/resolv.conf a
upravime hodnotu ,,nameserver:“ na 192.168.230.3, coz je IP adresa naseho DNS serveru.

Volbu ulozime opét pomoci ,,Ctrl + s* a opustime editor pomoci ,,Ctrl + x*. [27]
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ameserver 192.168.230.3
ppt ions edns0

Obrazek 135 - Zména nameserveru

Nyni méme nastaveny sitovy pfistup pro server, ale jesté je potieba zménit heslo pro
administratorsky ucet root, nebot’ bez zmény by byl velmi rychle zneuZitelny. Pomoci
prikazu ,,passwd“ zménime heslo na nami pozadované heslo vysoké odolnosti. Dale je
potfeba aktualizovat pfistupovy server na posledni verzi pomoci piikazu: ,,wget

https://openvpn.net/downloads/openvpn-as-latest-ubuntul8.amd 64.deb".

:“# wget https://openvpn.net/downloads/openvpn-as-latest-ubuntuls
46:35 https://openvpn.net/downloads/openvpn-as-latest-ubuntul

1.net (openvpn.net)... 104.18.187.225, 104.18.188.225
2nvpn.net (openvpn.net)|104.1 2
, awalting response... 301 M
‘/swupdate.openvpn.net/as/ope

pn-as_2.8. idZeae~-Ubuntuls_amd

¢ - https://swupdate.openvpn.net/as/openvpn-as_2.8.3-f28d2e
1e-UbuntulB_amdéd.deb

Resolving swupdate.openvpn.net (swupdate.openvpn.net)... 104.18.187.225,
8 5

wupdate.openvpn.net (swupdate.openvpn.net)|104.18.187.225|:443...
sent, awalting response... 200 Ok
018804 (20M) [application/x-www-form-urlencoded)

envpn-as-latest-ubuntul8.amd_64.dek

openvpn-as 9% ( ] 1.94M 9.40MB/s

Obrazek 136 - Aktualizace Linux distribuce

Dale aktualizujeme operacni systém OpenVPN pomoci dvou piikazi a to:
e apt-get update
e apt-get upgrade

A dvakrat potvrdime vyuziti dalSiho prostoru balicku na disku a instalaci Gdrzbového

klavesou ,,y*, coz znaci ,,yes*.


https://openvpn.net/downloads/openvpn-as-latest-ubuntu18.amd_64.deb
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TIU. 5 Kol
Get:39 http:ssarchive.ubuntu,com/subuntu bionic-updates/multiverse Translation-en
[4696 B]
Get:dd http:srarchive.ubuntu.com/ubuntu bionic-backportssmain Sources [2532 B]
Get:dl http://archive.ubuntu.com/ubuntu bionic-backports/universe Sources [2496

Eit:qz http:ssarchive,.ubuntu,. comsubuntu bionic-backportss/main amd6d Packages [25
égt?ia http:ssarchive.ubuntu,.comsubuntu bionic-backports/main Translation-en [16
E:t?ia http:ssarchive.ubuntu. com/subuntu bionic-backports/universe amdbd Packages
Eé??ig ﬁltp:ffarchiue.ubuntu.com/ubunTu bhionic-hackports/universe Translation-en
Eé%?gg ﬁitn:ffarchiue.ubuntu.com/ubuntu bionic-security/multiverse Sources [3180
EE}:4? http:s7sarchive.ubuntu.comsubuntu hionic=securitysrestricted Sources [4812

Get:d48 http:/ssarchive.ubuntu.com/ubuntu bionic-securitysuniverse Sources [167 kB
I
Get:d9 http:/ssarchive.ubuntu.com/ubuntu bionic-security/main Sources [146 KB)
Fetched 31.4 MB in 10s {3270 kB/s)

Reading package lists... Done

root@openvpnas?: ¥ _ o

Obrazek 137- Aktualizace Linux distribuce ¢.2

TITTTU=ITTU=-uaid UNMeT Ul UORE ORRE-UEY Ecl 2RI UE TUIEFE TIIE EFF-1 gLl-1
gcc-7-base gcc-A-base grep grub-common grub-pc grub-pc-bin grub2
grub2-common initramfs-tools initramfs-tools-bin initramfs-tools-core
intel-microcode libapt-inst2.0 libapt-pkgS.0 libasand libatomici libblkidi
libbsdo libccl-0 libcharon-standard-plugins libcilkrtsS Libcom-err2
libdevmapper1.02.1 libdns-export1100 libdpkg-perl libdrm-common 1ibdrm2
libexpatl libext2fs2 libfdiskl libgcc-7-dev Llibgccli libgcruypt2o libglibz.o-0
libglib2.0-data libgnutls30 libgompl libicugd Llibidn2-0 libisc-exportis9
libitmi libldap-2.4-2 lihldap-common liblsan0 Libmagic-mge libmagicl
libmountl libmpx2 libnss-systemd libpam-systemd llbpcap0.8
libputhond.6-minimal libpython3.6-stdlib libguadmatho libsaslz-2
libsasl2-modules libsasl2-modules-db libsmartcolsl libsglite3-o libss2
1ibssli.1 libstdc++-T7-dey libstdc++6 libstrongswan
libstrongswan-standard-plugins libsystemd0 libtsan0 Libubsand libudewl
libuuldl Libxml2 libxsltl.1 linux-base linux-flirmware linux-1libe-dev mount
netplan.io nplan open-vm-tools openssl openvpn-as-bundled-clients
python-apt-common python3-apt puthon3.6 python3.6-minimal rsync strongswan
strongswan-charon strongswan-1ilbcharon strongswan-starter sudo sustemnd
systemd-sysv tcpdump thermald tzdata ubuntu-minimal udev unattended-upgrades
util=linux vim=common vim=tiny xkb-data xxd

120 upgraded, 0 newly installed, O to remove and 2 not upgraded.

Need to get 280 MB of archives.

fAfter this operation, 23.0 MB of additlional disk space will be used.

Do uou want to continue? [YW/nl u_

Obrazek 138 - Aktualizace Linux distribuce ¢.3

Po dokonceni aktualizace je jeSt¢ potfeba nastavit mistni ¢asové pasmo pomoci piikazu:
»dpkg-reconfigure tzdata “, kde nasledn¢ vybereme Europe/Prague. Nyni je mozné oteviit
webovy interface naseho VPN serveru a to na nami zadané adrese na portu 943

,»192.168.200.2:943/Admin*. [27]

Confliguring tzdata |
Please select the city or region corresponding to your time zone.

Time zone:

Madrid +
Malta

Mar iehamn

Minsk .

Honaco

Hoscow

Nicosia

Oslo

Paris

Podinrica
+

<0k> <Cancel>

Obrazek 139 - Zména ¢asového pasma
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Kde se miizeme ptihlasit pomoci prvotniho Gi¢tu openvpn, pro ktery jesté v konzoli zménime
heslo pomoci piikazu: ,,passwd openvpn®, kde na dalsim fadku zvolime nové heslo a poté

ho zopakujeme. [18]

(3) OPENVPN

Access Server

User Login

Obrazek 140 - OpenVPN piihlaseni

ro0t@openvpnas2: TR passwd openvpn
Enter new UNIX password:

etype new UNIX password:

hasswd: password updated successfully
root@openvpnas2:™# _

Obrazek 141 - Zména hesla pro openvpn uzivatele
13.3 Nastaveni autentifikace a dokonceni konfigurace

Pro umoZznéni pfipojeni pfes VPN, jsme nejprve v kapitole 11. na naSem DC serveru
vytvofili v Active Directory novou skupinu pro uZzivatele, ktefi budou mit moznost VPN
pouzivat. Pojmenovali jsme ji VPN Users. Nasledné jsme piidali nas ucet nemronl do
skupiny. Déle jsme na Radius serveru (radsvlv) v NPS (Network policy server) ptidali
nového klienta a fadné nastavili. Nyni ndm jiZ zbyva nakonfigurovat samotny VPN server,
nebot’ RADIUS a dalsi prerekvizity mame nachystané. Pfihlasime se jako administrator na
VPN webovy interface (192.168.200.2:943/Admin) a zvolime moZnost Authentication, kde
vybereme RADIUS. Zvolime MS-CHAP v2 a potvrdime pouzivani RADIUS autentifikace

(pro restart sluzeb na serveru a rekonfiguraci). [ 18]

0 VPN

Access Server

STATUS

CONFIGURATION

USER MANAGEMENT

AUTHENTICATION

Obrazek 142 - Konfigurace OpenVPN
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Dale pridame nas RADIUS server do databaze a ptifadime k nému Shared Secret, ktery jsme

zvolili pii konfiguraci radsvlv.

No

Obrazek 143 - Konfigurace OpenVPN ¢.2

Nyni vybereme Configuration a zde zvolime VPN Settings, zménime Dynamic IP Address
Pool na 192.168.235.0 s maskou /24 a restartujeme server pomoci Update running server,

coz se nam ukaze po ulozeni zmén.

Obrazek 144 - Konfigurace OpenVPN ¢.3

The active profile 'Default’ has been modified and saved.

Prass the button below to propagate the changes to the running server.

Update Running Server

Ly

Obrazek 145 - Konfigurace OpenVPN ¢.4
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Nésledné se posuneme do Menu Advanced VPN, kde zménime moznosti pro vicero
pripojeni pro jednoho uzivatele na ,,NO* a povolime Administratorim piistup na klientské

IP adresy (zvolenim ,,YES®).

Advanced VPN Settings

Obrazek 146 - Konfigurace OpenVPN ¢.5

Déle jiz jen stdhneme na klientsky pc openVPN client software (dostupny z
https://openvpn.net/client-connect-vpn-for-windows/), ktery nainstalujeme na klientsky pc.
V priibéhu instalace nic neménime a posléze program spustime. Po spusténi je potieba
naimportovat profil, coZ se bude skladat z url adresy naSeho vpn serveru (192.168.200.2) a
poté udajt pro prihlaseni do Windows, které ndm poskytne AD a ovéti Radius server. Profil
naimportujeme a poté lze vytvotit odkaz ptimo pro ptipojeni nebo se manualné ptipojit. [18]

OpenVPN Connect - X

— Import Profile

URL FILE

bae

https:#/192.168.200.2

ﬁ OpenVPN Connect Setup — *

Installing OpenVPN Connect @

Flease wait whileﬂ?e Setup Wizard installs OpenVPM Connect.

Status:

Obrazek 147 - Klient Instalace OpenVPN Obrazek 148 - Klient Import OpenVPN
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OpenVPN Connect

£ Import Profile

Username

nemroni

Profile Name

nemroni1@192.168.200.2

Port (optional)

[ import autologin profile

D Connect after import

Obrazek 149 - Import OpenVPN profilu ¢.2

YOou

nemroni

192.168.235.130

SERVER
192.168.200.2

192.168.200.2

1194

profilu

OpenVPN Connect

Profiles

CONNECTED

@ nemron1@192.168.200.2

CONNECTION STATS
2.3KB/s
. .
0B/s
3B/S ? 3BB/S
N
00:00:22 0 sec ago

Obrazek 150 - Test konektivity OpenVPN

UDPv4 o

Obrazek 151 - OpenVPN pfipojeni
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14 INSTALACE SERVERU WSUS

Zakladni vytvofeni VM a instalaci serveru WSUS provedeme stejné jako u piedchozich
servertl. Zvolime nazev esx1 wsuslv pro virtudlni stroj. Pfidame do port skupiny Servers a
nasledné spustime instalaci. Po nainstalovani Windows zadame serveru statickou IP adresu
(192.168.230.8) a nazev (wsuslv), nasledné¢ povolime RDP pfipojeni, nainstalujeme
VMware tools a pfipojime server do domény (nem.local), aby byla prace se serverem

jednodussi.

Internet Protocol Version 4 (TCP/IPwd) Properties >
General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

P ahress: 192 . 168 . 230 . &

Subnet mask: 255.255.255. 0

Default gateway: 192,168 . 230 . 1

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 230 . 3

Alternate DNS server:

|

[Dvalidate settings upon exit Adiemicads.

Cancel

Obrazek 152 - WSUS server sitovy adaptér

[ Add Roles and Features Wizard — [m] b
SF“@CJ[ server I'O|es DESTINATION SERVER
- 20 < wsus Tv.nem.Jocal

Before You Begin Select one or more roles to install on the selected server,
efore You Beg

] Metwork Policy and Access Services

| Print and Document Services

| Remote Access

| Remote Desktop Services

| Wolume Activation Services

[®] Web Server [1IS) (10 of 43 installed)
[] Windows Deployment Services

w

+| WID Connectivity (Instalied)

| WSUS Services (Installed)

[ SQL Server Connectivity

ype Roles Description
- 1 |_| Active Directory Lightweight Directory Services Windows Server Update Services
[C] Active Directory Rights Management Services allows network administrators to

[_] Device Health Attestation specify the Microsoft updates that

Peatiue: [] DHCP Server should be installed, create separate
[] DNS Server groups of computers for different
[] Fax Server sets of updates, and get reports on

| [m] File and Sterage Services (2 of 12 installed) the compliance levels of the

[] Host Guardian Service computers and the updates that
[] Hyper-V must be installed.
[
[
[
[
[

Obrazek 153 - WSUS server konfigurace
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V Server Manageru pfiddme Windows Server Update Services, které si automaticky ptidaji
IIS webovy server, ale jen soucasti potfebné pro WSUS funkce. Déle pokracujeme beze
zmén v instalaénim privodci. Az na listu Content, zvolime slozku, kam se budou dostupné
aktualizace ukladat (vytvofime C:\data). Instalaci dokon¢ime, poté klikneme na Launch
Post-installation tasks, dokon¢ime a mizeme zacit konfigurovat nasi WSUS sluzbu.

[ Add Roles and Features Wizard - O X

DESTINATION SERVER

Content location selection wsusiv.nem local
Before You Begin If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store
Installation Type updates for client computers to download quickly.

If you need to save disk space, clear the check box to store updates on Microsoft Update;
downloads will be slower.

If you choose to store updates locally, updates are not downloaded to your WSUS server until you
approve them. By default, when updates are approved, they are downloaded for all languages

Role Services

remote gath)

[+/]Store updates in the following location (choose a valid local path on wsus1v.nem local, or 2

Web Server Role (1Is) [Cawsus

Role Services h

Confirmation
Obrazek 154 - WSUS server konfigurace ¢.2
Ffz Add Roles and Features Wizard - [m] X
Select role services S it

Before You Begin Select the role services to install for Web Server (IS)

Installation Type Role services Description
r Selection 4V ‘Web Server provides support for

oles 4 [] Common HTTP Features HTML Web sites and optional
[+] Default Document support for ASP.NET, ASP, and Web

Feature [] Directory Browsing server extensions. You can use the
WSUS ] HTTP Errors ‘Web Server to host an internal or
[7] Static Content external Web site or to provide an
Role Services ] HTTP Redirection environment for developers to
Content [C] WebDAV Publishing create Web-based applications.
Web Server Role (IIs) “ ||PTa::7?f°2;a;°ﬂ'<s

[] Custom Logging

[7] Logging Teols

[C] ODEC Logging

[C] Request Monitor

[ Tracing

4 Perfarmance
[] static Content Compression
Dynamic Content Compression

4 [V Security

Confirmation

Obrazek 155 - WSUS server konfigurace ¢.3
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14.1 Konfigurace WSUS sluzby

Pomoci Tools v Server Manageru otevieme Windows server update services, kde budeme

pokracovat v konfiguraci sluzby.

Rﬁ Windows Server Update Services Configuration Wizard:WSUS1V
% " Before You Begin
| Things you should do before starting this wizard

Before You Begin Befare you begin:

[ i i
Microsoft Update : 1. s the server firewall configured to allow clients to access the server?

Improvement Program
Choose Upstream Server £ ;
Sl Piics Servir 3. Doyou have user credentials for the proxy server, if needed?
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

2. Canthis computer connect to the upstream server (such as Microsoft Update)?

To run this wizard again, launch the WSUS Administration Snap-in and go to Options

Obrazek 156 - Konfigurace WSUS sluzby

Cancel

Po zvoleni Next se dostdvame na dalSi stranu, kde nezaSkrtneme policko

s ptipojenim se do Microsoft Update Improvement Program.

hﬁ Windows Server Update Services Configuration Wizard:W5US1V

% Join the Microsoft Update Improvement Program
J

You have the option of joining the Microsoft Update Improvement Program

Before You Begin sal Help us design the next version of Windows Server Update Services, Improve the quality,

reliability, and performance of Microsoft Software,

Microsoft Update
Improvement Program

Choose Upstream Server When you opt into the Microsoft Update Improvement Program, your WSUS server will
Specify Proxy Server send information to Microsoft about the quality of updates. This information includes:

Choose Languages i L
How many computers are in the organization,

: How many computers successfully installed each update,
Choose Classifications How many computers failed to install each update.
Configure Sync Schedule

Choose Products

Finished This information is used to improve the quality and reliability of the updates Microsoft

rovides.
What's Next P

None of the information collected is used to identify or contact you or your

organization,

Priv ternent

Obrazek 157 - Konfigurace WSUS sluzby ¢.2

Cancel

souhlasu
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Na dalsi stran€ jiz zvolime, jestli chceme server synchronizovat s Microsoft Update, nebo
budeme synchronizovat server s jinym Windows Update Serverem (v nasem piipad¢ volime

prvni moznost).

f{'{ Windows Server Update Services Configuration Wizard: WSUS1V X

‘-L - Choose Upstream Server

Provide the upstream server from which you want to synchronize content

Before You Begin o You can choose the upstream server from which your server synchronizes updates,
Microsoft Update )

Improvement Program

Choosa Upstream Server (®) Synchronize from Microsoft Update

Specify Proxy Server (O Synchronize from another Windows Server Update Services server

Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

< Back Next = Cancel

Obrazek 158 - Konfigurace WSUS sluzby ¢.3

Dalsi stranu pfesko¢ime, nebot’ v ramci infrastruktury nemame a nebudeme mit zavedeny
proxy server. Dale se jiz dostdvame na synchronizaéni ¢ast, kde zvolime ,,Start connecting™

a budeme cekat, neZli se server ptipoji ke sluzb&é Microsoft Update.

_%:_'[ Windows Server Update Services Configuration Wizard:WSUS1V *

JI_ " Connect to Upstream Server

Download update information from Microsoft Update

Before You Begin « To configure Windows Server Update Services on the following screens, we need to apply
Microsoft Update 4 your upstream server and proxy server settings and synchronize information about available
Improvement Program updates.

Choose Upstream Server

. Information to be downloaded includes:
Specify Proxy Server

Choose Languages Types of updates available
Choose Products Products that can be updated
Choose Classifications Available |!nguﬂg§5
Configure Sync Schedule Click Start Connecting to save and download upstream server and proxy server information,
Finished This process might take several minutes or longer, depending on your connection speed.
What's Next

ls

Obrazek 159 - Konfigurace WSUS sluzby ¢.4
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Ptipojeni mize trvat i n€kolik minut, avSak posléze budeme pokracovat a zvolime na dal$im

listu jazyk, ve kterém budeme chtit stahovat aktualizace, pro nds zvolime anglictinu.

:ﬁ'{ Windows Server Update Services Configuration Wizard:WSUS1V X

% " Choose Languages

Select the languages for which this server will download updates

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

server by language. Choosing individual languages will affect which computers can be

,E?’ If you are storing update files locally, you can filter the updates downloaded to your
updated on this server and any downstream servers,

(O Download updates in all languages, including new languages

(® Download updates only in these languages:

[[] Arabic [[] French [[] Nerwegian

[] Bulgarian [[] German [] Polish

[] Chinese (Hong Kong S.A.R.) ] Greek [ Portuguese

[ Chinese (Simplified) [[] Hebrew [ Portuguese

[C] Chinese (Traditional) [] Hindi [] Romanian

(] Croatian [[] Hungarian [[] Russian

[] Czech [7] Italian [] Serbian (Lati

[] Danish [[] Japanese [ Slovak

[7] Dutch [] Japanese (NEC) [] Slevenian

English [] Korean [7] Spanish

[] Estonian [] Latvian [[] Swedish

I F\rtu)sh [] Lithuanian [] Thai

< >
< Back Next » ) Cancel

Obrazek 160 - Konfigurace WSUS sluzby ¢.5

Na dal$im listu nasledné volime typy produktii, pro které chceme stahovat aktualizace. CoZz

pro nas budou Windows Server 2019 a Windows 10, vSechny ostatni verze mutzeme

odskrtnout. Samoziejmé pozdéji je mozné volbu upravit, v piipadé potfebnych zmén ve

firmé.

_%:'_[ Windows Server Update Services Configuration Wizard:WSUS1V X

% 3 Choose Products

Select the Microsoft products to be updated

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Classifications
Configure Sync Schedule
Finished

What's Next

- | *ou can specify the products for which you want updates.

s

Products:
[ Windows 105, version 1903 and later, Upgrade & Servicing Drivers A
[ Windows 10 version 1803 and Later Servicing Drivers
[AWindows 10 Version 1803 and Later Upgrade & Servicing Drivers
[AWindows 10, version 1809 and later, Servicing Drivers
[AWindows 10, version 1808 and later, Upgrade & Servicing Drivers
[AWindows 10, version 1903 and later, Servicing Drivers

[l Windows 10, version 1903 and later, Upgrade & Servicing Drivers

Windows 10, version 1903 and later
[AWindows 10, Vibranium and later, Servicing Drivers
[ Windows 10, Vibranium and later, Upgrade & Servicing Drivers
[FAWindows 10

_L\\}:‘Wmdnws 2000
| [IWindows 7 v
< >

| All products, including products that are added in the future,

< Back Mext = ] Cancel

Obrazek 161 - Konfigurace WSUS sluzby ¢.6
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Dalsi strana nas zavede k vybéru typa aktualizaci, které budeme stahovat, zde vybereme
Kritické aktualizace, Bezpecnostni aktualizace a Rollups, zbytek aktualizovat nechceme

pomoci WSUS serveru.

51 Windows Server Update Services Configuration Wizard:WSUS1V x

L

r‘;__ Choose Classifications

Select the update classifications you want to download

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products

You can specify what classification of updates you want to synchronize,

Classifications:

W All Classifications

[ Critical Updates
[] Definition Updates

_ el ["] Driver Sets
Clbrivers
Configure Sync Schedule [ Feature Packs
Finished [ Security Updates
What's Next [ Service Packs
[Teols
[ Update Rollups
[[JUpdates

q\}Upgrades

All classifications, including classifications that are added in the future,

< Back MNext > Cancel

Obrazek 162 - Konfigurace WSUS sluzby ¢.7

Nasledné zvolime, jestli chceme provadét synchronizaci automaticky, nebo manualné, kde
pro nas bude vhodné zvolit automatickou synchronizaci, nebot’ tim snizime pocet ukond,
které je nutné délat manudln¢ a opakované. Nastavime ¢as na pilnoc a zvolime pocet

synchronizaci denné (1).
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ii'[ Windows Server Update Services Configuration Wizard:WSUSTV X

% Set Sync Schedule
J

Configure when this server synchronizes with Microsoft Update

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Finished

What's Next

ft You can synchronize updates manually or set a schedule for daily automatic
() synchronization,

() Synchronize manually
(®) Synchronize gutomatically
First synchronization: |12=['I':=°0 PM v

Synchronizations per day |1 &

Note that when scheduling a daily synchronization from Microsoft Update, the
synchronization start time will have a random offset up to 30 minutes after the specified
time,

= Back Mext = Finish Cancel

Obrazek 163 - Konfigurace WSUS sluzby ¢.8

Na dal$im listu vybereme ,Begin initial synchronization“ a pokracujeme, prvotni

synchronizace muze trvat v fadu minut az desitek minut. Poté dokonc¢ime instalaci serveru.

ﬁ Windows Server Update Services Configuration Wizard:WSUSTV X

% Finished
J

Finished initial configuration of your server

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

5 You have now finished configuring your WSUS server, You can go on to launch the W5US
| | Administration Console or start the initial synchronization,

Begin initial synchronization

The initial synchronization with Microsoft Update or your upstream server can take
some time., The length of the initial synchronization depends on the number of
products, update classifications, and languages you have selected, as well as the speed
of your Internet connection,

< Back Mext > Finish Cancel

Obrazek 164 - Konfigurace WSUS sluzby ¢.9
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14.2 Konfigurace politiky pro WSUS

Dalsim dualezitym ukonem pro funk¢nost naseho WSUS serveru bude konfigurace politiky
pro automatické aktualizace. Jelikoz na klientech (¢imz jsou mysleny i server) systém nevi,

ze existuje WSUS server, musime na n¢j pomoci zminéné politiky poukazat.

14.2.1 Konfigurace automatickych aktualizaci WSUS

Vramci Server management na nasem DC serveru zvolime v Tools Group Policy

Management, kde nasledné¢ budeme nastavovat veskeré politiky pro nasi infrastrukturu.

;,§5Group Policy Management - a X
# File Action View Window Help - &
@ 2m cl @ em
i Group Policy Management || Forest: nem.local
v 4 Forest: nem.local Contents

43 Domains

[ Sites Name:
sié’ Group Policy Modeling &4 Domains
+) Group Policy Results ) Stes

46 Group Policy Modeling
.+, Group Policy Results

Obrazek 165 - Nastaveni politiky pro WSUS

V oddilu Domains/nem.local/Group policy object vytvofime pomoci pravého tlacitka novy
GPO a pojmenujeme jej WSUS. Na nas nové vytvoreny objekt WSUS klikneme pravym

tlacitkem a zvolime Edit.

=4 Group Policy Management - O

o, File Action  View Window Help N
oo | 2| by O] XK & | @ 6

<, Group Policy Management Wsus

~ 4\ Forest nem.local
v 44 Domains

~ 54 nem.local

4/ Default Domain Display links in this location: nem Jocal v

& Domain Contro| | The following sites, domains, and OLls are linked to this GPO

Scope  Detalls Settings Delegation Status
Links

w | f Group Policy OF /
| Default Don|| | Location Erforced  Link Enabled Path
[ Default Dorr
J WSUs
¢ WMIFiE s Edit., >
i starter € Gpo status >
i Sites
50 Group Policy M Back Up... apply to the following groups, users, and computers;
) Group Pelicy R Restore from Backup... )
Import Settings...
Save Report...
View > lemove

New Window fram Here

Copy g WMIifiter

Obrazek 166 - Nastaveni politiky pro WSUS ¢.2

Déle zvolime vnovém okné¢ Computer Configuration poté Policies/Administrative

Templates/Windows Components/Windows Update. Kde nésledné zvolime Configure
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Automatic Updates a tuto politiku povolime vybérem ,Enabled”. Zvolime zaroven

automatické stazeni aktualizace a dotaz uzivateli, zda je mozno instalovat a také den, hodinu,

kdy chceme aktualizace aplikovat na klienty.

(=] WSUS [WSUS1TV.NEM.LOCAL] Policy
v (& Computer Configuration
v || Policies
| Software Settings
| Windows Settings
~v || Administrative Templates: Pc
| Control Panel
| Network
| Printers
| Server
| Start Menu and Taskbar
1 System
| Windows Components
| All Settings

| Preferences

v % User Configuration
| Policies
| Preferences

Obrazek 167 - Politiky pro WSUS ¢.3

[

LELELRLELELERLEELERLR

Windows Color 5y
Windows Custome
Windows Defende
Windows Defende
Windows Defende
Windows Error Reg
Windows Hello for
Windows Ink Work
Windows Installer
Windows Logon O
Windows Media D
Windows Media Pl
Windows Messeng
Windows Mobility

| Windows PowerSh
| Windows Reliabilit
| Windows Remote
| Windows Remote
| Windows Security
| Windows |Jpdate

| Work Fol
1 All Settings

+ || Preferences
w i, User Configuration

Obrazek 168 - Politiky pro WSUS ¢.4

| RSS Feeds

] Search

“| Security Center

~ Shutdown Option:

| Smart Card

| Software Protectio
| Sound Recorder

| Speech

| Store

| Sync your settings.

| Tablet PC

| Task Scheduler

| Text Input

| Windows Calendal

| Windews Color Sy
Windows Custome

| Windows Defende

| Windows Defende

| Windows Defende
Windows Error Rey

| Windows Hello for

| Windows Ink Work

| Windows Installer

~

| Windews Logon v

 Windows Update
Configure Automatic Updates

Edit policy setting.

Requirements:

Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3

Description:

Specifies whether this computer
will receive security updates and
ather impartant downloads
through the Windows automatic
updating service.

Nete: This policy does not apply
to Windows RT.

This setting lets you specify
whether automatic updates are
enabled on this computer, If the
service is enabled, you must select
one of the four options in the
Group Policy Setting:

2 = Notifv before

>

Setting State Comm
| Windows Update for Business
(2] Allow Automatic Updates immediate installation Not configured No
1iz] Allow nen-administrators to receive update notifications Not configured No
[12] Allow signed updates from an intranet Microsoft update ser... Not configured No
.!', Allow updates to be downloaded automatically over metere.. Not configured No
2] Always automatically restart at the scheduled time Mot configured No
2] Automatic Updms detection frequency Not conhqured
T T S—
12| Configure auto-restart remmdel notifications for updates Not :onhgured
,: Configure auto-restart required notification for updates Not configured No
[t£] Configure auto-restart warning notifications schedule for u..  Not confiqured No
\i2] Delay Restart for scheduled installations Mot configured No
\i2] Display options for update notifications Mot configured No
2] Do not adjust default option to ‘Install Updates and Shut De...  Not configured No
[12] Do ot allow update deferral policies to cause scans against ... Not confiqured No
1] Do not connect to any Windows Update Internet locations Net configured No
[t/] Do not display ‘Install Updates and Shut Down' opticn in Sh...  Not configured No
1] Da not include drivers with Windows Updates Not configured No
(2] Enable client-side targeting Not configured No
(12| Enabling Windows Update Power Management to automati...

Net configured No

Obrazek 169 - Nastaveni politiky pro WSUS ¢.5
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%- Configure Automatic Updates [m] X
E‘ Configure Automatic Updates Previous Satting Next Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ \windows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Options: Help:
Configure automatic updating: A Specif.\es whether this computer will receivg security updﬁte.s and | ~
other important downloads through the Windows automatic
3 - Aute download and notify for install v updating service,
The following settings are enly required and Mote: This policy does not apply to Windows RT,

applicable if 4 is selected.
This setting lets you specify whether automatic updates are
enabled on this computer, If the service is enabled, you must
select one of the four options in the Group Policy Setting:

["] Install during automatic maintenance

Scheduled install day:

0 - Every day > 2 = Motify before downloading and installing any updates,

T When Windows finds updates that apply to this computer,

Scheduled install time:  03:00 ! o P pply puter,

v users will be notified that updates are reacly to be downloaded.

If you have selected “4 - Auto download and After going to Windows Update, users can download and install
schedule the install’ for your scheduled install day any available updates,

and specified a schedule, you alse have the option
to limit updating to a weekly, bi-weekly or monthly
occurrence, using the options below:

3 = (Default setting) Download the updates autornatically
and notify when they are ready to be installed

v
< 3 ) V\_findomf;finqsqu_ates_that ap_p\},_rto the_computer_ta_m.tl “

Obrazek 170 - Nastaveni politiky pro WSUS ¢.6

14.2.2 Microsoft Update Service Location

Posléze je potfeba nastavit lokace, odkud se budou na klientech aktualizace stahovat, a to
tak, Ze zvolime nas lokalni server WSUS v rdmci doménové politiky, ktera urci, Ze klient
nebude stahovat aktualizace samostatné z Microsoft Update Serverd, ale pouze z naseho
WSUS serveru. Pro toto nastaveni otevieme politiku Specify intranet Microsoft update
service location, otevieme ji a povolime. Taktéz zde nastavime zminovany WSUS server a

aplikujeme. Windows aktualizace jsou dostupné na portu 8530.
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& Specify intranet Microsoft update service location

E‘ Specify intranet Microsoft update service location

Previous Setting Next Setting

O Not Configured ~ Comment:
(®) Enabled
() Disabled

Supported on: At least Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,

Options:

Set the intranet update service for detecting
updates:

‘http:/.-’wsus.nem.\ocaI:BSBD ‘
Set the intranet statistics server:
‘hﬂp:/!wsus.nem.\ocal:BSSEi ‘
Set the alternate download server:
(example: hitp//IntranetUpd01)

Download files with ne Url in the metadata if
alternate download server is set,

excluding Windows RT

Help:

Specifies an intranet server to host updates from Microsoft
Update. You can then use this update service to automatically
update computers on your network.

This setting lets you specify a server on your network to
function as an internal update service, The Automatic Updates
client will search this service for updates that apply to the
computers on your network,

To use this setting, you must set two server name values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics, You can set both values to be the
same semer&}n optional server name value can be specified to
configure Windows Update Agent to download updates from an
alternate download server instead of the intranet update service.

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service (or
alternate download server), instead of Windows Update, to

o[ aony

Obrazek 171 - Microsoft Update nastaveni lokace

14.3 Vytvoreni update skupin a AD konfigurace

Nyni se vratime na wsuslv, kde otevieme Windows Server Update services, kde vybereme

WSUS1V/Computers/All Computers, kde pravym tladitkem vytvoifime nové skupiny

(Windows Server 2019 a Windows 10). Nyni mame vytvorené politiky a skupiny pro update

serverl, nicméné jeSt¢ musime vytvorit na AD novou skupinu, na kterou se budou dané

politiky uplatiovat.

&
% File Action View Window Help
s 2@ Em

57 Update Services All Computers (0 computers own, 0 total) Actions

v By WSUs1V
5] Updates Status: Failed or Needed
v & Computers D Name

v aiz All Computers

& Unassigned Com)
5} Downstream Servers
8 Synchronizations [
|8 Reports
&) options
Add Computer Group

There are no items selected

3 Refresh All Computers

r
1P Addr..  Operati,. Installe.. LastSta,, | &0 Searche.
Add Computer Group.

View
New Window from Here
Refresh

X

B

" Specify a name for the new computer group.

Name: |Windows Server 2019 ‘

Add Cancel

Obrazek 172 - Vytvoreni AD skupin
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Opétovné se pripojime na nas dclv server, kde si otevieme Active Directory Users and
Computers. Kde si zvolime v menu Actions polozku New a vytvofime Organizational Unit.

Pojemenujeme ji Server update a nechame zakliknutou ochranu proti ndhodnému odmazani.
. New Object - Organizational Unit x|

~— Create in:  nem local/

Name:

Serves_update|

[] Protect container fn{:} accidental deletion

Obrazek 173 - Vytvoreni AD skupin ¢.2

Nyni si do ni pfesuneme vSechny servery, které mame prozatim v organizacni jednotce
computers, kam se automaticky vkladaji, po pfipojeni do domény. Nasledn¢ ddme opét
Actions a New, kde tentokrat vybereme Group a vytvoiime novou skupinu, na kterou
nasledné budeme aplikovat nasi vytvorenou politiku. Pojmenujeme ji Automated update.
Nasledné vytvoiime jeSté organizac¢ni jednotku Groups a do ni vytvofenou skupinu

presuneme.

New Object - Group X

“R Createin:  nem.local/Servers_update

Ny

Group name:

| Automated_update| |

Group name (pre-Windows 2000):
| Automated_update |

Group scope Group type

(_) Domain local (®) Security
(®) Glabal () Distribution
(O Universal

Obrazek 174 - Vytvofeni AD skupin ¢.3
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Nyni skupinu rozklikneme a vybereme liStu Members a pfiddme vSechny nase servery do
skupin. Pro pfidani vicero objektl nardz pouzivame stfednik. Zvolime Add a zde vypiSeme
naSe servery (dulezité zkontrolovat Object Types, abychom méli zvoleny vybér Computers,

jinak nam to nase servery nenalezne).

Select Users, Contacts, Computers, Service Accounts, or Groups X
Select this object type:

|Users‘ Computers, Service Accourts, Groups, or Cther objects | Object Types...
From this location:

|nem.loca| | Locations...

Enter the object names to select (examples):
RADSVIV Check Names

Advanced... OK | I}_Cancel ‘

Obrazek 175 - Pridani serverd do skupiny

14.4 Aktualizace a mozZnosti nastaveni

Nyni po pfidani vSech doposud vytvorenych servert a aktualizace jejich politik naptiklad
restartem se vratime zpét na na§ WSUS server a v Update Services (zkracené pro Windows
Server Update Services) vybereme All Computers a zde piesuneme do nasi vytvorené
skupiny vSechny doposud piipojené servery pomoci pravého kliknuti na dany server a
zvoleni Change Membership. Nyni jsme schopni v rdmci Update Services schvalovat a

instalovat pouze ty aktualizace, které chceme.

57 Update Services e
3 File Action View Window Help _ &
o xm b
57 Update Services Windows Server 2019 (1 computers of 1 shown, 2 total) Actions
v B WSUSIV
~ ¢ Computers i Na IP Add... Operat. 3 Search..
v 13 A1 Computers esxlprtlv.nem.local 192.168.... Windo... . Add Computer Group...
& Unassigned Compute] T 5
& Windows 10
= Windows Server 2019 New Windouw from Here
5 Downstream Servers *® Delete
£ Synchronizations B Refrech
& Reports e
1] Options Help
Computer a
& Change Membership
MBS Delete
', Group By »
[l Status Report
H Help
esxlprtlv.nem.local
Status Group member
Updates with errors;
Updates needed:
B Updates installed/not applicable: 1215
W Updates with no status: 1232
0s:
v
< >« >

Obrazek 176 - Nastaveni Aktualizaci
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Konkrétné zvolenim Updates, kde vybereme All Updates, coz ndm ukaze vSechny dostupné
aktualizace. Zde oznaCime ty, které chceme vpustit na nase pocitate a servery v siti a
zvolime pravym tlac¢itkem Approve. Otevie se ndm okno, kde vybereme skupinu, pro kterou

bude toto schvéaleni platit.

All Updates (2808 updates of 2809 shown, 2809 total)

Approval: Any Except Declined = Status: Any ©

(i Title Classifi.. In.. Approval Ll

Security Update for Windows Embed... ... Mot approved

0 C Not approved

Not approved

Not approved

Not approved

Not approved

Not approved

Not approved

% f oo 30% Not approved
ecline w  30% Not approved

Gkl w  30% Not approved
Status Report hte ..  50% Not approved
Not approved

% Not approved

2018-07 Dynamic Update for Windows 10 Version 1803 for x64-based Syste..,

Obrazek 177 - Schvaleni aktualizaci

Dale je vhodné nastavit automaticka schvalovaci pravidla. Otevieme si Options/Automatic
Approvals, kde mliZzeme vytvofit nové pravidlo pomoci ,,New rule. Nicméné my vyuZijeme
Default Automatic Approval Rule, které jiZ jen pfeddefinovano a funguje zplisobem, Ze
pokud je aktualizace kriticka, je automaticky schvalena pro instalaci na vSechny
pocitace/servery. Dalsi dulezitou soucasti je oddil Reports. Kde ziskdme rizna data o

aplikovanych aktualizacich, po¢itacich a synchronizacich.

ALD?m atic Approvals *

Update Rules  Advanced

1= You can specify rules for automatically approving new updates when
=¥ they are synchronized.

New Rule... Edit.. & Delete Run Rule

Default Automatic Approval Rule

Rule properties (click an underlined value to edit)
When an update is in Critical Updates, Security Updates
Approve the update for all computers

|® Cannot save configuration because the server is synchronizing,

Ok Cancel Appl

Obrazek 178 - Automatické schvalovaci pravidlo
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15 INSTALACE BACKUP SERVERU

Prvné provedeme stejnou proceduru jako u ostatnich Windows serverti. Takze zalozime
novy VM, kde zvolime jméno esxl backupsvlv. Déle zvolime instalaéni médium a
vybereme sitovy port ,,Backup®. Pro zalohovaci server zvolime vétsi diskovy prostor nez u
jinych serverl, a to pro divody zaloh vSech serverti a moznosti archivace. Konkrétné
zvolime velikost disku 500 GB. Dale pak nainstalujeme Windows Server a provedeme nam
jiz znamé zakladni procedury jako je volba jména serveru (backupsvlv), zadani IP adresy
192.168.215.2, nasledné ptidame server do domény a poté povolime RDP. Samoziejmosti
je instalace VMtools.
Internet Protocol Version 4 (TCP/IPvd) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your netwerk administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(®) Use the following IP address:

1P address: [192.168 215, 2 |
Subnet mask: [ 255 . 255 . 255, 0 |
Default gateway: [192.168 215, 1 |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: | 192,168 , 230 , 3 |

Alternate DNS server: | a i . |

[validate settings upon exit S

Obrazek 179 - Backup server sitovy adaptér

15.1 Instalace a konfigurace zalohovaciho softwaru

Jak jiz bylo uvedeno v teoretické ¢asti, vyuzijeme zkuSebni verzi softwaru Veeam, ktery
nam poskytne veskeré podminky a funkcionality pro zalohu naSich serverti. Zaroven umi
skvéle pracovat jak s fyzickymi servery, ¢i virtudlnimi at’ uz na bazi Linuxu, nebo Windows.
Je potieba stahnout danou zkuSebni verzi z webu ,,https://www.veeam.com/cz/data-center-
availability-suite.html“.  Nésledné nainstalujeme, kde v radmci instalace si software
doinstaluje chybé&jici funkcionality systému, jako jsou SQL server, Powershell 2.0 a dalsi.

Instalace trva velmi dlouho, nebot’ obsahuje velké mnozstvi riiznych utilit a dalSich funkci.


https://www.veeam.com/cz/data-center-availability-suite.html
https://www.veeam.com/cz/data-center-availability-suite.html
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[ Veeam Backup & Replication Setyp - XK

L3
Installing Veeam Backup & Replication...

This step displays the progress of the installation.

Installing Microsoft SQL Server 2016 Service Pack 1 Express...

< Back Next = Cancel

Obrazek 180 - Instalace Veeamu
15.2 Konfigurace Veeamu

Po dokonceni instalace zavedeme nd§ VMware host do databiaze Veeamu abychom byli
schopni z né€j zalohovat. Po otevieni Veeam konzole zaklikneme Inventory a pfiddme novy
virtualni server. Na oteviené strance zvolime VMware Vsphere. Déle zadame DNS jméno
nebo IP adresu naseho ESXi hosta. Na dalsi strané ptidame ptihlaSovaci udaje pro hosta a

dokonc¢ime ptidani. [19]

Add Server

Select the type of a server you want to add to your backup infrastructure. All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

VMware pSphere
Adds VM private cloud infrastructure servers to the inventory.

mml Microsoft Hyper-V
W Adds SCYMM server, Hyper-V cluster, or standalone host (2008 R2 or later) to the inventory.

Obrazek 181 - Konfigurace Veeamu

New VMusare Server x

Name
Specify DNS name or IP address of Vhlware server.

192,168.220.2

Credentials fer
Description:
Created by MEMinemron at 4/25/2020 1:37 AM,

55H Connection

Summary

< Previous Mext > Finish Cancel

Obrazek 182 - Konfigurace Veeamu ¢.2



UTB ve Zliné, Fakulta aplikované informatiky 112

Nasledné pak otevieme listu Home a pravym tlac¢itkem zvolime ,,Jobs®, kde nasledné

vybereme Backup a Virtual Machine.

=- HOME VIEW

L 3 B0 B L

Backup Replication = Backup Copy @ Failower Import

Jab = lab = Cepy = Job = Plan = Backup
Frimary Jobs Auxiliary Jobs | Restore Actiong
HOME Q e in an abject name
iy A o, Backup 5 ||£ Virtualpachine...
4 [ I:fm 2 43 Replication v | [l Windéﬁ‘; COMPULEr...
[&# Sucg + )
¥ Backupcopy  * 4y Linux computer...
= VM copy..
@ File Copy...

Obrazek 183 - Konfigurace Veeamu ¢.3

Otevie se okno nové zalohovaci ulohy, tu je potfeba pojmenovat (pro nds VMware ESXi) a
nasledné na dal§im listu zvolime virtualni stroje, které chceme ptidat. Zvolime Add a

pfidame vSechny naSe servery kromé fslv, ktery budeme chtit zalohovat v jiné Casové

frekvenci. [19]

Mew Backup Job

Name
_w , Type ina name and description for this backup job.

Name:
Whware ESK]

Virtual Machines

Description:
Created by MENT\nemron1 at4/25/2020 1:27 AM.

Storage
Guest Processing

Schedule

Surnmary

Mext > Finish Cancel

Obrazek 184 - Konfigurace Veeamu ¢.4
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Na dal$im listu pokrac¢ujeme definovanim mista pro ulozeni zalohy. Na dal$im listu nasledné

ptifadime pfihlasovaci udaje jednotlivym serverim. A povolime indexovani zalohovanych

dat, pro rychlejsi a jednodussi obnovu, v piipadé ztraty jednotlivych soubort ¢i slozek. [19]
New Backup ob x

Storage
w Specify processing proxy server to be used for source data retrieval, backup repository te store the backup files produced by this
= m job and customize advanced job settings if required.

P Backup prosy:
[& Automatic selection [choose... |
Virtual Machines
Backup repositony:
Storage. Default Backup Repository (Created by Veeam Backup) ~
Guest Processing £ 266 GB free of 299 GB Map backup
Schedule Restore points to keep on disk: 14 2| @
Surnmary :| Configure secondary destinations for this jeb

Copy backups produced by this job to another backup repository, or to tape. Best practices
recommend maintaining at least 2 backups of production data, with one of them being off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. TR

< Previous Next = Cancel

Obrazek 185 - Konfigurace Veeamu ¢.4

N

I " Guest Processing
Choose guest 05 processing optiens available for running Vids,

Guest 05 Credentials x
Name
Specify guest 05 credentials forindividual items: pgs processing, and
e Object Account Add...
Storage jjem_appww Standard: Administrator
Dy esx]_dclv Standard: Administrator
Guest Processing Cipesxl_fslv Standard: Administrator of individual files
flesﬂ_mauls\.-]v Standard: Administrator "
Schedule Flesx]_monsvlv Linwe nemrend
= N . Indeang...
Summa Hesxl_prtlv Standard: Administrator
ummar =5
4 Ses]_radsvlv Standard: Administrator
ridesx]_vpnsvl Linus: root ] Add...
i esx]_websw v Standard: Administrator t’.
S esx]_wsusTy Standard: Administrator B
Credentials...
Test Mow
< Previous Next > Cancel

Obrazek 186 - Konfigurace Veeamu ¢.5

Na dalsim listu pak zvolime, Ze se bude zaloha opakovat kazdy tyden v nedéli ve 22:00 a
zaroven pii nezdafeném pokusu se bude pokousSet o obnovu zalohovani 3 minuty po

neuspéSném pokusu. Poté zvolime Apply a dokoncime.
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MNew Backup Jok
A I  Schedule
= 1 Specify the job scheduling options. If you do not set the schedule, the job will need to be contrelled manually.
Mame £ Run the job automatically

(@) Daily at this time: 1300 PM : On these days
Wirtual Machines =

) Monthly at this time:

1000 PM Fourth Saturday
Storage
d ) Periodically every: 24 < Hours
Guest Processing After this
Retry failed items processing: 3 times
Summary =

Wait before each retry attempt for: |10 [2] minutes

Backup windew
] Terminate job if it exceeds allowed backup window

I the job dees net camplete within allocated backup windew, it will be
terminated to prevent snapshot commit during preduction hours.

N

< Previous Finish

Obrazek 187 - Konfigurace Veeamu ¢.6

Cancel

Nyni vytvofime druhou tlohu stejnym zptsobem, kde jméno zvolime VMware _fileserver,

mezi zdlohované servery ptiddme pouze fslv, ur¢ime zalohu probihajici denné v 22:00 a

zvolime Apply.

New Backup Job

Schedule
= 1 Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.
Mame El Run the job automatically
(@) Daily at this time: 1000 P _:_ Everyday
Virtual Machines =
() Monthly at thistime: |1:00PM 5 | | Fourth Saturday
Stol
ks () Periodically every: 1 Hours

Guest Processing O After this job:

Retry failed items processing: 3 = times
Summary

Wait biefore each retry attempt for. (10 2] minutes
Backup window
[ Terminate job if it exceeds allowed backup window

I the job does net complete within allocated backup window, it will be
terminated to prevent snapshot coramit during preduction hours.

Obrazek 188 - Konfigurace Veeamu ¢.7

schedule

VMuwrare ESXi (Created by NEM\nemron at 4/25/2020 1:51 AM.)

Cancel
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16 INSTALACE WEBOVEHO SERVERU

Webovy server nainstalujeme jako ostatni servery s opera¢nim systémem Windows.
Ptipravime virtualni stroj (esx1 websvlv) piifazeny do port skupiny Servers. Systém
nainstalujeme, ptitadime mu statickou IP adresu (192.168.250.2), piejmenujeme (websv1v),
ptiddme do domény, povolime RDP a nainstalujeme VMtools. Nyni je nas§ server pfipraven

na konfiguraci.

Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IR address:

IP address: [192.188 . 250 . 2 |
Subnet mask: [ 255 . 255 . 255, 0 |
Default gateway: | 192 , 168 , 250 , 1 |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: [192 . 168.230. 3 |

Alternate DNS server: | . . . |

[ validate settings upon exit Advanced. ..

Cancel

Obrazek 189 - Web server sitovy adaptér

Dale v Server Manageru pfidame dalsi funkce a moZnosti, zvolime na$ server, na dalsi
strance vybereme Web Server (I1S). Budeme dotazani, zda chceme nainstalovat dané funkce.

Dale jiz jen dokoncime instalaci.

16.1 Konfigurace defaultni webové stranky

Po instalaci samotného Web Serveru musime jesté nakonfigurovat prvni stranku, pro kterou
nasledn¢ pouzijeme volné dostupnou webovou Sablonu z internetu. Pro konfiguraci si

otevieme Server Manager/Tools/Internet Information Services (IIS) Manager.
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W Intemet Information Services (15) Manager
Wy » Start Page

File View Help

Connections
@
W) Start Page
95 WEBSVIV (NEMnemron1)
Hame Server
pwessviv localhost
L ASP NET News
Micrasoft Web Platiomm
< >
\ J
IS Nows Enable IS News
115 Newws is disabled, cick the Enable IS News link to get the most recent online news
Resdy

Obrazek 190 - IIS menu

Rozevieme nabidku naseho serveru, kde si zvolime Sites a nasledné Default Site. Nyni je
potfeba vytvofit zkuSebni stranku, kterou otestujeme a nastavime. Na webu stdhneme
dostupnou Sablonu zwebu w3schools, kterou vlozime do jiz vytvofené slozky
inetpub/wwwroot na disku C: naseho serveru jako index.php. V ramci IIS Manageru
vybereme polozku Default Document, kde posuneme nas vytvoreny index.php, az na vrchol
listu pro lepsi responzivitu systému. Nyni si miZzeme zobrazit nasi intranetovou webovou

stranku. [24]

0 Default Document

Use this feature to specify the default file(s) to return when a client does not request a specific file. Set default documents in order of

priority.

Name Entry Type
{index.php Inherited
index.html Inherited
Default.htm Inherited
Default.asp Inherited
index,htm Inherited
iisstart.htm [N Inherited

Obrazek 191 - IIS defaultni dokument

QUR TEAM

teet the creatar:

Obrazek 192 - Webova stranka
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16.2 Konfigurace virtualniho adresare

V menu IIS si vybereme View Virtual Directories, zde zvolime Add Virtual Directory.

V novém okn¢ vybereme nazev (pro nds intranet), a cestu ke slozce, na kterou budeme

odkazovat.

es » Default Web Site »

. Actions.
0 Virtual Directories

Manage Virtual Directory

Physical Path dentity

Chinetpublwwaroot
x

Brawse Virtual Directory

Edit Virtual Directory

Obrazek 193 - Konfigurace virtualniho adresare

Nyni kdyz se budeme chtit pfipojit na intranet, jiz sta¢i pouze zvolit IP adresu serveru a
nazev naseho nove vytvoreného virtualniho adresare (192.168.250.2/intranet). Nicmén¢ pro
plnou funk¢nost si jesté vytvofime Selthosted SSL certifikat a pfiddme webu DNS zaznamy.
Zvolime Server Certificates a poté v pravém menu Create Self-signed certificate.

V nésledujicim okné pak vytvotime nazev a zvolime Personal.

@ Intemnet Information Services (115) Manager
c € WEBSVIV »

File View Help

s e
@- 8 3 'WEBSV1V Home
W5 Start Page —
+ 5 WEBSVIV (NEM\nernront) Fitter. Go - 5l Show All | Group by: Area
2 n Pools s S
v 2 = 9 = & & & g
« @ webnem.nem.local [ =0 i = &
o Authentic..  CGI Compression EnorPages  FastCGl  Handler HTTP
Settings  Mappings  Resp:
- I , P
= Hoe — &
i o og= =&
Logging  MIMETypes  Modules  Output Server | URLRewrite  Worker O
Caching Cetficates |~ Processes

h o= O

Festure  Shared Web
Editor  Delegation Configurat.. Platfor.

Ready

Obrazek 194 - Certifikaty
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Create Self-Signed Certificate ? x

Specify Friendly Name

gV

Specify a file name for the certificate request. This information can be sent to a certificate authority for
[gring:
Specify a friendly name for the certificate:

[sst202d

Select a certificate store for the new certificate:

Personal ~

Obrazek 195 - Vytvoreni certifikatu

Poté pravym tlacitkem zvolime nasi defaultni stranku a vybereme Edit Bindings.

9 webnem nem lncal 87 [ |
o7 inl 2 Explore
Edit Permissions...
& Add Application...
| Add Virtual Directory...

Edit Bindings‘.r\

Manage Website »

Refresh

Remove

B XB

Install Application From Gallery
Rename

Switch to Content View

Obrazek 196 - Nastaveni spojeni

Nejprve vytvotime spojeni pro http a posléze pro https (kde zvolime nas noveé vytvoreny
certifikat. Dale na naSem DNS serveru pfiddme zdznam, abychom byli schopni ptelozit [P

adresu 192.168.250.2 na webnem.nem.local.

Edit Site Binding ? X
Type: IP address: Port:
http [12.168.250 v| [s0 |
Host name:

webnem,nem.local |

Example: www.contoso.com or marketing.contoso.com

Obrazek 197 - Nastaveni spojeni ¢.2
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Edit Site Binding

Type: IP address: Port:
https I |192.168.2502 = |
Host name:

|webnem.nem.|oca| |

Require Server Name Indication

[] Disable HTTR/2
[] Disable OCSP Stapling

S5L certificate:
S5L2020 n Select...

Obrazek 198 - Nastaveni spojeni ¢.3

webnem Properties

Host (3)  Security

Host {uses parent domain if left blank):

cbnem |

Fully qualified domain name (FGDMN):

|webnem.nem local |

IP address
|192.168.25112 |

Update associated pointer {(FTR) record

View...

Cancel

Concn | [ il

Obrazek 199 - Nastaveni spojeni ¢.4
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17 INSTALACE APLIKACNIHO SERVERU

U instalace aplikacniho serveru budeme prakticky postupovat identicky, nebot” aplika¢ni
server je taktéz Windows Server 2019. Pfipravime si virtudlni stroj, volime nazev VM
(esx1_appsvlv).

| Create New Virtual Machine - ] X

Name and Location
Specify a name and location for this virtual machine

Configuration Name:
and Location

|esx l}ppsv v

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each
vCenter Server VM folder.

VM folders are not viewable when connected directly to a host. To view VM folders and specify a location
for this VM, connect to the vCenter Server,

Obrazek 200 - Vytvoreni appsvlv VM

Vybereme verzi operacniho systému pro nas novy VM. Nasledné zvolime standartni ulozisté
a pridame server do portu Servers. Zvolime 1 procesorové jadro a 2 GB RAM. Nasledné
nainstalujeme jiz klasicky Windows server, zvolime jméno (appsvlv), povolime RDP,
pritadime statickou IP adresu (192.168.230.7), nainstaluyjeme VMtools a nasledné pfidame

server do nasi domény.

Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the apf spriate [P settings.

(_) Obtain an IP address automatically
(®) Use the following IP address:

IP address: [192,168 . 230, 7 |
Subnet mask: [2s5 255,255 0 |
Default gateway: ‘ 192 , 168 . 230 . 1 |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: [192,168.230. 3 |

Alternate DNS server: ‘ . . . |

[(validate settings upon exit Advanced. ..

cancel

Obrazek 201- Aplikacni server sitovy adaptér

Po restartu serveru nainstalujeme, stejné jako u Webového serveru, ktery jsme instalovali

v kapitole 15., pfidame IIS sluzby a funkce pomoci Server Manageru.
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& Add Roles and Features Wizard - [m] x
H - c DESTINATION SERVER
Installation progress sppsiunemioca

View installation progress

O Feature installation

Installation started on appsvlv.nem.loca

Web Server (11S)
Management Tools
115 Management Console
Web Server
Common HTTP Features
m Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaing

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Close

Obrazek 202 - Konfigurace aplika¢niho serveru

Po restartovani systému je nejprve potieba na server dohrat C++ knihovny od Microsoftu,
které mame jiz nahrané na nas File-server, a proto staci pouze spustit stazené soubory ze
sharu (192.168.230.20/¢e). Je potieba nainstalovat ob¢ verze, a to 32bit a 64bit.

ﬁ Instalagni program Microseft Visual C++ 2015-2019 Redist..  — x

Microsoft Visual C++ 2015-2019
,\%edistributable (x64) - 14.25.28508

o N
LICENCNI PODMINKY PRO SOFTWARE SPOLECHOSTI MICROSOFT

A

MICROSOFT VISUAL C++ 2019 RUNTIME

Tyto licenéni podminky pfedstavuji smlouvu mezi spoleénosti Microsoft
Corporation (nebo nékterou z jejich afilaci v zavislosti na tom, kde bydlite) v

a wAmi Vztahuii ca na wifa invadamt enfherara Badminky ca rown&% wrtahoni

Souhlasim s licenénimi podminkami

E; Instalovat Zaviit

Obrazek 203 - Instalace C++
17.1 Instalace mySQL serveru

Nyni je potieba nainstalovat MySQL server. Prvné je nutné si dany soubor stahnout
z webové stranky MySQL ,,https://dev.mysql.com/downloads/file/?1id=492815%. Nasledn¢

instalaci spustime.


https://dev.mysql.com/downloads/file/?id=492815
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[Z] MysQL Installer - X

MySQL. Installer Choosing a Setup Type
Adding Community

Please select the Setup Type that suits your use case.

O Developer Default Setup Type Description

Installs all products needed for Installs only the MySQL Server. This type should

MySQL development purposes. be used where you want to deploy a MySQL

Server, but will not be developing My5QL
® Server only applications.
Dgnstalls only the MySQL Server
roduct

O lient only

Installs anly the MySQL Client
products, without a server

Q Full

Installs all included MySQL
products and features.

O Custom
Manually select the products that
should be installed on the
system,

| Next > H Cancel

Obrazek 204 - MySQL instalace

Na prvnim listu privodce zvolime instalaci pouze pro server. Nasledn¢ na dal$i strané

spustime instalaci.

[Z] MysQL Installer - x

MySQL. Installer Installation
Adding Community

The following products will be installed.

Product Status Progress MNotes
_/} MySQL Server 80,19 Installing 4%

Installation s

Show Details >

Obrazek 205 - MySQL instalace ¢.2

Déle pak vybereme Standalone MySQL Server a poté vybereme konfiguraci pro Server

(Server Computer), zbytek nastaveni nechdm v defaultu.
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[Z] MysQL Installer - *

MySQL. Installer High Availability

MysQl Server 8.0.19 @® Standalone MySQL Server / Classic MySOL Replication

Choose this option to run the MySOL instance as a standalone database server with the
oppartunity to configure classic replication later, With this option, you can provide your own
high-availability solution, if required,

O InneDB Cluster
The InnaDB luster technology provides an out-of-the-box high availability (HA) solutian for
MySQL using Group Replication,

T —,
N
[ client Avp Rl MySQL Router Rauung
-

Note: InnoDB cluster requires a minimum of three MySQL server instances to provide a
fully automated HA solution. Members of a cluster should be located such that network
communication latency between servers is low.

Nea> || Cance

Obrazek 206 - MySQL instalace ¢.3

[ MysQL Instalter - X

)
MySQL. Installer Type and Networking
MySQL Server 8.0.19 Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation, This setting will
define how much system resources are assigned to the MySOL Server instance.

Config Type: | Server Computer v ‘

Connectivity
Use the following controls to select how you would like to connect to this server.
TCPap Port: X Protocol Port:
Open Windows Firewall ports for network access
[[] Named Pipe Pipe Name:  MVSOL

[] Shared Memory ~ Memory Name:  MYSOL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and logging options for this server instance,

Show Advanced and Logging Options

| <Beck || Neas || conce

Obrazek 207 - MySQL instalace ¢.4

Na dalsi stran¢ zvolime metodu ovéfeni a zvolime Strong Password Encryption pro vyssi

ochranu.
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s
[Z] MySQL Installer

MySQL. Installer
MySQL Server 8.0.19

Authentication Method

@ Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supports a new authentication based on improved stronger SHA256-based password
methods. It is recommencled that all new MySQL Server installations use this method going
forward,

Attention: This new authentication plugin on the server side requires new versions

A of connectors and clients which add support for this new 80 default authentication
(caching_sha2_password authentication)

Authentication M

Currently MySQL 8.0 Connectors and community drivers which use libmysqlclient 8.0 support

this new method, If clients and applications cannot be updated to support this new

authentication method, the MySOL 8.0 Server can be configured to use the legacy MySQL

Authentication Method below,

O Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)
Using the old MySQL 5.x legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MySQL 8 enabled Connectors and drivers
- For cases where re-compilation of an existing application is not feasible.
- AAn updated, language specific connector or driver is not yet available,

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication,
This new method will significantly improve your security.

T [

Obrazek 208 - MySQL instalace ¢.5

Na dalsi strané nasledné€ zvolime heslo pro uzivatele root, samoziejmé co nejsilnéjsi, které
si budeme schopni zapamatovat a vytvofime nového uzivatele pro administraci databazi,
taktéz se silnym heslem (pro nas uzivatel nemronl).

[ MysaL Installer - x

MySQL. Installer Accounts and Roles

MySQL Server 8.0.19 Root Account Password
Enter the password for the root account. Please remember ta store this password in a secure
place,
MySQL Root Password: |“uuu"uuu |
Repeat Password: |-n |
Password strength: Strong
|' ‘ MySQL User Account ¥

Accounts a

Please specify the user name, password, and database role.

User Name: ‘nemrom | ke user that

Ir\
Sarver Host:

Role: | D& Admin v

<All Hosts (%)> v

Authentication: ® MysQL
MySQL user credentials

Confirm Password:

Password strength: Strong

o [ ][] e

Obrazek 209 - MySQL instalace ¢.6
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V nésledujicim kroku zvolime konfiguraci MySQL serveru jako Windows sluzbu.
Nasledujici strana je pouze pro konfiguraci logt a jejich ukladani, coz nechame tak jak je a

posuneme se dale a stejné tak dalsi stranu nebudeme ménit.

[Z] MysQL Installer - X

MySQL. Installer Windows Service
MySQL Server 8.0.19

Configure MySQL Server as a Windows Service

Windows Service Details

Please specify a Windows Service name to be used for this MySQL Server instance,
A unique name is required for each instance,

Windows Service Name: | MySQLB0

Start the MySQL Server at System Startup

Run Windows Service as ...
The MySQL Server needs to run under a given user account, Based on the security
requirements of your system you need to pick one of the options below,

Windows

® Standard System Account

Recommended for most scenarios,

() Custom User

An existing user account can be selected for advanced scenarios,

e[| [ ]

Obrazek 210 - MySQL instalace ¢.7

[5] MysQL Installer - X

MySQL. Installer Apply Configuration
MySQL Server 8.0.19 The following configuration steps are being executed,
Configuration Steps  Log

) Writing configuration file
Updating Windows Firewall rules
Adjusting Windows service

Initializing database (may take a long time] ..,

Applying security settings

c]

c]

@

O Starting the server
o]

O Creating user accounts
Q

Updating the Start menu link

nfiguration

Execute Cancel

Obrazek 211 - MySQL instalace ¢.8
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Services - [m) X
File Action View Help

@@ EGEZ HE > 80w

, Services (Local)  |[72) Services (Local)
% MysSQL80 Name Description Status Startup Type Log ™
£ Microsoft (R) Diagnostics H... Diagnostics .. Manual Loc
Start the service &

&) Microsoft Account Sign-in ... Enables use.. Running  Manual (Trig... Loc
1) Microsoft App-V Client Manages A. Disabled Loc

& Microsoft iISCS| Initiator Ser... Manages In... Manual Loc
164 Microsoft Passport Provides pr... Manual (Trig.. Loc
£ Microsoft Passport Container Manages lo... Manual (Trig.. Loc
&) Microsoft Software Shadow... Manages so.. Manual Loc
& Microsoft Storage Spaces 5., Host service., Manual Net
I,:’ Microsoft Store Install Service Provides inf... Manual Loc
s Automatic Nl
£, Net.Tep Port Sharing Service  Provides abi.. Disabled Loc
£l Netlogon Maintains a .. Running  Automatic Loc
£ Network Connection Broker  Brokers con...  Running  Manual (Trig.,  Loc

Eh Network Connections Manages o... Manual Loc
£ Network Connectivity Assis... Provides Dir, Manual (Trig...  Loc

0 Metwork List Service Identifies th.. Running  Manual Loc
“hMetwork Location Awareness  Collects an..  Running  Automatic Net
& Network Setup Service The Networ... Running  Manual (Trig..  Loc
i} Network Store Interface Ser... This service .. Running  Automatic Loc
&, Offline Files The Offline .. Disabled Loc
£, 0penssH Authentication A..  Agent to ho.. Disabled Loc ¥
< >

'\, Extended { Standard /

Obrazek 212 - MySQL sluzba

17.2 Instalace rozsireni IIS

Nyni stahneme rozsifeni pro nas IIS server konkrétné Web Platform Installer (dostupny
zwebu  (,,https://www.microsoft.com/web/downloads/platform.aspx®). A poté jeste
stdhneme  dal§i  rozSifenii, a to PHP  Manager (dostupny  z webu
»https://www.iis.net/downloads/community/2018/05/php-manager-150-for-iis-10%).
Nasledn¢ oba dopliky nainstalujeme. Nyni si otevieme Web Platform Manager a
nainstalujeme si pottebné verze PHP pro osTicket. To budou verze (primarné 7.3, nicméné
pfidame 1 star$i a nové&jsi pro budouci pfipadné Gpravy a kompatibilitu). Po vybrani PHP
verzi, potvrdime instalaci.

© Web Platform Installer 5.1 - o X

© search results for php l:l R

Name Released Install -
Wi owa 9/23/2014 Add
& PHP 53.26 5/7/2012 Add
PHP 5.4.45 3/9/2012 Add
PHP 5538 4/9/2014 Add
PHP 5.6.31 9/7/2004 Add
PHP 5,631 For IIS Express /712004 Add
PHP 7.0.33 (x64) 12/9/2015 Add
PHP 7.0.33 (x64) For IIS Express 12/9/2015 Add
PHP 7.0.33 (x86) 12/8/2015 Add
PHP 7.0.33 (x86) For |15 Express 12/8/2015 Add
PHP 7.1.29 (x64) 172017 Add .
0 Items to be installed Options Install Exit

Obrazek 213 - Instalace IIS rozsifeni


https://www.microsoft.com/web/downloads/platform.aspx
https://www.iis.net/downloads/community/2018/05/php-manager-150-for-iis-10
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Web Platform Installer 5.1 X

PREREQUISITES INSTALL

Microsoft Azure

Microsoft Azure is an open and flexible cloud
platform that enables you to quickly build,
deploy and manage applications across a global
network of Microsoft-managed datacenters.
Easily create web sites, virtual machines or
databases in a few clicks.

Try it free now!
Download progress: RunPHP Helper 0 KB/sec
Install progress: Installing IS components [1 out of 24]

Cancel

Obrazek 214 - Instalace IIS rozsifeni ¢.2

Nyni otevieme Server Manager/Tools a vybereme IIS, kde si zvolime nas server, a objevi se

nabidka, ve které otevieme PHP Manager.

5 - g %
o -
- Actiaons.
G APPSVIV Home
Fiter - G Show Ad | Group by dves BB Manage Server
2 ; e B @ ¢ - .
Aubentc.. Gl Compres orPages  FatCGl Hadlew  HTTP
Respon
L. ] ; ¥ |3 -
KiPlad  loggng MMETjges Medules  Ouput | PHP | Reew  Sever  URLRewite
Caching | Munlyer | Fitarng _ Cont °
b ®
F |2 Comter i
= <

Obrazek 215 - PHP manager

Kde pomoci Change PHP version, zvolime doporucenou verzi pro osTicket, coZ je verze
7.3. Po dokonceni instalaci, si miZzeme zwebu osTicket stdhnout posledni verzi
ticketovaciho systému osTicket (,,https://osticket.com/editions/*). V ramci stahovani
souboru mizeme vybrat jazyky, které budou dostupné (CeStina, anglictina) a dodate¢né
moduly (pro nas LDAP authentification). Po stazeni souboru, extrahujeme data do nasi
ptipravené slozky ,,C:\inetpub\wwwroot\osTicket\*“. Nasledn¢ poté prekopirujeme stazeny
soubor LDAP dopliikku do podslozky \include\plugin abychom jej posléze mohli

nainstalovat. [20]


https://osticket.com/editions/
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17.3 Instalace osTicket systému

Nasledn¢ je potieba si otevfit prohlizet a zadat URL adresu ,,localhost/osticket, coz nam
otevfe instala¢niho privodce pro osTicket. Jak vidime na prvni strance, chybi ndm nckteré
dualezité rozsiteni PHP, a proto je pomoci IIS a nasledné PHP Manageru ptidame tak, ze
v PHP Manageru zvolime Enable or Disable Extensions, kde vybereme php intl.dll a
pravym tla¢itkem zvolime Enable. Dale jesté ptiddme php ldap. Nyni zvolime v prohlizeci
continue. Nasledujicim krokem je vytvoteni konfigura¢niho souboru pro nas systém, nejprve
musime  zkopirovat soubor ,ost-sampleconfig.php®, ktery se nachdzi v
,»C:\inetpub\wwwroot\osTicket\include* nasledné zkopirovany soubor pfejmenujeme na ost-
config.php a je potfeba na ném nastavit prava pro piistup osTicket systému, nebot’ bude
pottebovat soubor upravovat. Nyni si v prohlize¢i pomoci continue zobrazime dalsi stranku,

kde jiz provedeme zékladni nastaveni osTicket webového systému. [20]

@ osTicket Installer x  +

<« C @ localhost/osTicket/setup/ w @

Installing osTicket v1.14.1

os'ﬁcket Installer

Thank You for Choosing osTicket!

N Need Help?
We are delighted you have chosen osTicket for your customer support ticketing system!
Ifyou are looking for a greater
The installer wil guide you every step of the way in the Installation process. You're minutes away oyl of support, we provide

from your awesome customer support system| professional installation
services and commercial

L support with guaranteed
Prerequisites response lmes, and access

Before we begin, we'll check your server configuration to make sure you meet the minimum to the core development

requirements to run the latest version of osTicket team. We can also help
customize osTicket or even
Required: add new features o the
These items are necessary in order to install and use osTicket system to meet your unique
needs. Learn More!
/ PHP V5.6 or greater — (7.3

&/ MySQLi extension for PHP ded

Recommended
You can use osTicket without these, but you may not be able to use all features.

« Gdib Extension

/' PHP IMAP Extension — Required for mail fetching

& PHP XML Extension (for XML API)

' PHP XML-DOM Extension (for HTML email processing)

/' PHP JSON Extension (faster performance)

 Mbstring Extension — recommended for all installations

/ Phar Extension — recommended for plugins and language packs
3¢ Intl Extension — recommended for improved localization

% APCu Extension — (faster performance)

9 Zend OPcache Extension — (faster performance)

Continue »

Obrazek 216 - Instalace osTicket
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w‘ll PHP Extensions

PHP extensions provide additional functionality to PHP runtime, such as database connectivity, caching, debugging and others. Use this
feature to enable or disable PHP extensions and to configure PHP extensions settings,

Filter: v % Go - G ShowAll | Group by: State -

Name a State

php_soap.dii Enabled

php_tidy.dll Enabled

php_wincache.dil Enabled

phpxmirpe.dil Enabled

Disabled ~
php_intl.dil Disabled

Obrazek 217 - PHP rozsifeni

Vyplnime jméno systému (Support), doplnime odpovidajici email (support@nem.local),
nasledné vytvotfime prvniho administratora (coZz doplnime stejné jako je tento uzivatel
v Active Directory). Déle si musime vytvofit databazi v mySQL pro nas systém. Otevieme

si mySQL Command Line Client a ptihlasime se pomoci dfive zvoleného hesla pro ucet root.
[20]

(=1 System Settings
The URL of your helpdesk, its name, and the default system email address
Helpdesk URL:
http:/llocalhostiosTicket/
Helpdesk Name
Support
Default Email
support@nem local
Primary Language

English (United States) v

Admin User

(2]

Your primary administrator account - you ¢an add more users iater.
First Name

Ondrej

Last Name:

Nemrava

Email Address

ondrej nemrava@nem local

Username

nemront

Password

Obrazek 218 - Vytvoreni Gctu administratora
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17.4 Vytvoreni mySQL databaze

Enter password: *®**®s**

Helcome to the MySQL monitor. Commands end with ; or \g.
Four MySQL connection id is 2

ferver version: 5.5.45 MySQL Community Server (GPL)

Kopyright (c) 2000, 2015, Oracle and/or its affiliates. All rights reserved.
Pracle is a registered trademark of Oracle Corporation and/or its
hffiliates. Other names may be trademarks of their respective

pwners .

fype 'help;' or *\h' for help. T“i-e ‘\c' to clear the current input statement.

pysql> o

Obrazek 219 - Vytvoieni MySQL databaze

Nasledné vytvotfime novou databazi (osTicket) pomoci query ,,CREATE DATABASE
osTicket;*.

Enter password: ****xaxx

pelcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 11

Server version: 5.5.45 MySQL Community Server (GPL)

fopyright (c) 20ee, 2015, Oracle and/or its affiliates. All rights reserved.
Pracle is a registered trademark of Oracle Corporation and/or its
pffiliates. Other names may be trademarks of their respective

pwners.

Type ‘help;' or ‘\h' for help. Type ‘\c' to clear the current input statement.

mysql> CREATE DATABASE osTicket;.

Obrazek 220 - Vytvoreni MySQL databaze ¢.2

Nyni miizeme pokraovat instalaci v prohlizeci, doplnime informace, kde MySQL
Hostname bude localhost, MySQL Database bude osTicket a MySQL Username bude root

se zvolenym heslem, nasledné pokra¢ujeme zvolenim Install Now.

Doing stuff!
Please wait... while we install your new support ticket system!

Obrazek 221- Konfigurace databaze
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Po dokonceni instalace mizeme opétovné odebrat prava na zapis do konfigura¢niho

souboru. Nyni se opétovné podivame na ,,http://localhost/osTicket/scp/login.php*, kde se

pifihlasime pomoci naSeho zvolen¢ho uZzivatelského jména a hesla.

17.5 Konfigurace osTicket

b%’Sh'ﬁcket

Authentication Required

[Emai or Usermame

Obrazek 222 - Konfigurace osTicket

Na dalsi obrazovce zvolime Admin panel, kde nasledn€ vybereme moznost Manage/Plugins,

kde posléze vybereme Add New plugin a nainstalujeme LDAP Authentication and Lookup

plugin. Po pfidani dopliiku je nutné jej nastavit. Otevieme si jej a na nové stran€ doplnime

udaje.

Welcome, Ondre. | Admy.Panel | Profile | Log Out

Dashboard Users Tasks Tickets Knowledgebase
() open (3 My Tickets = [} Closed ~ (P Search » [ New Ticket
[ Q ] (advanced) IF Sont
= Open w. &l e||8
Ticket ¢ LastUpdated ¢ Subject ¢ From ¢ Priority ¢ Assigned To )
([[1870134  4/2020 2:51 AM osTicket Installed! osTicket Support Normal

Select: All None Toggle
Page: [1] Export Showing 1 - 1 of about 1

Copyright ® 2006-2020 Support All Rights Reserved.

Obrazek 223 - Konfigurace osTicket ¢.2

Install a new plugin
To add a plugin into the system, download and place the plugin into the include/plugins folder. Once in the plugin is in the plugins/ folder, it will
be shown in the list below.

LDAP Authentication and Looku

Provides a configurable authentication backend which works against Microsoft Active Directory and OpenLdap servers

v

A

Obrazek 224 - Konfigurace osTicket ¢.3
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Jako Default domain zvolime nem.local, DNS server bude 192.168.230.3 a LDAP server
192.168.230.3. Dale jeste vlozime uzivatele, pod kterym bude osTicket pfistupovat k Active
Directory serveru (nemronl). Zadame heslo a poté Search Base (OU=AIl Users, DC=nem,

DC=nem.local, DC=local) a nastaveni aplikujeme. [20]

Generic configuration for LDAP
Not necessary if Active Directory is configured above

LDAP servers: 192.168.230.3
e "ser r "server.port’ n
r entry per lin 7

Use TLS. Use TLS to communicate with the LDAP server

Connection Information

Usetul only for lookups. Not necessary for NOTE that this data /s not necessary if your server allows anonymous
searches
Search User: neminemron 1

nd DN (distinguished name} to bind tc ﬁ

@ LDAP server as in ord

arch
password: [
Password assocated with the DN's

count
Search Base: OU=All_Users DC=nem DC=nem.local,DC=local
Used when ching user
[DAESchema: g Microsofi® Active Directory v

ayout of the user data in the

Authentication Modes
Authentication modes for clients and staff members can be enabled independently

Staff Authentication ! Enable authentication of staff members
Client Authentication ¥/ Enable authentication of clients
Save Changes Reset Cancel

Obrazek 225 - Konfigurace osTicket ¢.4

Stejné jako v ptipadé webového serveru vytvofime i pro web osTicket systému selthosted
SSL certifikat a pfiddme DNS zaznam, abychom nemuseli pouZivat IP adresu pro pfipojeni
na tuto webovou aplikaci.

Create Self-Signed Certificate ? X
iL: Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name fn[%he certificate:

[s512020_osticked

Select a certificate store for the new certificate:

Personal v

Obrazek 226 - Certifikat SSL

Site Bindings
Type Host/Name Port IP Address Binding Informa...
https webnem1.nem.local 443 192.168.230.7
http webnem1.nem.local 80 192.168.230.7

Obrazek 227 - Nastaveni spojeni
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webnem1 Properties ? X

H'[:? A Security
Host {uses parent domain  left blank):

|

Fully qualfied domain name (FQDM):
|webnem1 nem local |

IP address
|192153230? |

Update associated pointer (P TR) record

Cancel Pooly

Obrazek 228 - Nastaveni spojeni ¢.2
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18 INSTALACE MONITOROVACIHO SERVERU

Pro instalaci monitorovaciho serveru musime nejprve stahnout a upravit image vytvofenou
zabbix tymem. Stdhneme zabbix appliance, kterd je dostupna na adrese
,Hhttps://www.zabbix.com/download appliance”, po dokonceni stahovani jesté¢ musime
stathnout =~ VMware  vCenter = Converter  Standoalone  Client z  webu
,»https://my.vmware.com/en/web/vmware/info/slug/infrastructure operations management
/vmware vcenter converter standalone/6 2 0. Po nainstalovani klienta jej otevieme a
vybereme File/Convert Virtual Machine. Na ndsledujicim listu zvolime typ systému
virtualniho disku a nas stazeny soubor s koncovkou ,,vmx*“. Vyplnime tidaje o naSem ESXi
hostu (192.168.220.2) a také root uzivatele a heslo. Pfitadime prostor na disku jako ostatnim
virtudlnim strojim. Poté dokoncime konverzi a prvotni instalace serveru je hotova.

B3 Conversion ] X

Source System
Select the source system you want to convert

Source System Source: none Destination: none
Destination System

Options Select source type:  Powered on & Powerad off

Summary

[VMware Workstation or other VMware vitual machine =

Convert a virtual machine from VMware Workstation, VMware
Player, VMware Fusion or other VMware product,

Browse for source virtual machine or image

Virtual machine N?:|C:\UsarS\TEST\DeskmD\zabhlxjuphan(ej.C.ﬁ,vrnx j Browse...

View source detais...

Obrazek 229 - Konverze obrazu disku pro VMware

i Conversion a X

Destination System
Select a host for the new virtual machine

Source System Source: (71 C:\Users\TEST\Down...4.4.7-vmx\zabbx_applance-4.4.7.vmx [Other (32-bit)] Destination:
Destination System
Destination Virtual Machine ~ Select destination type: [VMware Infrastructure vitual machine =]
Destination Location Creates a new virtual machine for use on a VMware Infrastructure product.
Options
Summary
VMware Infrastructure server detais
Server:  [192.168.220.2 =l
user name: [root [
password: [*=+=ee=] I
. . M
Obrazek 230 - Konverze obrazu disku pro VMware ¢.2
B Conversion o X

Destination Virtual Machine
Select the destination VM name and folder

Source System Source: (1 C:\Users..\zabbix_applance-4.4.7.vimx [Other (32-bit)]  Destination: %l zabbix_appliance-4...

Destination System
Destination Virtual Machi "2me: [esx1_monsviv

Destination Location I it for: 192.168.220.2 M h i ith: ,7 Cl
Options Inventory for: 192.168.220.. Search for name with: Clear
Summary [vM name [Power state ‘

Obrazek 231 - Konverze obrazu disku pro VMware ¢.3
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T Conversion o X
Destination Location
Select the location for the new virtual machine
Source System Source: (§1 C:\Users\ x\zabbix_applance-4.4.7.vmx [Other (32-bit)] Destination: %) esx1_monsvlv_t
Destination System 5
Destination Vitual Machine  Inventory for: 192.168.220.2 Total source disks size: 10 GB
Destination Location H esxtlocal Datastore
Options
Summary esx1_RS5_SAS ~
Capacity: 1,955.5 GB
Free: 1,138.18 GB
Type: VMFSS
Block sze: 1 MB
Virtual machine version
=

Obrazek 232 - Konverze obrazu disku pro VMware ¢.4
18.1 Konfigurace Zabbix monitorovaciho systému

Po dokonceni zavedeni systému se ptihldsime pomoci defaultniho admin Gc¢tu appliance.
:abbix login: appliance
'assword :

ast login: Thu Mar 5 12:57:58 CET 2020 on ttyl
ippliance@zabbix:™§ _

Obrazek 233 - Pfihlaseni Zabbix

Nejdiive zménime heslo G¢tu pomoci ptikazu passwd.

oot@zabbix:/homesappliance#t passwd
nter new UNIX password:

etype new UNIX password:

asswd: password updated successfully

Obrazek 234 - Zména hesla

Dale je potieba zménit nasi IP adresu z dynamické (DHCP) na statickou adresu. To udélame
zménou v souboru ifcfg-eth0, ktery nalezneme v /etc/sysconfig/network-scripts/ifcfg-eth0.
Pouzijeme k tomu textovy editor mcedit. Nejprve vSak pouzijeme piikaz ,,sudo su* abychom
si prifadili root opravnéni pro naSeho uzivatele. A upravime nasledovné. Zménime ,,iface
ens32 inet dhcp™ na ,,iface ens32 inet static”. Pfiddme ,,address 192.168.230.10%, dale
»hetmask 255.255.255.0“ a ,,gateway 192.168.230.1%. [21]
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it This file describes the network interfaces available on your system
it and how to activate them. For more information, see interfaces(5).
lsource setconetworksinterfaces.ds»
The loopback network interface
: lo
iface lo inet loopback
I The ary network interface
auto
iface
vl e
Obrazek 235 - Konfigurace sitového adaptéru
Pro konfiguraci DNS serveru musime textovym editorem mcedit zménit jest¢ soubor

/etc/resolv.conf, kde vlozime 192.168.230.3 jako na§ DNS server. Po uloZeni zmén

pouzijeme piikazy ifdown ens32 && sudo ifup ens32. Nasledn¢ provedeme update a

upgrade serveru pomoci piikazl ,,apt-get update a ,,apt-get upgrade®. Poté nainstalujeme

openVMtools, pomoci ptikazu ,,apt-get install open-vpn-tools. [21] Nyni si mizeme oteviit

prohlize¢ a zadat 192.168.230.10/zabbix, coz je pro nas vstupni bod pro pfistup do

samotného frontendu Zabbix monitorovaciho systému. Ptihlasime se pomoci defaultniho

uzivatelského jména a hesla (Admin:zabbix).

ZABBIX

Usemame
Password

| Remember me for 30 days

Obrazek 236 - Pfihlaseni do Zabbix konzole

Po pfiihlaSeni si  vytvofime nového wuzivatele (nemronl) zvolenim nabidky

Administration/Users, kde vybereme Vytvofit uzivatele. Na nové strance doplnime

informace o uzivateli a pfiddme ho do skupiny Zabbix administrators. Poté jej vytvoiime.

[21]
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PANIE]Ed  wontoring  Inventory  Reports  Configuration  Administration

General Proxies Authentication  User groups  Users Mediatypes  Sciipts  Queue

Alias | nemron1
Name | Ondrej
Surname | Memrava

[T Zabbix administrators % Select

Paseword | swseens
Password (once again) | s
Passwiord Is not mandatory for non internal authentication type.
Language | English (en_GB) ¥ |You are not able to choose some of the langui
Theme | System default
Auto-login
Auto-logout 15m
Refresh | 305
* Rows per page 50
URL (after login)

Obrazek 237 - Vytvoreni administratorského uctu

Nyni musime nastavit pfistupy a pfifadit monitorovaci Sablony pro vSechny naSe servery.
Abychom mohli pridat naSe servery, podivame se do oddilu Configuration, kde zvolime
Hosts a dame Create host. Vytvofime nového hosta pro FS server. Doplnime nazev
(esx1_fslv), IP (192.168.230.20), DNS jméno esxldclv a taktéZ ptiddme SNMP rozhrani
na stejnou [P a DNS jako ma nas FS server. Stejné€ jako u tohoto serveru budeme postupovat
u vSech ostatnich servert, které budeme chtit monitorovat (v nasem ptipad¢ vSechny). Na
vSechny vytvofené hosty musime pfifadit spravnou Sablonu, pro Windows, to bude
,lemplate OS Windows SNMPv2* a pro systémy Linux ,,Template OS Linux SNMPv2*.
[21]

Host Templates IPMI  Tags Macros Inventory Encryption

Hostname | esxi_fsty
Visible name | fs1v

Pl sorvers x| Select

At least one interface must exist

Agent interfaces ¢ NS name Connectto Port Default
Add

SNMP interfaces
162.166.230.20 v I ovs | e O
| Use bulk requests

Add

JMX interfaces

IPMiinterfaces 1

Description

Obrazek 238 - Konfigurace Zabbix monitoringu
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Host  Templates IPMI  Tags

Linke

Macros  Inventory  Encryption

templates  Name Action

Template OS Windows SNMPv2 Unlink Unlink and clear

Link new templates

Select

| Clone | ‘ Full clone ‘ | Delete ‘ | Cancel |

Obrazek 239 - Konfigurace Zabbix monitoringu ¢.2

&

et 192 168 2202
181

Graphs 5 Discovery 3 Web 102 168.230.20
Graphs 1 Discovery 3 Wen 19216823012
161

B0 192.168.230.15,

Obrazek 240 - Konfigurace Zabbix monitoringu ¢.3

Déle musime nastavit pravidla, dle kterych miize monitorovaci server operovat a sbirat data.

Rozklikneme si Configuration/Discovery, kde nastavime Servers Network, zadame IP

rozsah 192.168.230.1-254, unikatni kli¢c bude IP adresa, hostname bude dle DNS a

zobrazované jméno bude taktéZ IP adresa.

Name

Discovery by proxy

IP range

Update interval

Checks

Device uniqueness criteria

Host name

Visible name

| [servers network

No proxy v

192.168.220.1-254

1h

Zabbix agent “system.uname” Edit Remove

New

®) |P address

Zabbix agent "system.uname”

@) DNS name
IP address

Zabbix agent "system.uname”

Host name
DNS name
®) IP address

Zabbix agent "system.uname”

Obrazek 241 - Konfigurace Zabbix monitoringu ¢.4
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Postupné ptidame vSechny subnety, kde se nachazi servery, které chceme monitorovat.

192.168.215.1-254

192.168.250.1-254

192.168.230.1-254

VPN network 192.168.200.1-254

Obrazek 242 - Konfigurace Zabbix monitoringu ¢.5

Pro umoznéni sbéru dat pres SNMP budeme muset na vSech nasich serverech nainstalovat

pomoci Server Manageru funkcionalitu SNMP a posléze konfigurovat.

[ Add Roles and Features Wizard - [m] *

DESTINATION SERVER
fetvnemlocsl

Select features

Before You Begin Select ane or more features to install an the selected server.

Installation Type Features Description
I [] MultiPaint Connector Simple Network Management
S [] Network Load Balancing Protocol (SNMP) Service includes

D Network Virtualization agents that monitor the activity in
5 e R R rotoco Revardeices nd reprt e
Confirmation ] Quality Windows Audio Video Experience network console workstation.
RAS Connection Manager Administration Kit (CM2
Remote Assistance
Remote Differential Compression
Remote Server Administration Tools (1 of 43 instal
RPC over HTTP Proxy
Setup and Boot Event Collection

]

]

]

|

]

]

] Simple TCP/IP Services
] SMB 1.0/CIFS File Sharing Support
]

]

]

]

]

1

SMB Bandwidth Limit
SMTP Server

¥/
Storage Migration Service
Storage Migration Service Proxy
Storage Replica

| < Previous ‘ Next > Cancel

Obrazek 243 - Instalace SNMP

Po dokonceni instalace otevieme services.msc (popiipadé Services pies nabidku Start).
Najdeme sluzbu SNMP Service, kterou otevieme, ovéfime, Ze je zvolen automaticky start.

A nésledné zvolime liStu ,,Agent*, kde pro potfeby monitorovani zaskrtneme vSechny pole.
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SMNMP Service Properties (Local Computer)
General LogOn Recovery Agent Traps Security Dependencies
Servicename:  EilIE
Display name SNMP Service

D : Enables Simple Network Management Protocol A~
escrption {SMMP) requests to be processed by this computer.
W th i A il

nnnnnnnnnnn etanmad tha namedar will ke e shle

v

Path to executable:
C:'Windows'\System32'\snmp .exe

Startup type ﬁ;.m-natm b
Service status:  Running

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here,

Cancel | Fiony

Obrazek 244 — SNMP konfigurace

SMMP Service Properties (Local Computer) x

General Log On Recovery gem Traps Securty Dependencies

Intemet management systems may request the cortact person,
system location, and network services for this computer from the
SNMF service

Cortact: ‘ | ‘

Location: ‘ ‘

Service
Physical Agplications Datalink and subnetwork

Intemet End+o-end

Obrazek 245 - SNMP konfigurace ¢.2

Nasledné otevieme Security a zde vloZzime naSi doménu nemlocal a zvolime pouze
opravnéni pro Cteni a pfidime IP adresu naSeho monitoring serveru (192.168.230.10) mezi
adresy odkud server bude pfijimat SNMP pakety a zaroven pridame nd§ community name

do Traps pomoci Add to list. Takto to provedeme na vS§ech Windows serverech.

SNMP Service Properties (Local Computer) X SNMP Service Properties (Local Computer) X

General LogOn Recovery Agent Traps Securty Dependencies General logOn Recovery Agent Traps  Securty Dependencies

Send authertication trap The SNMP Service provides network management over TCP/IP

and IPX/SPX protocols. f traps are required, one or more

Accepted community names community names must be specfied. Trap destinations may be

Community Rights host names, IP addresses or IPX addresses.
nemlocal READ ONLY Community name
femiocal v Add to list
Remove from list
Add.. | B | | Bemove Trap destinations

() Agcept SNMP packets from any host
(®) Accept SNMP packets from these hosts
192.168.230.10

Add... Edit Remove

n Femoe

oK Cancel Apply Cancel Aoply

Obrézek 246 - SNMP konfigurace ¢.3 Obrazek 247 - SNMP konfigurace ¢.4
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19 INSTALACE KLIENTU

Instalaci klientlh provedeme standardné, jako u serveru jen zvolime jiny typ systému pii
tvorbé VM. Zaroveil strojim nebudeme nastavovat statickou IP adresu, nebot’ budou mit
pritazenou IP adresu DHCP serverem. Samoziejm¢e budeme instalovat systém Windows 10

a nikoliv Windows Server 2019.

| Create New Virtual Machine - O X

Name and Location Virtual Machine Version: 11
Specify a name and location for this virtual machine

Confiquration | Name:
I'&(ame and Location esx 1_cznnem |
Storage
Guest Oper ating System Virtual machine (VM) names may contain up to 80 characters and they must be unique within each
it vCenter Server VM foider.
Create a Disk VM folders are not viewable when connected directly to a host. To view VM folders and specify a location

o for this VM, connect to the vCenter Server,
Ready to Complete

Obrazek 248 - Vytvoreni klient VM

| Create New Virtual Machine - O X
Guest Operating System Virtual Machine Version: 11

Specify the guest operating system to use with this virtual machine

Confiquration

Mame and Location Ll gk

Storage i+ Windows
Guest Operating System L
Network s
Create a Disk " Other
Ready to Complete
Version:
<

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Obrazek 249 - Vytvoreni klient VM ¢.2

Create New Virtual Machine = ] X

Network Virtual Machine Version:
Which network connections will be used by the virtual machine?

Confiquration [~ Create Network Connections
Name and Location

Storage How many NICs do you want to connect? 1 =
Guest Operating System

Network Connect at
Create a Disk Network Adapter Power On

Ready to Complete
e E 1000E | W

NIC 1:

£ 9] If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility, Consult
the VMware KnowledgeB for more information on choosing among the network adapters
supported forvarious guest operating systems and hosts.

Obrazek 250 - Vytvoreni klient VM ¢.3
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Nebudeme virtudlni stroje pfifazovat do port skupiny Servers, nybrz Clients. Pocitace
nasledné prifadime do domény a zvolime jména stroji (cznneml a cznnem?2). Pro naSe
potieby takto nainstalujeme 2 virtudlni stroje, nicméné testy budeme nasledné poustét

z pocitace mimo doménu, kde bude nahrany systém Linux a potfebné softwarové doplnky.

| Create New Virtual Machine = m} X

Create a Disk Virtual Machine Version:
Specify the virtual disk size and provisioning palicy

Datastore: lesx1_R5_SAS
Available space (GB): 1178,5
Network 3
Ciaatennick Virtual disk size; 3225] |[GB ~

Ready to Complete
Ready to Complete & Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed

" Thin Provision

Obrazek 251 - Vytvoreni klient VM ¢.4

() esx1_cznneméé - Virtual Machine Properties = m] X

Hardware lOptons | Resources |

Device Status
I Show Al Devices Add... Remove r

Hardware Summary W Connectat power on

Wl Memory (a_dding} 4096 MB i e

[d CPUs (adding) 1 o _

Q Video card (adding) Video card Client Device

&= VMCI device (adding) Deprecated

2y New cD/DVD (adding) [esx1_R5_SAS] Win...

g New Floppy (adding) Client Device

© New SCSI Controller (add...  LSI Logic SAS » e

0@ New NIC (adding) Clients

& MNew Hard Disk (adding) Virtual Disk | J

(¥ patastore 15O File

|[es>< 1_R5_SAS] Windaows.iso Browse, .,

QF "

-

Virtual Device Node
@ [1oe (1) |

Finish Cancel

4

Obrazek 252 - Vytvoreni klient VM ¢.5

Na obou pocitacich taktéz povolime RDP. Nasledné provedeme restart. Po restartu pak oba
pocitace piesuneme v Active Directory, mezi stroje, které se budou aktualizovat pomoci

WSUS serveru.
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20 KONFIGURACE DOMENOVYCH POLITIK

Pro nastaveni veskerych politik, se piipojime pomoci RDP na na§s DC server
(192.168.230.3), kde otevieme Group Policy Management, kde v oblasti Group Policy
Objects vytvoiime novy objekt TEST Environment.

4, Group Policy Management G
~ 4\ Forest: nem.Jocal t
v |44 Domains
w 59 nemlocal
. Default Domain Policy
4| Domain Controllers
4| Groups
4| Microsoft Exchange Security Gre
4| NEM_Users
4] Servers
4| Servers_update
o | TEST_ENVIROMMENT
v |t Group Peliz: Akincs.
[ Defa New I

Obrazek 253 - Vytvoieni nové politiky

Nasledné pravym kliknutim zvolime Edit a otevieme tim novy interface Group Policy
Management Editor. V zédkladnim okné vidime 2 typy moZznych konfiguracnich ¢asti, kde
v jedné budeme moci nastavit politiky pro stroje, a ve druhé naopak pro uzivatele. Ob¢
mozZnosti nasledné obsahuji rozdé€leni na Policies a Preferences.

[ Group Policy Management Editor . m] X
File Action View Help
eolim = Em

J TEST_Environment [ESXIDCV.I| |~ | TEST Envitonment [ESXIDCIV.NEM.LOCAL] Policy
v i Computer Configuration

Select an item to view its description.  Name
Policies

Preferences i& Computer Configuration
v i, User Configuration il User Configuration

Policies

Preferences

Obrazek 254 - Rozdéleni politik

20.1 Computer Configuration policies

20.1.1 Security settings politiky

Prvné se podivame do Computer Configuration a zde zvolime policies, coZ nam rozsiii
nabidku na Software, Windows a Administrative Templates (stejné tomu je 1 u User
Configuration). Zde se podivame do Windows settings a nasledn¢ do Security settings.

Otevieme prvni oblast, coz je Account policies. [23]
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20.1.1.1 Account policies

Nyni nakonfigurujeme politiky pro hesla, lockout a Kerberos.

TEST_Environment [ESX1DCIV.NEM.LOC
& Computer Configuration
~ || Policies
| Software Settings
v [ 7] Windows Settings
Name Resolution Policy
=l Scripts (Startup/Shutdown,
s Deployed Printers
v G Security Settings
~ ] Account Policies
i Password Policy
75 Account Lockout P
5 Kerberos Policy
J Local Policies
J Eventlog
4 Restricted Groups
f System Services
4 Registry
1 File System
2 Wired Network (IEEE &(
Windows Defender Fire
Network List Manager
faf Wireless Network (IEEE
Public Key Policies
Software Restriction Pc
Application Control Pc
&, IP Security Policies on |
Advanced Audit Policy
alli Policy-based Qo5
| Administrative Templates: Pol
w | | Preferences
| Windows Settings
(=) Control Panel Settings

Name

3 Password Policy

[ Account Lockout Policy
:,‘j Kerberos Policy

Description

Password Policy
Account Lockout Policy
Kerberos Policy

Obrazek 255 - Politiky uéta

Pro heslo nastavime maximalni stafi hesla 90 dni, minimalni stafi 14 dni, nejkrat$i moznou

délku 10 znakl a déle, Ze si bude AD pamatovat poslednich 5 hesel, ktera se musi liSit.

Taktéz povolime komplexnost hesel, coz jsou dal$i pozadavky na hesla jako nutnost

obsahovat velké a malé znaky, Cislo a dalsi.

| Enforce password history
| Maximum password age
| Minimum password age

| Minimum passwaord length

| Password must meet complexity requirements

| Store passwords using reversible encryption

5 passwords remembered
90 days

14 days

10 characters

Enabled

Mot Defined

Obrazek 256 - Politiky uéti ¢.2
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Password must meet complexity requirements

This securty setting determines whether passwords must meet
complexity requirements.

If this policy is enabled, passwords must meet the following
minimum requirements:

Mot contain the user's accourt name or pars of the user's ful
name that sxceed two consecutive characters

Be at least six characters in length

Corttain characters from three of the following four categones:
English uppercase characters (A through Z)

English lowercase characters (a through z)

Base 10 digits (0 through 9)

Non-alphabetic characters for example, |, §, #, %)
Complexity requiremerits are enforced when passwords are
changed or created,

Obrézek 257 - Politiky it &.3

Pro Account lockdown, coz je uzamc¢eni Windows tctu pfi pfekroceni poctu zadani Spatného
hesla naptiklad, zvolime Lockout duration 0 (UCet ziistane zamceny az do odemceni
administratorem systému). K uzamceni dojde po 5 Spatnych pokusech a reset pocitadla

Spatné zadaného hesla po 10 minutach.

8] Account lockout duration 0
i/ Account lockout threshold 5 invalid logon attempts
.| Reset account lockout counter after 10 minutes

Obrazek 258 - Uzamceni uctu

Vramci Kerberos ponechame téméf vSe na defaultnich hodnotiach, zménime pouze

maximalni toleranci pro nesynchronizovany ¢as mezi serverem a klientem na 5 minut.

[ riorce use logon restictions ———————— NotDefined |
L) Maximum lifetime for service ticket Mot Defined

Ly Maximum lifetime for user ticket Mot Defined

Ly Maximum lifetime for user ticket renewal Mot Defined

e Maximum tolerance for computer clock synchronization 5 minutes

Obrazek 259 - Kerberos politiky

20.1.1.2 Local policies

Déle se presuneme do Local policies a v Audit policy zménime pouze hodnoty u auditi
account logon events a logon events (oboje na Success a Failure), abychom mohli sledovat,
kam se uzivatel hlasil at’ jiz aspé$né ¢i nikoliv (posléze vhodné pro dohleddvani, kde se

uzivatelsky ucet uzamyka).
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+ Audit account logon events
« Audit account management
4 Audit directory service access
< Audit logon events
< Audit object access
L) Audit policy change
. Audit privilege use
L) Audit process tracking
o Audit system events

Obrazek 260 - Audit politiky

Success, Failure
Not Defined
Not Defined
Success, Failure
MNot Defined
Not Defined
Not Defined
Not Defined
Not Defined

Nyni se pfesuneme do User Rights Assignment, kde pouze u nékterych politik pridam AD

skupinu Domain Admins, abychom rozsifili pravomoc této skupiny. Zbytek ponechame

v puvodnim nastaveni.

iy Access Credential Manager as a trusted caller Mot Defined

1z Access this computer from the network Administrators

Ug Act as part of the operating system Mot Defined

L) Add workstations to domain Domain Admins, Administrators
i) Adjust memory quotas for a process Administrators

| Allow leg on locally Domain Admins, Administrators
Ly Allow log on through Remote Desktop Services Domain Admins, Administrators
1) Back up files and directories Mot Defined

Ls| Bypass traverse checking Mot Defined

i) Create a pagefile Not Defined

i) Create a token object Not Defined

U Create global objects Not Defined

iy Create permanent shared objects Mot Defined

\g| Create symbaolic links Mot Defined

i Debug programs Mot Defined

s Deny access to this computer from the network Users

1| Deny log on as a batch job Mot Defined

s Deny log on as a service Mot Defined

i Deny log on locally Mot Defined

i Deny log on through Remote Desktop Services Mot Defined

i Enable computer and user accounts to be trusted for delega... Mot Defined

| Force shutdown from a remote system Not Defined

1y Generate security audits Mot Defined

iy Change the system time Mot Defined

iy Change the time zone Mot Defined

| Impersonate a client after authentication SERVICE,Demain Admins, Admi..

Obrazek 261 - Admin prava politiky

V ramci dalsi kategorie (Security Options) zménime vicero politik, jako napiiklad nastaveni

stejnych pozadavki na hesla jako jsme jiz udélali u lokalnich politik a dalsi.
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| Accounts: Administrator account status Mot Defined
| Accounts: Block Microsoft accounts Users can't add Microsoft accounts
| Accounts: Guest account status Disabled

| Accounts: Limit local account use of blank passwords to co...  Disabled

| Accounts: Rename administrator account Mot Defined
| Accounts: Rename guest account Mot Defined
| Audit: Audit the access of global system objects Mot Defined
| Audit: Audit the use of Backup and Restore privilege Mot Defined

| Audit: Force audit policy subcategory settings (Windows Vis... Mot Defined
| Audit: Shut down systern immediately if unable to log secur... Mot Defined
| DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
| DCOM: Machine Launch Restrictions in Security Descriptor .. Mot Defined

| Devices: Allow undock without having to log on Mot Defined
| Devices: Allowed to format and eject removable media Administrators
| Devices: Prevent users from installing printer drivers Mot Defined

| Devices: Restrict CD-ROM access to locally logged-on user ..  Not Defined
| Devices: Restrict floppy access to locally logged-on user only  Not Defined
| Domain controller: Allow server operators to schedule tasks Mot Defined
.| Domain controller: LDAP server signing requirements Mot Defined
.| Domain controller: Refuse machine account password chan... Mot Defined
i Domain member: Digitally encrypt or sign secure channel d... Not Defined
i<| Domain member: Digitally encrypt secure channel data (wh.., Mot Defined
) Domain member: Digitally sign secure channel data (when ..  Not Defined
) Demain member: Disable machine account password chan.., Mot Defined
.| Demain member: Maximum machine account password age 90 days
iy Domain member: Require strong (Windows 2000 or later) se... Mot Defined
i/ Interactive logon: Display user information when the session... User display name only

| Interactive lagon: Do not require CTRL+ALT+DEL Disabled

| Interactive logon: Don't display last signed-in Disabled
| Interactive logon: Don't display username at sign-in Mot Defined
i) Interactive lagon: Machine account lockout threshold 5invalid logon attempts
2 Interactive logon: Machine inactivity limit 900 seconds

| Interactive logon: Message text for users attempting to log on Mot Defined
L Interactive logon: Message title for users attempting to log on - Not Defined
i) Interactive logon: Mumber of previous logons to cache (inc... 0logons
i) Interactive legen: Prompt user to change password before e, 5 days

| Interactive logon: Require Domain Controller authentication... Enabled

| Interactive logon: Require Windows Hello for Business or sm... Mot Defined

Obrazek 262 - PrihlaSovaci politiky

Preskoc¢ime kategorie Event log a pfidame do Restricted Groups, skupinu Blocked Users
(coz bude skupina pro propusténé uzivatele, ¢i uzivatele podezielé z vynaSeni dat a
podobnych nezddoucich zakazanych ¢innosti). Déle jiz ptejdeme do User Configuration, kde
zvolime Preferences, Windows Settings a Drive maps, kde vytvofime novou cestu k naSemu
fileserveru, aby méli uzivatelé pfistup na sdilend data (192.168.230.20) pojmenujeme jej

Disk E.

AE 1 Update  \\192.168.230.20\e Yes

Obrazek 263 - Mapovani sitového disku

Samoziejm& Windows politiky ndm umoziuji modifikovat a smérovat celou fadu dalSich
véci, nicméné pro nase testovaci prostiedi, bude zakladni nastaveni stacit. Ted jiz staci jen
politiky aplikovat pomoci pfidani chténych pocitacli do této skupiny na Active Directory,
popiipad¢ je presunout do OU, abychom méli piehled, na které zatizeni jsou aplikované

politiky.
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TEST Properties

General Members  Member Of Managed By

Members:
Name Active Directory Domain Services Folder
(& CZNNEMI nem local/ TEST_ENVIRONMENT
Add... Remaove

Cancel Apply

Obrazek 264 - Pridani zafizeni do politiky

Dalsi diilezitou politikou, kterou je nutné pouzit je ,, Turn off multicast name resolution®, kde

zvolime Enabled, ¢imz zabranime LLMNR poisoning utokim vi¢i SMB protokolu. Je

ovSem nutné zaroven zakazat NetBIOS over TCP/IP, coz udélame na DHCP serveru, kde

tuto moznost zakaZzeme.

5

File Action View Help

e | amEl= BHEl T

s~ [ MNetwork A
| Backgrour
_| BranchCat
| DirectAcce
DNS Clien
_| Fonts
Hotspot A&
| Lanman 5
| Lanman W
_| Link-Layer
| Microsoft
| Metwork C
| Metwork C
| Metwork |z
| Metwork P
_| Offline Fil¢
| QoS Packe
| SNMP
| S5L Cenfic
| TCPIP Sett
| Windows !
~| Windows 1
| Wireless D
WLAN Ser ,
< S

22 setting(s)

| DMS Client
Turn off multicast name resolution  Setting

i . . liz] Primary DMS suffix devolution level
im e [iz) Turn off IDN encoding
Requirements: |12 IDN mapping
At least Windows Vista |i=] DNS servers
a— |i=] Prefer link local responses over DMS when

escription: B 3 .
Specifies that link local multicast fi || Frimary DN suffod
name resolution (LLMNR) is |iZ] Register DNS records with connection-spe
disabled on client computers, |iz) Register PTR records

. 1=) Dynamic update
LLMMR is a secondary name = Repl dd = fli
resolution protocel, With LLMNR, i) Haplton achlieases im conliicls
queries are sent using multicast |i=] Registration refresh interval
overa local network |ir1_k ona |=) TTL value for A and PTR records
single subnet from a client £ DINS suffix search list
computer to another client =
computer on the same subnet li] Turn off smart multi-hormed name resoluti
that also has LLMMNR enabled, liz) Turn off smart protocol reordering
LLMMR does not require a DNS |12 Update security level
server or DNS client configuration, U
P pdate top level domain zones
and provides name resolution in =
scenarios in which conventional =] Primary DNS suffix devolution
DMNS name resolution is not & Turn off multicast name resolution
possible,
<
\Ex‘tanded /(Standard

Obrazek 265 - Zakazani multicast name resolution
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Otevieme si Server Options a zde pravym tlacitkem mysi otevieme Configure options,
nasledné¢ menu Advanced, kde zvolime Vendor class Microsoft Windows 2000 Options a

zaskrtneme 001 Microsoft Disable NetBios Option a zménime defaultni hodnotu na 0x2.

A& Turn off multicast name resolution

5] Turn off multicast name resolution Ioraminier

(O Mot Configured Comment:
(® Enabled
t&gisabled
Supported on: [ ¢ east Windows Vista
Options: Help:
Specifies that link local multicast name resolution (LLMNR] is
disabled on client computers.
LLMMNR is a secondary name resclution protecol, With LLMNR,
queries are sent using multicast over a local network link on 2
single subnet from a client computer to another client computer
on the same subnet that also has LLMMR enabled. LLMNR does
not require a DNS server or DMS client cenfiguration, and
provides name resolution in scenarios in which conventional
DMNS name resolution is not possible,
If you enable this policy setting, LLMNR will be disabled on all
available network adapters on the client computer,
If you disable this policy setting, or you do not configure this
policy setting, LLMNR will be enabled on all available network
adapters.
I ==
r Lo :
Obrazek 266 - Zakazani NetBios
B OH: Server Options ? %
File Action View Help Goreral | Advanced
Sl A1l RN 7 o4 Vendorclass Microsoft Windows 2000 Options -
K DHCP Option Name Vendor Available Options Description
v [ esdcivnem | 001 Microsoft Disable Netb... Microsoft Win.. 001 Microsoft Disable Netbios Option Otion for er
v &I 3 005 DNS Servers Standard [ 002 Microsoft Release DHCP Lease On Shutdown Op... Option for er
3 Server j 015 DNS Domnain Name Standard [ 003 Microsoft Default Router Metric Base Default Rout
< Scope
3| Policie] < >
F| Filters Data entry
& Ipv6
< >« >

Obrazek 267 - Zakazani NetBios ¢.2
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21 KONFIGURACE FIREWALLU

Firewall budeme dle zadani konfigurovat ptimo na Mikrotikovém L3 switchi, ktery nam tuto
potifebu vice nezli dobie splni pro testovaci ucely. Samoziejmé v praxi bychom pouzili
separatni server, ktery by zajiStoval ochranu naSeho prostiedi. Pfipojime se proto pomoci
winboxu na na$ Mikrotik, kde jsme jiz v kapitole 4.1 provedli prvotni zabezpeceni. Nyni se
po piihlaseni podivame do kategorie IP a nasledn¢ Firewall, kde jsme jiz vytvareli pravidla

NAT, nicmén¢ nyni se budeme viceméné pohybovat v podmenu Filter Rules.

21.1 Force DNS, DHCP server

Prvnim krokem bude vytvoteni dst-nat pravidel pro DNS a DHCP sluzby, abychom zamezili
nastr¢enym ,,serverum®, které poskytuji stejné sluzby. Zvolime tedy menu ,NAT*, kde
vytvotime pravidla pro klientské bridge a posléze provedeme stejné kroky pro bridge
serverové. Nejprve vybereme chain dst-nat a cilovy port 53 protokolu TCP (ktery je
vyuzivan DNS sluzbou), doplnime rozhrani bridge vlan(240) a pfesuneme se do podmenu

Action, kde vybereme akci dst-nat a do poli vlozime IP adresu naseho DNS serveru a cilovy

port.
NAT Rule <53> =] E3
General | Advanced Edra Action Statistics
Chain: [EENEY ¥ Cancel
Src. Address: v l Apply
Dst. Address: v
Disable
Protocol: 6 ttep) ¥ A o
Sre. Port: 53[} NI NAT Rule <53> =E
LEREE b2 Ts General Advanced Extra Action | Statistics
Any. Port: -
XTI 5| | [ Concsl |
n. inteface: [] [bidge_vian(240) __ |[%] & Acton u e
Out. Interface: v Reset Al Counters Log lJL]
In. Interface List: v Log Prefix: bt _ Disable |
Out. Interface List: v To Addresses: |192.168.230.3 - Comment
Packet Mark: v To Ports: |53 - Copy
Connection Mark: v Remove
Routing Mark: v % Reset Counters
Routing Table: v Reset All Counters
Connection Type: v
Obrazek 268 - NAT pravidlo (53) Obrazek 269 - NAT pravidlo (53) ¢.2

Nasledn¢ vytvotime stejné pravidlo pro druhy bridge.
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NAT Rule <53> O] x]
Genersl | Advanced Exra Action Statistics
Chain: ¥
— T
el U
T X NAT Rule <53> = B
Dst. Port: [ ] |53 - General Advanced Bxra Action | Statistics
o : |
In. Intefce: [ | |brdge_vian(230) | ¥| & Action; |EERGEY 3
Out. Inteface: =~ @ []Log
In. nterface List - Ll N i
Out. Interface List ~ To Addresses: [192.168.230.3 - Comment
Packet Mark: - To Ports: |53 -
Routing Table: = W
Connection Type: -
Obrazek 270 - NAT pravidlo (53) ¢.3 Obrazek 271 - NAT pravidlo (53) ¢.4

Stejnym zplsobem definujeme pravidla pro DHCP server, kde ovSem zahrneme pouze
klientsky bridge, nebot’ servery maji prifazenou statickou IP adresu. Zde zvolime opét dst-
nat dst. portu 67 protokolu UDP na rozhrani bridge vlan(240) a akci dst-nat s cilem IP
serveru 192.168.230.3 a cilového portu 67. TotéZ nasledné provedeme pro druhy port
vyuzivany DHCP sluzbou a to port 68. Samoziejmé vSechny pravidla fadn¢ okomentujeme,

nebot’ v ptipad¢ néaslednych tprav by prace s neokomentovanymi pravidly byla vice nez

¥ r
nepiehledna.
NAT Rule <67> [=1 3
General | Advanced Bxtra Action Statistics
Chain: [TETEN ¥
Dst. Address: b4
-
Sre. Port: v NAT Rule <67> = B
Det. Port: L] |67 - Genersl | Advanced B Action | Siaitis oK |
i v e T — Cance
4 +
In. Interface: [ | |bridge_vlan(240) ¥ -
Out. kterface: > Reset All Counters [ Log
it -
In. Interface List: b4
T To Addresses: |192.168.230.3
! ace 8 -
Goncntio -
R [ Reset A Courter |
Reset All Counters
Routing Table: v
Connection Type: -

Obrazek 272 - NAT pravidlo (67) Obrazek 273 - NAT pravidlo (67) ¢.2
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NAT Rule <68> [= &
General | Advanced Extra Action Statistics
Chain: |EETER £ Cancel
Src. M§Ess o l Apply
Dst. Address: v |—4|stahle
Protocol: [ ] 17 (udp) RS @
e N oy NAT Rue <68> O] %]
Dst. Port: 68 -
Pt = Eewov General Advanced Edra Action | Statistics
In. Interface: bridge_vian(240) ¥ - Action EML ¥
Ot Interface o | | Reset AICounters = [ ey |
In. Inteface List > Sl M = ﬂhl_e_ - ‘
Out. Interface List v To Addresses: | 192.168.230.3 - Comment
Packet Mark - To Ports: |68 - Copy
Connection Mark - Remove
Routing Mark >
Routing Table: §.7 Reset All Counters

4

Connection Type:

Obrazek 274 - NAT pravidlo (68) Obrazek 275 - NAT pravidlo (68) ¢.2

21.2 Filter Rules

Nyni se posuneme do podmenu Filter Rules, kde budeme konfigurovat filtracni pravidla
firewallu. Existuji dvé moZnosti ptistupu k tvorb¢ firewallu. Prvni strategie povoli vSechen
sitovy provoz, krom¢ toho, jez je zakdzan a druhd strategie funguje pfesné naopak, kdy
zakaZeme veskery provoz, kromé explicitné povolen¢ho. Budeme vyuZzivat druhé moznosti,
nebot’ poskytuje vétsi bezpecnost a zamezuje alespon ¢astecné vliv lidského faktoru. Prvné
si vytvofime adresni listy pro jednodussi praci s pravidly. Pro kazdy zdznam zvolime néazev,
ktery nasledné spojuje dané prvky do skupin. Je potteba zvolit adresni rozsah, ¢i konkrétni

IP adresu zadavané soucasti sitové infrastruktury. Vytvotime tak adresni listy pro:

e Backup — Backup Server

e Klienty — Lokalni klienti, VPN klienti

e DMZ - Webserver

e Servery — DC, Fileserver, Aplika¢ni server a dalsi.
e VOIP — VOIP klienti

e VPN - VPN server

Nésledné si vytvotfime seznam pro Not_Public, kde zavedeme IP adresy, které by se nemély
nachdzet ve vnéjsi siti, pro zvySeni bezpecnosti naseho systému. Zde zavedeme adresni

rozsahy: [16]

e 0.0.0.0/8
e 10.0.0.0/8
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100.64.0.0/10
e 127.0.0.0/8

e 169.254.0.0/16
e 172.16.0.0/12
e 192.0.2.0/24

e 192.88.99.0/24
e 198.18.0.0/15
e 198.51.100.0/24
e 203.0.113.0/24
e 224.0.0.0/4

e 240.0.0.0/4

Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocols
= || AT

Name Address Timeout Comment
@ Backup 192.168.215.2 BACKUP SERVER
@ Clients 192.168.240.0/24 Local Clients
@ Clients 192.168.225.0/24 VPN Clients I}
@ DMZ 192.168.250.2 Webserver
@ Not_Public 0.0.0.0/8 RFC6890
@ Not_Public 10.0.0.0/8 RFC6890
@ Not_Public 100.64.0.0/10 RFC6890
@ Not_Public 127.0.0.0/8 RFC6850
@ Not_Public 169.254.0.0/16 RFC6850
@ Not_Public 172.16.0.0/12 RFC6890
@ Not_Public 192.0.2.0/24 RFC6830
@ Not_Public 192.88.99.0/24 RFC6850
@ Not_Public 198.18.0.0/15 RFC6890
@ Not_Public 198.51.100.0/24 RFC6890
@ Not_Public 203.0.113.0/24 RFC6830
@ Not_Public 224.0.0.0/4 RFC6890
@ Not_Public 240.0.0.0/4 RFC6890
@ Router Ad... 192.168.240.2 access to administrate the router
@ Servers 192.168.230.3 AD_DC SERVER
@ Servers 192.168.230.4 PRINT SERVER
@ Servers 192.168.230.12 SMTP SERVER
@ Servers 192.168.230.11 EXCHANGE SERVER
@ Servers 192.168.230.15 RADIUS SERVER
@ Servers 192.168.230.8 WSUS SERVER
@ Servers 192.168.230.7 APPLICATION SERVER
@ Servers 192.168.230.20 File Server
@ Servers 192.168.230.10 Monitoring Server
@ VOIP 192.168.235.0/24 VOIP Clients
. _@VPN 192.168.200.2 VPN Server

Obrazek 276 - Address Lists

Déle si vytvotime pravidlo pro pfistup z naS§eho Admin stroje, abychom si Spatné zvolenym
pravidlem nezakézali pfistup k routeru. Zvolime si fetézec input, protoZe se budeme
pfipojovat piimo k routeru, zaddme adresu routeru do Dst. Address (192.168.240.1),
vybereme protokol TCP a port 22, 8291, cozZ jsou porty pro SSH a WinBox pfipojeni

k routeru. V menu Action zvolime Accept.
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Firewall Rule <152 168

General | Advanced

Src. Address:
Dst. Address:
Protocal:
Src. Port:

Dst. Pott.

Any. Port:
In. Interface:

Out. Interface

In. Interface List

Out. Inteface List:

Packet Mark:
Connection Mark:
Routing Mark:
Routing Table:
Connection Type:
Connection State:
Connection NAT State:

192.168.240.1

6 tcp)

22.8291

4« 4 4 » <

4 4 4«

4« 4

Obrazek 277 - Firewall input (22,8291)

Obrazek 278 - Firewall input (22,8291) ¢.2

Dal$imi budou pravidla ulehcujici praci routeru, nebot’ pokazdé kdyz by prochazela

komunikace routerem, musel by projit veskera pravidla a teprve poté propustit komunikaci

dal, nicméné to je velmi naro¢né na vypocetni vykon routeru, a tudiz za pomoci téchto

pravidel jiz router nebude muset kontrolovat veskerou komunikaci u ptipojeni, ktera jiz jsou

navazana a otestovana vuci firewallu.

Firewall Rule <>

Chan: I

Src. Address:
Dst. Address
Protocol:

Sec. Port

Dst. Port

Any. Port

In. Inteface

Out. Intedface:

In. Interface List
Out. Interface List:

Packet Mark
Connection Mark:
Routing Mark
Routing Table

Connection Type.
Connection State:
(Connection NAT State:

4

4

4 4 4« 4 4 d

4 4 4«

4

(O] ]

Obrazek 279 - Firewall established, related input
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Firewal Rule < [= E3
General Advanced Bdra Action | Statistics
Apn: s Cancel
Log L feoy |

Log Prefic: = Disable

Comment

oy
Remove
Rleset Counters

Reset Al Courtens |

Obrazek 280 - Firewall established, related input ¢.2

Zvolime si fetézec input pro veSkerou vstupni komunikaci mifici pfimo na router a
zaSkrtneme established a related, v kategorii Action pak vybereme Accept. CoZ nam zaruci
prijeti packetu, ktery pochdzi z ptipojeni, které jiz bylo navdzano a zkontrolovano. Tudiz
router nemusi stale dokola projizdét vSechna pravidla firewallu. Stejné tak vytvotime totéz
pravidlo pro fetézec forward, ktery bude mit na starost veSkerou komunikaci mifici na

nékteré rozhrani v nasi interni siti. Ob¢ pravidla okomentujeme.

Firewall Fule <> = B3
General | Advanced Bdra Action  Statistics
B cen s Cancel |
Src. Address: ¥ Apply
Dst. Address: A= I
Protocol: v Comment |
N Copy I
==
ik o | [ ResetCounten
Out. Intedface + | [[Reset M Courten |
In. Interface List:
Out. Interface List =
Packet Mark -
Connection Mark -
Routing Mark -
Routing Table: v
Connection Type. -
Connection State: invalid v established v related new untracked
Connection NAT State: -

Obrazek 281 - Firewall established, related forward
Firewall Rule < O] x|

Generd Advanced Exra Action | Statisics

Obrazek 282 - Firewall established, related forward ¢.2
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Dals§imi pravidly budou Drop invalid packets, které budou nepiijimat veskeré neplatné

pakety jak pro chain input, tak forward.

Frewall Rule < (O x]
General | Advanced Edra Action Statitics
Chain. [0 s Cancel |
Sre. Address: - ooy
Dst. Address: -
Disable
s N ki Comment
Src. Port -
Copy
Dst. Port i
Remove
Any. Port v | L—
. Interface - Reset Counters
Out. Inteface: = Reset All Courters
In. Interface List:
Out. Interface List
Packet Mark: -
Connection Mark w o
Routing Mark -
Routing Table: -
Connection Type: -
Connection State: | invakid established | related new untracked &
Connection NAT State: -

Obrazek 283 Firewall input invalid

Firewall Rule <> =B
Chain: 3 [ canes |
Src. Address: - e

Protocol v | [ cmawt |
Src. Pot -

s [ ey |
Dst. Port v

) [ Remove |
Any. Port b

In.Inerface: o | | PesetCounten
Out. Interface: v | [ Reset Al Courters |
In. Interface List
Out. Interface List:

Packet Mark -
Connection Mark: -
Routing Mark: v
Routing Table: -
Connection Type: -
Connection State: | | (v invald established | | related new ntracked &
Connection NAT State: -

Obrazek 284 - Firewall forward invalid

Firewall Rule <> =EB8

General Advanced Edra Action | Statisics

Reset Counters |
Reset All Counters |

Obrazek 285 - Firewall forward/input invalid drop



UTB ve Zliné, Fakulta aplikované informatiky 157

Nasledné vytadime packety:

e které nejsou smérované na konkrétni IP adresu (input)

e které nemaji zdrojovou IP adresu typu unicast (input)

e které jsou z vnéjsi sité, nicméné by tam nemély existovat (input)

e které jsou z vnéjsi sité, ale nejsou dst-natted (forward)

e které jsou z vnitini sit€ mifici do internetu, nicméné na adresu, které by neméla ve
vnéjsi siti existovat

e které jsou z vnéjsi sité, nicméné by tam nemély existovat (forward > vSechny
interfaces)

e které, jsou z vnitini sit€, ale nemaji interni IP adresu [16]

::: Drop all packets which are not destined to routes IP address
5 Mdop input

Drop al packets which does not have unicast source IP address
6 $dop input I}
::: Drop all packets from public intemet which should not exist in public network
7 % dop  input Intemet Not_Public
+:: Drop new connections from intemet which are not dst-natted
8 dop  forward Intemet
::: Drop all packets from public intemet which should not exist in public network
9 8 drop  forward Intemet Not_Public
: Drop all packets from local network to intemet which should not exist in public network
10 8 dop  forward brdge_vian(220) Net_Public
::: Drop all packets from local network to intemet which should not exist in public network
11 $dop forward bridge_vian(230) Net_Public
+:: Drop all packets from local network to intemet which should not exist in public network
12 Mdop forward bridge_vian(240) Mot_Public
- Drop all packets in local network which does not have local network address
13 8 dop _ forward 1192.168.200.0/24 bridge_vian(230)
. Drop all packets in local network which does not have local network address
14 % dop  forward 1192.168.215.0/24 brdge_vian(230)
Drop all packets in local network which does not have local network address
15 ¥ dop  forward 1192.168.220.0/24 bridge_vian(220)
-:: Drop all packets in local network which does not have local network address
16 8 dop  forward 1192.168.225.0/24 bridge_vian(240)
::: Drop all packets in local network which does not have local network address
17 8 dop  forward 1192.168.230.0/24 bridge_vian(230)
-:: Drop all packets in local network which does not have local network address
18 8 dop  forward 1192.168.235.0-24 bridge_vian(240)
Drop all packets in local network which does not have local network address
19 $dop forward 1192.168.240.0/24 bridge_vian(240)
::: Drop all packets in local netwaork which does not have local network address
20 R drop  forward 1192.168.250.0/24 bridge_vian(230)

Obrazek 286 - Drop bogon pravidla

Dale povolime prichod komunikaci na TCP portech 80,443 pro klienty a DMZ.

Firewall Rule <80.443> = E3
General | Advanced Extra Action Statistics
Chain: [FTIETE | ® Cancel
b T e ]
Dst. Address: - —
Disable
e =
Src. Port: -
:
Dst. Port: 80443
Any. Port: -
. e
Out. Interface: - Reset All Counters

Obrazek 287 - DMZ (80,443) accept
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Firewall Rule <80.443>

General Advanced %Extra Action  Statistics
Src. Address List: [l 8.4 Cancel
Dst. Address List: [ | |Clients_Subnet ¥F| a

Obrazek 288 - DMZ (80,443) accept ¢.2

Firewall Rule <80 443> = E3
Generl Advanced | Bxra  Action  Statistics
Src Addresls}h‘si 1l R d Cancel

Dst. Address List: [ ] [DMZ ¥ -

Obrazek 289 - DMZ (80,443) accept ¢.3

Firewall Rule <80,443> = E3
General Advanced Extra Action | Statistics
Action: [ I | * Cancel

Oltea
o ot -

Obrazek 290 - DMZ (80,443) accept ¢.4

Povolime RDP pfipojeni k naSim zatizenim, nebot’ neméame k dispozici jiny software pro
konektivitu. TudiZ pro stroje z Admin listu otevieme TCP porty 3389 v ramci adresnich listi

Servers, DMZ, Backup, Clients.

: Mlow RDP from Admin > Servers

23 o acc... forward 6cp) 3389 3389 Router Admin Servers
+: Allow RDP from Admin > DMZ

24 o acc.. forward 6cp) 3389 3389 Router Admin DMZ
< Alow RDP from Admin > Backup

25 « acc... forward 6#cp) 3389 3389 Router Admin Backup
:i: Allow RDP from Admin > Clients

2% # acc... forward 6cp) 3389 3389 Router Admin Clients

Obrazek 291- RPD accept z Router Admin zafizeni
Pro servery na bazi Linuxové distribuce povolime ptipojeni pomoci SSH, coz je TCP port

22.

;1 Allow SSH from Admin > Monitoring Server

27 & acc... forward 192.168.230... 6 ¢cp) 22 2 Router Admin
::: Allow SSH from Admin > VPN Server
28 @ acc... forward 192.168.200.2 6 gcp) 22 22 Router Admin

Obrazek 292 - SSH accept z Router Admin zatizeni

Nasledné povolime komunikaci na UDP portech 67,68 pro DHCP klienty a VOIP klienty.

::: Allow UPD ports for DHCP clients

29 @ acc... forward 192.168.230.3 17 u... 67,68 67,68 Clients
;i Allow UPD ports for DHCP VOIP clients
30 « acc... forward 192.168.230.3 17 u... 67.68 67.68 VOIP

Obrazek 293 - DHCP port accept
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Déle otevieme porty pro AD, DNS na nasem DC serveru v rdmci subneti Clients, VOIP,
Backup, VPN a DMZ. Kde pro Backup, VPN a DMZ musime pravidla vytvofit oboustranné.
Jedna se o TCP porty 389,88,53.

. Alow tcp ports for AD : DNS,LDAP, Kerberos Clients

k]| # acc... forward 192.168.230.3 6#cp) 389.8853 3898353 Clents
i:; Allow tep ports for AD : DNS LDAP, Kerberos Clients
32 # acc... forward 192.168.230.3 6 #cp) 389.8853 389.88.53 VOIP
. Allow tcp ports for AD : DNS.LDAP, Kerberos BACKUP
33 # acc... foward 192.168.230.3 64cp) 389.88.53 389.8853 Backup
::; Mlow tep ports for AD : DNS LDAP, Kerberos BACKUP
34 # acc... forward 192.168.230.3 6#cp) 3898853 3898853 Backup
Allow tcp ports for AD ; DNS LDAP, Kerberos VPN Server
35 o acc.. forward 192.168.230.3 6 ¢cp) 389.8853 3898353 VPN
:2; Mlow tep ports for AD : DNS.LDAP, Kerberos VPN Server
36  acc... forward 192.168.230.3 64cp) 389.8853 389.8853 VPN
Allow tcp ports for AD ; DNS LDAP, Kerberos DMZ
37 o acc... forward 1921682303 64cp) 3898853 13898853 bmz
:i: Allow tcp ports for AD ; DNS LDAP, Kerberos DMZ
38 # acc... forward 192.168.230.3 6#cp) 3898853 3898853 DMZ

Obrazek 294 - AD, DNS ports povoleni

Dalsim krokem bude otevieni SMB porti pro sdileni souborti mezi klienty a File-serverem.

Potiebujeme TCP porty 139,445 audp 137,138.

:1: Allow SMB TCP ports for Clients > FileServer

39 & acc... forward 192.168.230... 6 fcp) 139445 139445 Clients
;1 Allow SMB UDP port for Clients > FileServer
40 @ acc... forward 192.168.230... 17(... 137138 137,138 Clients

Obrazek 295 - SMB ports

Otevieme pftistup pro klienty na portech 443,80 na aplikacni server, aby byl dostupny

ticketovaci systém.

.+: Allow ports for OSticket application Server
41 & acc. vard 192.168.230.7 6 fcp) 80,443 80443 Clients

Obrazek 296 - Aplikaéni server 80,443 klient povoleno

Pokracujeme s otevienim portil pro emailové sluzby a to port 25 pro pfichozi emaily z vnéjsi
sité a nasledn€ porty pro IMAP, POP3, SMTP a piistupy klientli na emailové servery.

Allow inbound emails port > Exchange

42 # acc... forward 192.168.230... 6fcp) 25 %
Allow ports for Exchange Server IMAP4 POP3 SMTP authenticated

43 # acc... forward 192.168.230... 6fcp) 443.143.993.110,995,587  443.143.993.110.995,587 Clients
Allow TClgiorts for Clients > SMTP Server

44 « acc forward 192168.230... 6¢cp) 25587 25,587 Clents.

Obrazek 297 - Email port otevien

Nasledné¢ otevieme komunikaci pro monitorovaci server na DMZ, VPN a Backup subnetech,
kdy je ve vSech ptipadech nutné otevfit porty na obou stranach a to konkrétné¢ 161 a 162 coz

jsou porty pro SNMP a SNMPTRAP.
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- Alow ports for Webserver > Monitodng Server

45 # acc... forward 192.168.230... 17 fu... 161,162 161.162 DMZ
- Allow ports for Monitoring Server > Webserver
4 # acc... forward 192.168.230.10 17 fu... 161,162 161.162 DMZ
.. Allow ports for VPN > Monitoring Server
47 # acc... forward 192.168.230... 17 {u... 161,162 161,162 VPN
:: Allow ports for Monitoring Server > VPN
48 o acc... forward 192.168.230.10 17 .. 161,162 161,162 VPN
Allow ports for Backup > Monitoring Server
45 o acc.. forward 192168.230.. 17 fu... 161,162 161,162 Backup
22 Mllow ports for Monitoring Server > Backup
50 # acc... forward 192.168.230.10 17 {u... 161,162 161,162 Backup

Alow TCP ports for Chents > Printserver

Obrazek 298 - Zabbix monitoring porty

Dale otevieme porty pro tiskové sluzby v rameci klientskych subneti.

... Allow TCP ports for Clients > Printserver
51 4 acc... forward 192.168.230.4 6 fcp) 445 445 Clients_Sub..

Obrazek 299 - Porty pro tiskové sluzby na klientech

Dalsim bodem je povoleni komunikace VPN serveru se sluzbou DHCP, a tudiz otevieme

UDP porty 67,68 pro umoznéni piidélovani adres VPN klientiim.

52 o acc.. forward 1921682303 17 ... 6768 6768 VPN
.:: Allow DHCP from DC > VPN
53 # acc... forward 192.168.230.3 17 ... 6768 6768 VPN

Obrazek 300 - VPN DHCP porty

Dalsim krokem pro umoznéni funkénosti VPN serveru je povoleni komunikace vnéjSich
klientd s VPN serverem (UDP 1194, TCP 443, 943) a néasledné¢ komunikaci VPN serveru
s Radius serverem (TCP 1812, 1813).

Allow UDP ports for Chent > VPN

54 " acc... forward 7. 1194 1194 VPN
.. Mlow UDP ports for VPN > Clients

55 # acc... forward 17 ... 1194 194 VPN
+: Alow TCP ports for Client > VPN

56 # acc... forward Glcp) 443543 443543 VPN
. Allow TCP ports for VPN > Client

57 # acc... forward Gcp) 443943 443543 VPN
... Mlow Radius > VPN access

58 # acc... forward 192.168.230.15 6icp) 18121813 18121813 VPN
. Alow VPN > Radius access

59 o acc... forward 192.168.230... 6#cp) 18121813 18121813 VPN

Obrazek 301 - VPN piipojeni porty

V ramci nésledujicich pravidel povolime ptistup WSUS serveru ke klientim, DMZ, Backup
a VPN Vlantim a naopak. Veskery provoz je na TCP portech 8530.

+i: Mlow TCP ports for Clents > WSUS

60 o acc... forward 192.168.230.8 6 #cp) 8530 8530 Clierts
iz Alow TCP ports for DMZ > WSUS
61 # acc... forwand 192.168.230.8 6 gcp) 8530 8530 DMz
i Alow TCP ports for WSUS > DMZ
62 # acc... forward 192.168.230.8 6ecp) 8530 8530 DMZ
Allow TCP ports for Backup > WSUS
63 # acc... forward 192.168.230.8 6 #cp) 8530 8530 Backup
Alow TCP ports for WSUS > Backup
64 # acc... forward 192.168.230.8 6dcp) 8530 8530 Backup

Obrazek 302 - WSUS porty
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Poslednimi Accept pravidly budou filtry pro zalohovaci server a jeho pftistup k jednotlivym
subnetiim z diivodu zaloh a obnoveni. Je nutné oteviit TCP porty 135, 137, 139, 445.

 Alow ports for Backup > Servers

65 " acc. . forward 6cp) 135137139445 135137.139.445 Backup Servers
: Mlow ports for Backup > DMZ
66 " acc forward 6cp) 135137139445 135137.139.445 Backup oMz
< Mlow ports for Backup > VPN Server
67  # acc.. forwand Gfcp) 135137,139.445 135,137.139.445 Backup VPN Server

Obrazek 303 - Backup porty

Nyni se podivame na finélni ,,zahazovaci‘ pravidla, kterd ndm zajisti, ze nebudeme pfijimat

jiné sitové pakety a povolovat jiny sitovy provoz nezli nami povoleny. Zamezime provozu

mezi veskerymi subnety, kromé& vySe povolenych pravidel a mezi subnety Servers a Clients,

ne vSak naopak. Veskera pravidla fadn€ okomentujeme.

;> Drop all traffic from Servers > Backup

7

8 dop  forward 192.168.230.0/24

: %p all traffic from Servers > DMZ

8 dop  forward 192.168.230.0/24

; Drop all traffic from Servers > VPN

#8 drop  forward 192.168.230.0/24

.: Drop all trafic from Servers > VOIP

8 dop  forward 192.168.230.0/24

: Drop all traffic from Backup > Servers

#8 drop forward

..; Drop all trafic from Backup > VPN

76

# drop  forward

.2 Drop all trafic from Backup > Clients

77

8 drop  forward

.2 Drop all trafic from Backup > VOIP

78

98 drop  forward

... Drop all trafic from Backup > DMZ

79

8 drop  forward

::: Drop all trafic from DMZ > Backup

80

8 dop  forward

... Drop all trafic from DMZ > Clients

81

8 drop  forward

.:: Drop all traffic from DMZ > Servers

82

8 drop  forward

... Drop all trafic from DMZ > VOIP

:x]

8 drop  forward

.- Drop all trafic from DMZ > VPN

8 drop  forward

::: Drop all traffic from VPN > Servers

85

8 drop  forward

;1> Drop all traffic from VPN > Backup

86

#8 drop  forward

.1+ Drop all traffic from VPN > VOIP

87

#8 drop  forward

;1 Drop all traffic from VPN > Clients

88

# drop  forward

.:: Drop all traffic from VPN > DMZ

89

#8 drop forward

. Drop all trafic from VOIP > Backup

#8 drop forward

192.168.230..

192.168.230...

192.168.230..

192.168.240...

Backup
Backup
Backup
Backup
Backup
DMz
bmz
DMZ
DbMZ
DMz
VPN
VPN
VPN
VPN
VPN

VoIp

Obrazek 304 - Zahazovaci pravidla

Backup
DMz
VPN

VOIP

VPN
Clients
VOIP
DMZ
Backup

Clients

VOIP

VPN

Backup

VOIP

DMz

Backup
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::: Drop all trafic from VOIP > Clients

]| 8 drop  forward VOIP Clients
::: Drop all trafic from VOIP > DMZ

h 8 drop  forward VOIP DMZ
::: Drop all trafic from VOIP > Servers

93 88 drop  forward 192.168.230... VOIP
:: Drop all trafic from VOIP > VPN

9% #8 drop forward VOIP VPN

.+ Drop all trafic from VPN Clients > Servers
95 8 drop  forward 192.168.225.0/24 192.168.230...
::: Drop all trafic from VPN Clients > VOIP

96 8 drop  forward 192.168.225.0/24 VOIP
=:: Drop all trafic from VPN Clients > DMZ
97 8 drop  forward 192.168.225.0/24 DMZ

.. Drop all trafic from VPN Clients > Clients
98 8 drop  forward 192.168.225.0/24 192.168.240...
:: Drop all trafic from VPN Clients > Backup
99 8 drop  forward 192.168.225.0/24 Backup
=:: Drop all trafic from Clients > VPN Clients
100 8 drop  forward 192.168.240.0/24 192.168.225...
:: Drop all trafic from Clients > Backup

10 # drop  forward 192.168.240.0/24 Backup
=:: Drop all trafic from Clients > DMZ
102 8 drop  forward 192.168.240.0/24 DMZ
::: Drop all trafic from Clients > VPN
103 8 drop  forward 192.168.240.0/24 VPN
:+: Drop all trafic from Clients > VOIP
104 8 dop  forward 132.168.240.0/24 VOIP
:: Drop all trafic from Clients to Servers
105 8 drop  forward 192.168.240.0/24 Servers

Obrazek 305 - Zahazovaci pravidla ¢.2

Dale ptidame jesté posledni pravidla pro vyfazeni vSech ostatnich nechténych porta.

116 8 dop  input o
117 $dop forward 6 flcp) 180,443 25 18044325 Intemet
18 # dop  forward 17 (udp) 1194 1194 Intemet

Obrazek 306 - Zahazovaci pravidla ¢.3
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22 PENETRACNI TESTY

Pro potieby penetracnich testli budeme vyuzivat Linuxovou distribuci Kali, je tudiz nutné ji
nejprve stahnout a nainstalovat. Stahneme si pfedpiipravenou Custom edici dostupnou z
Hhttps://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-

download/#1572305786534-030ce714-cc3b“. Vytvotfime instalaéni disk pro instalaci na
pocitac, nebo nainstalujeme jako virtudlni stroj pomoci VirtualBoxu, Hyper-v ¢i VMware
Workstation. Vyuzijeme pro nase potieby Oracle VMbox, kde importujeme stazenou
applianci a nasledné potvrdime licen¢ni podminky. Pro potieby penetracnich testl si
vytvofime nového wuzivatele v Active Directory (pentest) na naSem DC serveru

(192.168.230.3), ktery bude mit pouze uzivatelské opravnéni oproti doposud uzivanému

uzivatelskému uctu (nemronl), ktery je doménovy administrator.

Ls

€ Import virtudlni appliance

Nastaveni pro applianci

Zde jsou virtualni poditace s doporucenym mapovanim pro import do VirtualBoxu, VEtSinu techto vlastnost mizete zménit poklepanim na poloZku a zakazat jing

pomoc zaskrtdvacich Hadtek nife.

Virtudlni systém 1
5{,& Mazev
@ Produkt
@ URL produktu
@ Vyrobce
@ URL na vyrobce
@ Verze
@ Popis
E 05 hosta
{J cru
& rem
® ovo
(5 USE fadi¢
(0 Zvukova karta
@ Sitova karta
> Radi¢ pro dlogitté (IDE)
> Radi¢ pro dlogisté (IDE)

Kali-Linux-2020.1-vbox-amd64

Kali Linux

https:/fwww.kali.org/

Offensive Security
https:/fwww.offensive-security.com/
Rolling (2020.1) x64

Kali Rolling (2020.1) x64...

[ Debian (64-bit)

2

2042 MB

ICH AC97

Intel PRO/1000 MT Desktap (82540EM)
PlIx4

Plix4

v & Radi¢ pro uloZisté (SATA) AHCI

A

Machine Base Folder: |

Ci\WUsers\Ondra\VirtualBox YMs

MAC Address Policy: | Indude only NAT network adapter MAC addresses

Additional Options: Import hard drives as VDI

Appliance is not signed

Dale se ptihlasime defaultnim uctem kali. Prvn€ v terminalu zménime heslo pro nas root

ucet kali.

Obnovit vychozi Import

Obrazek 307 - KALI Linux VirtualBox

Erusit


https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/#1572305786534-030ce714-cc3b
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/#1572305786534-030ce714-cc3b
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& Active Directory Users and

File Action View Help
ol AN eos (N = N

] Active Directory Users and
» [ 7] Saved Queries
v i nem.ocal
» [ Builtin
» ] Computers
» [a] Domain Controllers
|| ForeignSecurityPrin
» 4] Groups
| Managed Service Ac
>[4 Microsoft Exchange
(4] NEM_Users
» 3] Servers
» |4 Servers_update
(2| TEST_ENVIRONMEN
> [ Users

Pen Test Properties ? x
Member Of Dial-n Environment Sessions
Remote control Remote Desktop Services Profile COM+

General Address Account Profile Telephones Organization

& Fen Test

First name: | Initials: ‘ ‘
Last name: [Test |
Display name: |Psn Test ‘
Description: | ‘
Ot | |
Telephone number: | ‘ | Other... |
E-mail; | ‘

wepages [ [ ohen |

Obrazek 308 - Vytvoreni uzivatele AD

Obrazek 309 - KALI ptihlaseni

lifgkali:~$ passwd

Ka

Changing password for kali.

Current password:

New password:

Retype new password:

passwd: password updated successfully
caligka

iz~

Obrazek 310 - KALI zména hesla

Pokracujeme instalaci softwaru Nessus.

root@kali:~/Downloads# dpkg -1 Nessus-8.10.0-debian6_amd64.deb

Selecting previously unselected package nessus.

(Reading database ...

Preparing to unpack Nessus-8.10.0-debian6 amd64.deb ...
Unpacking nessus (8.10.8) ...

Setting up nessus (8.10.8) ...

Unpacking Nessus Scanner Core Components...

Obrazek 311 - Instalace Nessus

333335 files and directories currently installed.)
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( Ynessus

Initializing

sus prepares the files needed

Obrazek 312 - Instalace Nessus ¢.2

Po nainstalovani software Nessus je nutné si vytvorit ucet a nasledné se pomoci n¢j

ptihlaSovat.

22.1 Reconnaissance (Priuzkum)

Prvni ¢asti penetracnich testti bude takzvany prizkum, zde bychom mohli zavést veskeré
obvyklé soucasti jako fyzicky prizkum, nicméné vzhledem k naSemu laboratornimu
testovacimu prostfedi se budeme soustfedit pouze na ovéreni cile a zakladni mapovani

sitového prostiedi a infrastruktury.

22.1.1 Ovéreni cile (domény)

Zapocneme ovérenim, zda jsme schopni ziskat informace o nasi spolecnosti a doméné
v oblasti OSINT (Open Source Intelligence), cozZ jsou vlastné volné dosaZzitelné informace
dostupné na internetu. Podivame se na web who.is, kde zkusime vyhledat nasi doménu
nem.local, kde jsme nenalezli zadné vysledky, nebot’ doména neni oficialné registrovana a

nevyuziva zadné certifikacni autority.

nem.local

whois information

m DNS Records Diagnostics
Similar Domains

nem.li | nem.lt | nem.iv |

Obrazek 313 - Who.is

Webova databdze nalezla pouze podobné nasemu zadani podobné domény nem.li, nem.it,
nem.lv. Zaroven byly nalezeny DNS zdznamy pro nem.local, nicméné nejedné se o nasi

doménu.
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nem.local

DNS information

Whois. DNS Records Diagnostics

DNS Records for nem.local

Hostname Type ™m Priority Content

nem local SOA 86392 2 root-servers net nstid@verisign-grs com 2020071301 1800 900 604800 86400

Obrazek 314 - Who.is ¢.2

Stejné jako u whois prizkumu vyuzijeme hunter.io, kde se pokusime nalézt emailové adresy
pro nasi doménu, nicméné¢ stejné jako v predchozim ptipadé nebude nic nalezeno vzhledem
k necertifikované doméné, stejnym zpisobem vyuzijeme theHarvester pifimo v distribuci
KALI, pomoci terminalového ptikazu theHarvester -d nem.local -1 500, kde ,,-d* urcuje

doménu a ,,-1“ pocet hledani. Nicmén¢ ani v tomto ptipadé nebudou vysledky.

# hunter Product ¥  Pricing Sign in

Q_ Domain Search

Hunter's most powerful email-finding tool. Find email addresses

from any company name or website in seconds

nem.local Find email addresses

No email addresses found. Why?

Obrazek 315 - hunter.io

rootdkali:~# theHarvester -d nem.local -1 500
table results already exists

et s v s e e sk s s e sk sk sk s e ok s s e s s o sk ol sk e s e e e st ek e e e e e e de e ek

* _ . *
= | |_] |— AN SN | I |
* | | _\N/_\ //_//_"'_\\//_V__/_\'_|*
* = SV A dl| \Vv/ _NA_\N|| *
i\ S | S o S S | N/ S | N\ ]\ N S *
* *
* theHarvester 3.1.0 *

#* Coded by Christian Martorella *
* Edge-Security Research *
* cmartorellagedge-security.com *
* *

et s s sl e e e e e e s e s e s e sk skl e s e s e sl e e s o ke e e ok sl e e sk e s e e e e el sk sl e e ke e e e e e de e e

[N
[*] No IPs found.
[*] No emails found.

[*] No hosts found.

Obrazek 316 - theHarvester
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Dale ovetfime, Ze opravdu neni k dispozici certifikat pro nasi doménu pomoci crt.sh, ktery

nam sice nalezne fungujici certifikaty, nicméné vSechny odkazujici na jiné svétové lokality.

Certificates

Obrazek 317 - crt.sh

22.2 Externi penetrace ,,veiejné*“ adresy

V nasem laboratornim prostfedi je pro nas vefejnou adresou adresa L3 switche, kterou mame
staticky pfifazenou z nadfazeného routeru. Prvni sken provedeme pomoci programu nmap,
ktery ndm umozni mimo jiné skenovat porty a provadét ping sweep, zamétime jej na nasi
»vefejnou* adresu coZ je pro nas adresa L3 switche 192.168.0.110.

rootdkali:~# nmap -sT -p- -T4 -A -0 -sV 192.168.0.110]"

Obrazek 318 - nmap piikaz

Zvolili jsme ,,-sT* pro standartni sken, rychlost T4, coZ je vlastné nejrychlejsi mozny sken,
nebot’ nds nezajima, jestli bychom mohli byt odhaleni. Déle ,,-p-“ je znacka pro vSechny
porty, ,,-sV* je zjiSténi verzi sluzeb na portech a ,,-A“ a ,,-O* jsou parametry pro detekci
operacnich systémt u hostd. Zven¢i jsme zjistili, Ze veSkeré porty jsou na firewallu

filtrovany.
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“Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-16 21:4@ BST

Stats: ©:15:30 elapsed; @ hosts completed (1 up), 1 undergoing Connect Scan
Connect Scan Timing: About 70.72% done; ETC: 22:02 (@:06:25 remaining)

Nmap scan report for 192.168.8.110

Host is up (0.0028s latency).

All 65535 scanned ports on 192.168.0.110 are filtered

MAC Address: 64:D1:54:1C:76:07 (Routerboard.com)

Too many fingerprints match this host to give specific 0S5 details

Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 2.84 ms 192.168.0.110

0S and Service detection performed. Please report any incorrect results at h
ttps://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 1317.41 seconds

rootakali:~# [

Obrazek 319 - nmap piikaz ¢.2

Dale jest¢ otestujeme externi zranitelnosti na nas$i vnéjsi adrese 192.168.0.110 pomoci
»hmap -sT -sV -A -p- --script vuln 192.168.0.110%. Ktery nam otestuje, jak porty coz jsme
jiz udélali v ptedeslém testu, tak i vulnerability a zkusi nalézt sluzby, které jsou pouzivany
na jednotlivych portech.

root@kali:~# nmap -sT -sV -A -p- —script vuln 192.168.0.110
Starting™map 7.80 ( https://nmap.org ) at 2020-87-18 13:49 BST
Stats: @:00:03 elapsed; @ hosts completed (@ up), ©® undergoing Script Pre-Sc
an
NSE Timing: About @.00% done
Pre-scan script results:
broadcast-avahi-dos:
Discovered hosts:
224.0.0.251

After NULL UDP avahi packet DoS (CVE-2011-1002).
_ Hosts are all up (not vulnerable).
Nmap scan report for 192.168.0.110
Host is up (@.0027s latency).
Not shown: 65533 filtered ports

Obrazek 320 - nmap prikaz ¢.3

PORT STATE SERVICE VERSION

80/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

clamav-exec: ERROR: Script execution failed (use -d to debug)

http-csrf: Couldn't find any CSRF vulnerabilities.

http-domba@bd-xss: Couldn't find any DOM based XSS.

http-server-header: Microsoft-HTTPAPI/2.0

http-stored-xss: Couldn't find any stored XSS wulnerabilities.

443/tcp open https?

clamav-exec: ERROR: Script execution failed (use -d to debug)

http-aspnet-debug: ERROR: Script execution failed (use -d to debug)

http-csrf: Couldn’'t find any CSRF vulnerabilities.

http-dombased-xss: Couldn't find any DOM based XSS.

http-stored-xss: Couldn't find any stored XSS vulnerabilities.

http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug)

ssl-ccs-injection: No reply from server (TIMEOUT)

_sslv2-drown:

MAC Address: 64:D1:54:1C:76:07 (Routerboard.com)

Warning: 0SScan results may be unreliable because we could not find at least
1 open and 1 closed port

05 fingerprint not ideal because: Missing a closed TCP port so results incom
plete

No 05 matches for host

Network Distance: 1 hop

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Obrazek 321 - nmap vysledky
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22.3 Externi testovani webu

Prvni krokem bude i zde nmap, ktery nam pomuze zjistit porty a dostupné zranitelnosti
naSeho webového serveru z externiho zatizeni. Testovani provedeme pro porty 80 a 443,
dale pouzijeme moznosti skriptt, které oveéri, zda jsou k nalezeni zndmé zranitelnosti.

rootakali:~#¥ nmap -p 80 --script vuln 192.168.0.110
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-17 13:27 BST
Pre-scan script results:
broadcast-avahi-dos:
Discovered hosts:
224.0.0.251

After NULL UDP avahi packet DoS (CVE-2011-1002).

Hosts are all up (not vulnerable).
Nmap scan report for 192.168.0.110
Host is up (©0.0028s latency).

PORT  STATE SERVICE

80/tcp open http

_clamav-exec: ERROR: Script execution failed (use -d to debug)
_http-csrf: Couldn't find any CSRF vulnerabilities.
_http-domq@sed-xss: Couldn't find any DOM based XSS.
_http-stored-xss: Couldn't find any stored XSS vulnerabilities.

MAC Address: 64:D1:54:1C:76:07 (Routerboard.com)

Nmap done: 1 IP address (1 host up) scanned in 167.16 seconds

Obrazek 322 - nmap Webtest

root@kali:~# nmap -p 443 —script vuln 192.168.0.110
Starting Nmap 7.80 ( https://nmap.org ) at 2020-87-17 13:15 BST
Pre-scan script results:
broadcast-avahi-dos:

Discovered hosts:

224.9.0.251

After WULL UDP avahi packet DoS (CVE-2011-1002).
_ Hosts are all up (not vulnerable).
¥map scan report for 192.168.8.110
Host is up (0.0021s latency).

PORT STATE SERVICE

£43/tcp open https

_clamav-exec: ERROR: Script execution failed (use -d to debug)
_http-aspnet-debug: ERROR: Script execution failed (use -d to debug)
_http-csrf: Couldn't find any CSRF vulnerabilities.
_http-dombased-xss: Couldn't find any DOM based XSS.
_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
_http-vuln-cve2@14-3704: ERROR: Script execution failed (use -d to debug)
_ssl-ccs-injection: No reply from server (TIMEOUT)

_sslvi-drown:

MAC Address: 64:D1:54:1C:76:07 (Routerboard.com)

Nmap done: 1 IP address (1 host up) scanned in 149.21 seconds

Obrazek 323 - nmap Webtest ¢.2

Naésledné pouzijeme ndstroj whatweb, ktery prozkoumd a uvede technologie i jejich

nedostatky, které jsme pouzili na nasi intranetové webové strance.
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rootgkali:~# whatweb -v https://webnem.nem.local/intranet
WhatWeb report for https://webnem.nem.local/intranet

Status : 301 Moved Permanently

Title : Document Moved

IP : 192.168.250.2

Country

Summary : RedirectLocation[https://webnem.nem.local/intranet/], Microsoft-

I115[10.0], HTTPServer[Microsoft-I15/10.0]

Detected Plugins:

[ HTTPServer ]
HTTP server header string. This plugin also attempts to
identify the operating system from the server header.

String : Microsoft-115/10.0 (from server string)

[ Microsoft-IIS ]
Microsoft Internet Information Services (IIS) for Windows
Server is a flexible, secure and easy-to-manage Web server
for hosting anything on the Web. From media streaming to
web application hosting, IIS's scalable and open
architecture is ready to handle the most demanding tasks.

Version : 10.0
Website : http://www.iis.net/

Obrazek 324 — Whatweb

[ irectLocation ]
HTTP Server string location. used with http-status 301 and
302

String : https://webnem.nem.local/intranet/ (from location)

HTTP Headers:
HTTP/1.1 381 Moved Permanently
Content-Type: text/html; charset=UTF-8
Location: https://webnem.nem.local/intranet/
Server: Microsoft-IIS/10.0
Date: Sat, 18 Jul 2820 12:55:89 GMT
Connection: close
Content-Length: 157

WhatWeb report for https://webnem.nem.local/intranet/

Status 1 200 0K

Title : W3.CSS Template

IP : 192.168.250.2

Country

Summary : PHP[7.4.1], Email[test@test.com], Microsoft-IIS[10.0], HTTPServe

r[Microsoft-115/10.0], HTML5, X-Powered-By[PHP/7.4.1], Script

Obrazek 325 - Whatweb ¢.2
Pomoci ptikazu ,,whatweb -v https://webnem.nem.local/intranet >> ./Desktop/whatweb.txt",

ktery nam umozni rovnou uloZit ziskana data do textového souboru, web prozkoumame.

Deteci;d Plugins:

[ Ema:i ]
Extract email addresses. Find valid email address and
syntactically invalid email addresses from mailto: link
tags. We match syntactically invalid links containing
mailto: to catch anti-spam email addresses, eg. bob at
gmail.com. This uses the simplified email regular
expression from
http://www.regular-expressions.info/email.html for valid
email address matching.

String : testitest.com
[ HTMLS ]
HTML version 5, detected by the doctype declaration

[ HTTPServer ]
HTTP server header string. This plugin also attempts to
identify the operating system from the server header.

String : Microsoft-IIS/10.0 (from server string)

Obrazek 326 - Whatweb ¢.3
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[ Microsoft-IIS ]

3 Microsoft Internet Information Services (IIS) for Windows
Server is a flexible, secure and easy-to-manage Web server
for hosting anything on the Web. From media streaming to
web application hosting, IIS's scalable and open
architecture is ready to handle the most demanding tasks.

Version : 10.0
Website : http://www .iis.net/

[ PHP ]
PHP is a widely-used general-purpose scripting language
that is especially suited for Web development and can be
embedded into HTML. This plugin identifies PHP errors,
modules and versions and extracts the local file path and
username if present.

Version : 7.4.1
Google Dorks: (2)
Website : http://www.php.net/

Obrazek 327 - Whatweb ¢.4

[ Seript ]
This plugin detects instances of script HTML elements and
returns the script language/type.

[ X-Powered-By ]
X-Pawered-ay HTTP header

String : PHP/7.4.1 (from x-powered-by string)

HTTP Headers:
HTTP/1.1 200 OK
Content-Type: text/html; charset=UTF-8
Server: Microsoft-IIS/10.0
X-Powered-By: PHP/7.4.1
Date: Sat, 18 Jul 2820 12:55:15 GMT
Connection: close
Content-Length: 12012

Obrazek 328 - Whatweb ¢.5

Stejny sken jesté provedeme pomoci nastroje nikto a pokusime se ziskat vicero dat.

Pouzijeme proto ptikaz ,nikto -C -port 80,443 -Tuning x -Cgidirs all -host 192.168.0.110%.

root@kali:~# nikto -C -port 80,443 -Tuning x -Cgidirs all -host 192.168.0.11

0
- Nikto v2.1.6
Y
Ly
+ Target IP: 192.168.0.110
+ Target Hostname: 192.168.0.110
+ Target Port: 80
+ Start Time: 2020-07-18 14:58:41 (GMT1)

+ Server: Microsoft-HTTPAPI/2.0
+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XS5-Protection header is not defined. This header can hint to the us

er agent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user ag
ent to render the content of the site in a different fashion to the MIME typ

e
+ 26521 requests: @ error(s) and 3 item(s) reported on remote host
+ End Time: 2020-07-18 15:00:43 (GMT1) (122 seconds)

+ 1 host(s) tested

Obrazek 329 — nikto

Nasledné vyuZzijeme moznosti nainstalovaného softwaru Nessus, kde provedeme webscan.
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Obrazek 330 - Nessus webscan

22.4 Interni penetracni testy

22.4.1 Zjisténi hosti (nslookup, dig, dnsrecon)

Prvné zjistime dns zaznam pro nasi lokalni doménu a posléze otestujeme DNS zone transfer
a zjistime si informace ohledné¢ DNS serveru domény.

rootakali:~# host -t ns nem.local
nem.local name server esxldclv.nem.local.
root@kali:~# host -t*a nem.local
nem.local has address 192.168.230.3
root@kali:~# host -t mx nem.local
nem.local has no MX record

root@kali:~# host -t aaaa nem.local
nem.local has no AAAA record
root@kali:~# nslookup nem.local

Server: 192.168.230.3
Address: 192.168.230.3453
Name : nem.local

Address: 192.168.230.3

Obrazek 331- host piikaz

rootakali:~# dig axfr nem.local 192.168.230.3

; <<>> DiG 9.16.3-Deélpian <<>> axfr nem.local 192.168.230.3
;3 global options: +cmd

; Transfer failed.

; Transfer failed.

Obrazek 332 - dig piikaz

roota@kali:~# dnsrecon -d nem.local -t axfr

[#] Testing NS Servers for Zone Transfer

[#] Checking for Zone Transfer for nem.local name servers
[#] Resolving SOA Record

[+] S0A esxldclv.nem.local 192.168.230.3

[#] Resolving NS Records

[#] NS Servers found:

[#] NS esxldclv.nem.local 192.168.230.3
[*] Removing any duplicate NS server IP Addresses ...
[*]

[#] Trying NS serugk 192.168.230.3

[+] 192.168.230.3 Has port 53 TCP Open
Zone Transfer Failed!

Zone transfer error: REFUSED

Obrazek 333 - dnsrecon piikaz
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Nasledné vzhledem ke zjisténé adrese 192.168.230.3 zkusime pingsweep na subnety,
abychom zjistili, kde jsou aktivni brany a nasledn¢ provedeme IP sken danych podsiti pro
zjisténi spusténych hosti pomoci piikazu ,,nmap -sN -v -PE 192.168.*.1% a nasledn¢
provedeme stejnym zplisobem ping objevenych pouzivanych subneti.

Nmap scan report for 192.168.200.1
Host is up (0.0014s latency).
ATL 1000 scanned ports on 192.168.200.1 are open|filtered

Nmap scan report for 192.168.215.1
Host is up (@.0011s latency).
All 1000 scanned ports on 192.168.215.1 are open|filtered

Nmap scan report for 192.168.220.1
Host is up (@.00063s latency).
All 1000 scanned ports on 192.168.220.1 are open|filtered

Nmap scan report for 192.168.230.1
Host is up (©@.0021s latency).
All 1000 scanned ports on 192.168.230.1 are open|filtered

Nmap scan report for 192.168.250.1
Host is up (@.005@s latency).
All 1000 scanned ports on 192.168.250.1 are open|filtered

Initiating NULL Scan at 21:12

Scanning 192.168.240.1 [1000 ports]

Completed NULL Scan at 21:13, 21.1@0s elapsed (1000 total ports)
Nmap scan report for 192.168.240.1

Host is up (@.00021s latency).

All 1000 scanned ports on 192.168.2408.1 are open|filtered

Obrazek 334 - nmap scan report

root@kali:~# nmap -sL 192.168.200.0/24 | grep nem.local
Nmap scan report for vpnlv.nem.local (192.168.200.2)

Obrazek 335 - scan report (200)

root@kali:~# nmap -sL 192.168.215.0/24 | grep nem.local
Nmap scan report for backupsviv.nem.local (192.168.215.2)

Obrazek 336 - scan report (215)

rootakali:~# nmap -sL 192.168.230.0/24 | grep nem.local

Nmap scan report for esxprtlv.nem.local (192.168.230.4)
Nmap scan report for appsviv.nem.local (192.168.230.7)
Nmap scan report for wsuslv.nem.local (192.168.230.8)
Mmap scan report for monsviv.nem.local (192.168.230.10)
Nmap scan report for exsviv.nem.local (192.168.238.11)
Nmap scan report for mailsvilv.nem.local (192.168.230.12)
Nmap scan report for radsvlv.nem.local (192.168.230.15)
Mmap scan report for fsiv.nem.local (192.168.230.20)

Obrazek 337 - scan report (230)

rootdkali:~# nmap -sL 192.168.240.0/24 | grep nem.local
Nmap scan report for cznneml.nem.local (192.168.240.6)

Obrazek 338 - scan report (240)

root@kali:~# nmap -sL 192.168.250.0/24 | grep nem.local
Nmap scan report for webnem.nem.local (192.168.250.2)

Obrazek 339 - scan report (250)
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22.4.2 Jednotlivé reporty serveri (nmap)

22.4.2.1 Domain controller nmap scan

Starting Nmap 7.8¢ ( https://nmap.org ) at 2020-87-21 21:36 BST

Pre-scan script results:
broadcast-avahi-dos:
After NULL UDP avahi packet DoS (CVE-2011-1002).
_ Hosts are all up (not vulnerable).
broadcast-dhcp-discover:
Response 1 of 1:
IP Offered: 192.168.240.3
Subnet Mask: 255.255.255.@
Server Identifier: 192.168.2
Router: 192.168.240.1
Domain Name Server: 192.168.23@.3, 192.168.230.3
Domain Name: nem.local\x@@

lmap scan report for 192.168.238.3
Host is up (2.0012s latency).
Not shown: 65529 filtered ports
PORT STATE SERVICE VERSION
53/tcp open domain?
_clamav-exec: ERROR: Script execution failed (use -d to debug)
_dns-fuzz: The server seems impervious to our assault
“dns-nsec-enum: Can't determine domain for host 192.168.238.3; use dns-nsec-enum.domains script arg
_dns-nsec3-enum: Can't determine domain for host 192.168.230.3; use dns-nsec3-enum.domains script arg
fingerprint-strings
DNSVersionBindReqTCP
version

_ bind
88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 20620-87-21 20:38:337)
|_clamav-exec: ERROR: Script execution failed (use -d to debug)

135/tcp open msrpc Microsoft Hindows RPC
| _clamav-exec: ERROR: Script execution failed (use -d to debug)
389/tep open ldap Microsoft Windows Active Directory LDAP (Domain: nem.local, Site: Default-First-Site-Name)

|_clamav-exec: ERROR: Script execution failed (use -d to debug)

Obrazek 340 - DC nmap test

1dap-rootdse:
LDAP Results
<ROOT>

domainFunctionality: 7
forestFunctionality: 7
domainControllerfunctionality: 7
rootDomainNamingContext: DC=nem,DC=local
1dapServiceliame: nem.local:esxddclv@NEM. LOCAL
isGlobalCatalogReady: TRUE
supportedsASLMechanisms: GSSAPT
supportedSASLMechanisms: G5S-SPNEGO
supportedSASLMechanisms: EXTERNAL
supportedSASLMechanisms: DIGEST-MD5
supportedLDAPVersion: 3
supportedLDAPVersion: 2

subschemaSubentry: CN=Aggregate,CN=Schema,CN=Configuration,DC=nem,DC=local
serverllame: CN-ESX1DC1V,CN=Servers,CH=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=nem,DC=local
schemallamingContext: CN=Schema, CN=Configuration,DC=nem,DC=local
namingContexts: DC=nem,DC=local
namingContexts: CN=Configuration,DC=nem,DC=local
CN=Schema, CN=Configuration,DC=nem,DC=local
DC-DomainDnsZones,DC=nem, DC=1ocal
DC=ForestDnsZones ,DC=nem, DC=1ocal
TRUE
highestCommittedUsN: 125068
dsServiceName: CN=NTDS Settings,CN=ESX1DC1V,CN=Servers,Cl=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=nem,DC=local
dnsHostName: esxldelv.nem.local
defaulthaningContext: DC=nem,DC=local
currentTime: 20200721205106.07
N configurationNamingContext: CH=Configuration,DC=nem,DC=local
_sslv2-drown:
3268/tcp open 1ldap Microsoft Windows Active Directory LDAP (Domain: nem.local, Site: Default-First-Site-Name)
|_clamav-exec: ERROR: Script execution failed (use -d to debug)

No 0S matches for host
Network Distance: 2 hops
Service Info: Host: ESXIDCAV; OS: Windows; CPE: cpe:/o:microsoft:windows

Obrazek 341 - DC nmap test ¢.2
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Host script results:
|_dns-brute: Can't guess domain of "192.168.238.3"; use dns-brute.domain script argument.
| _ferdns: FAIL (No PTR record)

| firewalk:
| HOP HOST PROTOCOL BLOCKED PORTS
|1 192.168.248.1 tcp 110

|_ipidseq: Unknown

|_path-mtu: PMTU == 1500

| gscan:

| PORT FAMILY MEAN (us) STDDEV LOSS (%)
0%

| 53 a 700.48 126.17 @

| 88 a 704.58 125.18 0.8%
| 135 @ 747.98 80.35 0.6%
| 389 @ 738.68 128.96 0.0%
| 3268 1 783.80 61.16 0.8%
|_3269 1 784.80 84.57 0.0%

TRACEROUTE (using port 53/tcp)
HOP RTT ADDRESS

1 1.2¢ ms 192.168.249.1

2 1.48 ms 192.168.230.3

Post-scan script results:

| reverse-index:

| 53/tcp: 192.168.238.3

| 88/tcp: 192.168.238.3

| 135/tcp: 192.168.238.3
| 389/tcp: 192.168.238.3
| 3268/tcp: 192.168.238.3
|_ 3269/tcp: 192.168.230.3

Mmap done: 1 IP address (1 host up) scanned in 889.25 seconds

Obrazek 342 - DC nmap test ¢.3

22.4.2.2 File server nmap scan

Starting Nmap 7.88 ( https://nmap.org ) at 2020-87-22 21:54 BST

Pre-scan script results
broadcast-avahi-dos:
After NULL UDP avahi packet DoS (CVE-2011-1002).
Hosts are all up (not vulnerable).
broadcast-dhcp-discover:
Response 1 of 1:
IP Offered: 192.168.248.3
Subnet Mask: 255.255.255.@
Server Identifier: 192.168.23@.3
Router: 192.168.248.1
Domain Mame Server: 192.168.238.3, 192.168.238.3
Domain MNeme: nem.locall\x@e

PORT STATE SERVICE VERSION
53/tcp open domain?

fingerprint-strings:

DNSVersionBindReqTCP:
version

_ bind

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

Network Distance: 2 hops

TCP Sequence Prediction: Difficulty=265 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| _clock-skew: -43s

| smb2-security-mode

| 2.02:

I_ Message signing enabled but not required
| smb2-time:

| date: 2020-87-23T89:43:82

|_ start_date: N/A

TRACEROUTE (using port 445/tcp)
HOP RTT ADDRESS

1 1.21 ms 192.168.248.1

2 1.55 ms 192.168.230.20

Nmap done: 1 IP address (8 hosts up) scanned in 43.92 seconds

Obrazek 343 - DC nmap test ¢.4
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22.4.2.3 Application server nmap scan

Starting Mmap 7.8@ ( https://nmap.org ) at 2828-87-23 11:22 BST

PORT STATE SERVICE VERSIOM

53/tcp open domain?

| fingerprint-strings:

|  DNSVersionBindReqTCP:

| version

| bind

8@/tcp open http Microsoft HTTPAPI httpd 2.@ (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0

| _http-title: Not Found

443 /tcp open ssl/http Microsoft HTTPAPI httpd 2.8 (SSDP/UPnP)
| _http-server-header: Microsoft-HTTPAPI/2.0

| _http-title: Mot Found

ssl-cert: Subject: commonName=appsvlv.nem.local

Subject Alternative Name: DNS:appsvlv.nem.local

Issuer: commonName=appsvlv.nem.local

Public Key type: rsa

Public Key bits: 2848

Signature Algorithm: sha256WithRSAEncryption

Not velid before: 2028-87-16T13:19:27

Not valid after: 2021-87-16T00:00:00

MD5: 6578 bb87 951c 4113 cf7c 78de 18e5 7ced

SHA-1: 2b11 c7ed eaa7 aZe6 ae@f 5bb@ 3bff 4e38 2138 cf29

_ssl-date: 2028-87-23710:24:56+00:80; -43s from scanner time.

Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=258 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| _clock-skew: -43s

TRACEROUTE (using port 53/tcp)
HOP RTT ADDRESS

1 1.82 ms 192.168.240.1

2 1.11 ms 192.168.230.7

Obrazek 344 - Aplikac¢ni server nmap test

PORT  STATE SERVICE
53/tcp open domain
_clamav-exec: ERROR: Script execution failed (use -d to debug
“dns-fuzz: The server seems impervious to our assault.
_dns-nsec-enum: Can't determine domain for host 192.168.238.7; use dns-nsec-enum.domains script arg
_dns-nsec3-enum: Can't determine domain for host 192.168.230.7; use dns-nsec3-enum.domains script arg.
80/tcp open http
_citrix-brute-xml: FAILED: No domain specified (use ntdomain argument)
_clamav-exec: ERROR: Script execution failed (use -d to debug

http-brute:
_ Path "/ does not require authentication
_http-chrono: Request times for /; avg: 178.86ms; min: 176.50ms; max: 181.081ms
_http-comments-displayer: Couldn't find any comments.
_http-csrf: Couldn't find any CSRF vulnerabilities.
_http-date: Thu, 23 Jul 2620 11:27:32 GMT; -43s from local time
“http-devframework: Couldn't determine the underlying framework or CMS.|
_http-dombased-xss: Couldn’t find any DOM based XSS.

http-errors:

Spidering limited to: maxpagecount-4@; withinhost=192.168.230.7

Found the following error pages

Error Code: 484
_ https://192.168.230.7:443/
_http-feed: Couldn't find any feeds.
_http-fetch: Please enter the complete path of the directary to save data in.
http-headers:
Content-Type: text/html; charset=us-ascii
Server: Microsoft-HTTPAPI/2.0
Date: Thu, 23 Jul 2028 11:57:38 GMT
Connection: close
Content-Length: 315

_ (Request type: GET)
_http-maluare-host: Host appears to be clean
_http-mobileversion-checker: No mobile version detected.
_http-referer-checker: Couldn't find any cross-domain scripts
http-security-headers:
Strict_Transport_Security:
_ HSTS not configured in HTTPS Server
_http-server-header: Microsoft-HTTPAPL/2.@
http-sitemap-generator:
Directory structure:
Longest directory structure:
Depth: @
Dir: /
Total files found (by extension):

Obrazek 345 - Aplikacni server nmap test ¢.2
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| _http-slowloris: false
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
_http-title: Not Found
http-useragent-tester:
Status for browser useragent: 484
Allowed User Agents:
Mozilla/5.@ (compatible; Nmap Scripting Engine; https://nmap.org/book/nse.htm]
libwn
lwp-trivial
libcurl-agent/1.0
PHP/
Python-urllib/2.5
GT: : Wkl
Snoopy
MFC_Tear_Sample
HTTP::Lite
PHPCrawl
URI::Fetch
Zend_Http_Client
http client
PECL: :HTTP
Wget/1.13.4 (linux-gnu)
_ Wl -Mechanize/1.34
http-vhosts:
_127 names had status 484
_http-xssed: No previously reported XSS vuln.
ssl-cert: Subject: commonMame=appsvlv.nem.local
Subject Alternative Name: DNS:appsviv.nem.local
Issuer: commonName=appsvlv.nem.local
Public Key type: rsa
Public Key bits: 2048
Signature Algorithm: sha256WithRSAEncryption
Not walid before: 2020-87-16T13:19:27
Not walid after: 2021-87-16T@0:00:00
MD5: 6578 b687 951c 4113 cf/c 7@de 18e5 7ced
_SHA-1: 2b11 c7ed eaa7 aleb aelf 5bb@ 3bff 4e38 2138 cf29
|_ssl-date: 2020-87-23T11:59:48+00:00; -43s from scanner time.

Obrazek 346 - Aplikacni server nmap test ¢.3

ssl-enum-ciphers:
TLSvl.@:
ciphers:
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp384rl) - A
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (ecdh_x25519) - A
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES 128 CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C
compressors:
HULL
cipher preference: server
warnings:
64-bit block cipher 3DES vulnerable to SWEET32 attack
TLSv1.1:
| ciphers:
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp384rl) - A
| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (ecdh_x25519) - A
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C
compressors:
NULL
cipher preference: server
warnings:
64-bit block cipher 3DES vulnerable to SWEET32 attack
TLSv1.2:
ciphers:
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp384rl) - A
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (ecdh_x25519) - A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048) - A
TLS_DHE_RSA_WITH_AES_128 GCM_SHA256 (dh 2848) - A
| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp3s4rl) - A
| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (ecdh_x25519) - A
| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp384rl) - A
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (ecdh_x25519) - A
TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
TLS_RSA_WITH_AES_128 GCM_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES 128 CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C
compressors:
HULL
cipher preference: server
warnings:
64-bit block cipher 3DES vulnerable to SWEET32 attack
_ least strength: C
| _sslv2-drown:
| tls-alpn:
|_ http/l.1

Nmap done: 1 IP address (1 host up) scanned in 3792.23 seconds
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22.4.2.4 Backup server nmap scan

Pre-scan script results:

| broadcast-avahi-dos:

|  After NULL UDP avahi packet DoS (CVE-2011-1902).
|_ Hosts are all up (not vulnerable).

| broadcast-dhcp-discover:

| Response 1 of 1:

| IP Offered: 192.168.248.3

| Subnet Mask: 255.255.255.8

| Server Identifier: 192.168.230.3

| Router: 192.168.240.1

| Domain Mame Server: 192.168.238.3, 192.168.230.3
|_  Domain Mame: nem.local\x@8

Nmap scan report for 192.168.215.2

Host is up (©.80888s latency).

Not shown: 65532 filtered ports

PORT STATE SERVICE VERSION

53/tcp  open domain?

|_clamav-exec: ERROR: Script execution failed (use -d to debug)

| _dns-fuzz: The server seems impervious to our assault.

| _dns-nsec-enum: Can't determine domain for host 192.168.215.2; use dns-nsec-enum.domains script arg.
| _dns-nsec3-enum: Can't determine domain for host 192.168.215.2; use dns-nsec3-enum.domains script arg.
| fingerprint-strings:

|  DNSVersionBindReqTCP:

| version

|_ bind

6168/tcp open msrpc  Microsoft Windows RPC

| _clamav-exec: ERROR: Script execution failed (use -d to debug)

11731/tcp open msrpc  Microsoft Mindows RPC

|_clamav-exec: ERROR: Script execution failed (use -d to debug)

Network Distance: 1 hop

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| _dns-brute: Can't guess domain of "192.168.215.2"; use dns-brute.domain script argument
| _fcrdns: FAIL (No PTR record)

| _firewalk: None found

|_ipidseq: Incremental!

| _path-mtu: PMTU == 1508

| gscan:

| PORT  FAMILY MEAN (us) STDDEV LOSS (%)
| 53 e 818.8@ 88.83 0.0%

| 6160 @ 912.20 225.69 0.0%
|_11731 1 922.00 102.53 0.0%

TRACEROUTE (using port 53/tcp)

HOP RTT ADDRESS

1 1.16 ms 192.168.215.2

Post-scan script results:

| reverse-index:

| 53/tcp: 192.168.215.2

| 616@/tcp: 192.168.215.2

|_ 11731/tcp: 192.168.215.2

Nmap done: 1 IP address (1 host up) scanned in 876.62 seconds
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22.4.2.5 Exchange server nmap scan

Starting Nmap 7.88 ( https://nmap.org ) at 2020-87-22 19:49 BST

Pre-scan script results:

| broadcast-avahi-dos:

|  After NULL UDP avahi packet DoS (CVE-2811-1002).
|_ Hosts are all up (not vulnerable).

| broadcast-dhcp-discover:

|  Response 1 of 1:

| IP Offered: 192.168.248.3

| Subnet Mask: 255.255.255.0

| Server Identifier: 192.168.238.3

| Router: 192.168.248.1

| Domain Name Server: 192.168.230.3, 192.168.230.3
|_ Domain Hame: nem.local’x88

Nmap scan report for 192.168.238.11

Host is up (B.88879s latency).

Not shown: 65534 filtered ports

PORT  STATE SERVICE VERSION

53/tcp open domain?

| _clamav-exec: ERROR: Script execution failed (use -d to debug)

|_dns-fuzz: The server seems impervious to our assault.

|_dns-nsec-enum: Can't determine domain for host 192.168.2308.11; use dns-nsec-enum.domains script arg.

| _dns-nsec3-enum: Can't determine domain for host 192.168.230.11; use dns-nsec3-enum.domains script arg.
| fingerprint-strings:

|  DNSVersionBindReqTCP:

| version
I_ bind

Network Distance: 1 hop

Host script results:

| dns-brute: Can't guess domain of "192.168.238.11"; use dns-brute.domain script argument.
| _fecrdns: FAIL (No PTR record)

| firewalk: Mone found

| _ipidseq: Incrementall

| path-mtu: PMTU == 1500

TRACERQUTE (using port 53/tcp)
HOP RTT ADDRESS
1 1.22 ms 192.168.230.11

Post-scan script results:

| reverse-index:

|_ 53/tep: 192.168.230.11

Nmap done: 1 IP address (1 host up) scanned in 877.18@ seconds
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22.4.2.6 Webserver nmap scan

Starting limap 7.80 ( https://nmap.org ) at 2028-87-21 19:23 BST

Pre-scan script results:
| broadcast-avahi-dos:

| After NULL UDP avahi packet DoS (CVE-2011-1002).
|_ Hosts are all up (not vulnerable).

Nmap scan report for 192.168.250.2
Host is up (@.80@88s latency).
Not shown: 65532 filtered ports
PORT STATE SERVICE VERSION
53/tcp open domain?
_clamav-exec: ERROR: Script execution failed (use -d to debug)
_dns-fuzz: The server seems impervious to our assault.
_dns-nsec-enum: Can't determine domain for host 192.168.250.2; use dns-nsec-enum.domains script arg.
_dns-nsec3-enum: Can't determine domain for host 192.168.250.2; use dns-nsec3-enum.domains script arg.
fingerprint-strings:
DNSVersionBindReqTCP:

version
_ bind
80/tcp open http Microsoft HTTPAPL httpd 2.8 (SSDP/UPnP)
_citrix-brute-xml: FAILED: No domain specified (use ntdomain argument)
_clamav-exec: ERROR: Script execution failed (use -d to debug)
http-brute:
_ Path "/" does not require authentication
_http-chrono: Request times for /; awg: 152.57ms; min: 151.69ms; max: 154.86ms
“http-comments-displayer: Couldn't find any comments.
_http-csrf: Couldn't find any CSRF vulnerabilities.
_http-date: Tue, 21 Jul 2020 18:57:20 GMT; -43s from local time.
_http-devframework: Couldn't determine the underlying framework or CMS.
_http-dombased-xss: Couldn’t find any DOM based XSS.
http-errors:
Spidering limited to: maxpagecount=48; withinhost=192.168.250.2

Found the following error pages:

Error Code: 404
_ http://192.168.258.2:80/
_http-feed: Couldn't find any feeds.
_http-fetch: Please enter the complete path of the directory to save data in.
http-headers:
Content-Type: text/html; charset=us-ascii
Server: Microsoft-HTTPAPI/2.8
Date: Tue, 21 Jul 2628 18:57:31 GMT
Connection: close
Content-Length: 315
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_ (Reguest type: GET)
_http-mobileversion-checker: No mobile wersion detected.
_http-referer-checker: Couldn't find any cross-domain scripts.
_http-security-headers:
_http-server-header: Microsoft-HTTPAPI/2.8
http-sitemap-generator:
Directory structure:
Longest directory structure:
Depth: @
Dir: /
Total files found (by extension):

_http-slowloris: false
http-slowloris-check:
VULNERABLE:
Slowloris DOS attack
State: LIKELY VULNERABLE
IDs: CVE:CVE-20887-675@
Slowloris tries to keep many connections to the target web server open and hold
them open as long as possible. It accomplishes this by opening connections ta
the target web server and sending a partial request. By doing so, it starves
the http server’s resources causing Denial Of Service.

Disclosure date: 2009-89-17
References:
http://ha.ckers.org/slowloris/
_ https://cve.mitre.org/cgi-bin/cvename.cginame=CVE-2007-6750
_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
_http-title: Mot Found
http-useragent-tester:
Status for browser useragent: 484
Allowed User Agents:

Mozilla/5.@ (compatible; Hmap Scripting Engine; https://nmap.org/book/nse.html)

1ibuwnne

lup-trivial

libcurl-agent/1.8

PHP/

Python-urllib/2.5

GT: Wil

Snoopy

MFC_Tear_Sample

HTTP::Lite

PHPCrawl

URL: :Fetch

Zend_Http_Client

http client

PECL: :HTTP

Wget/1.13.4 (linux-gnu)

Wil -Mechaniza/1.34
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| http-vhosts:
|_127 names had status 484
|_http-xssed: No previously reported XSS wuln.
443/tcp open https?
|_citrix-brute-xml: FAILED: No domain specified (use ntdomain argument)
_clamav-exec: ERROR: Script execution failed (use -d to debug)
_http-aspnet-debug: ERROR: Script execution failed (use -d to debug)
http-brute:
|_ Path "/" does not require authentication
_http-chrono: Reguest times for /; avg: 8175.14ms; min: 8165.52ms; max: 8179.79ms
_http-comments-displayer: Couldn’'t find any comments.
_http-csrf: Couldn't find any CSRF wvulnerabilities.
|_http-devframework: Couldn't determine the underlying framework or CMS.
_http-dombased-xss: Couldn't find any DOM based XSS.
_http-errors: ERROR: Script execution failed (use -d to debug)
_http-feed: Couldn't find any feeds.
|_http-fetch: Please enter the complete path of the directory to save data in.
_http-mobileversion-checker: No mobile version detected.
_http-referer-checker: Couldn’'t find any cross-domain scripts.
http-security-headers:
| Strict_Transport_Security:
_ HSTS not configured in HTTPS Server
http-sitemap-generator:

Directory structure:

Longest directory structure:

Depth: @
Dir: /
Total files found (by extension):

_http-slowloris: false
_http-stored-xss: Couldn't find any stored XSS5 vulnerabilities.
http-useragent-tester:
Allowed User Agents:

Mozilla/5.@ (compatible; Nmap Scripting Engine; https://nmap.org/book/nse.html)

libwnnw

lwp-trivial

libcurl-agent/1.8@

PHP/

Python-urllib/2.5

GT: =Wk

Snoopy

MFC_Tear_Sample

HTTP::Lite

PHPCrawl

URI::Fetch

Zend_Http_Client

http client

PECL: :HTTP

kget/1.13.4 (linux-gnu)

ikl -Mechanize/1.34
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Network Distance: 1 hop
Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

_clock-skew: -43s

_dns-brute: Can't guess domain of "192.168.250.2"; use dns-brute.domain script argument.
_fecrdns: FAIL (No PTR record)

|_firewalk: Mone found

_ipidseq: Incremental!

_path-mtu: PMTU == 15@8

gscan:
PORT FAMILY MEAN (us) STDDEV LOSS (%)
| 53 2] 820.60 117.14 e@.ex
80 a 751.3@ 159.89 ©.0%
443 @ 7084.80 184.47 ©.8%
traceroute-geolocation:
| HOP RTT  ADDRESS GEOLOCATION

|l_ 1 1.03 192.168.250.2 - ,-

TRACEROUTE (using port 53/tcp)
HOP RTT ADDRESS
1 1.83 ms 192.168.250.2

Post-scan script results:
| reverse-index:

| 53/tcp: 192.168.250.2
| 88/tcp: 192.168.250.2
|_ 443/tcp: 192.168.250.2

Mmap done: 1 IP address (1 host up) scanned in 3946.82 seconds
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22.4.2.7 Monitoring server nmap scan

Starting Nmap 7.88 ( https://nmap.org ) at 2020-87-22 21:38 BST

Pre-scan script results:

| broadcast-avahi-dos:

| After NULL UDP avahi packet DoS (CVE-2011-1002).
|_ Hosts are all up (not wulnerable).

Nmap scan report for 192.168.230.18
Host is up (©.00080s latency).
Not shown: €5534 filtered ports
PORT  STATE SERVICE VERSION
53/tcp open domain?
| _clamav-exec: ERROR: Script execution failed (use -d to debug)
| _dns-fuzz: The server seems impervious to our assault.
_dns-nsec-enum: Can't determine domain for host 192.168.230.18; use dns-nsec-enum.domains script arg.
_dns-nsec3-enum: Can't determine domain for host 192.168.230.18; use dns-nsec3-enum.domains script arg.
fingerprint-strings:
DNSVersionBindReqTCP:
version
bind

Network Distance: 1 hop

Host script results:
_dns-brute: Can't guess domain of "192.168.230.10"; use dns-brute.domain script argument.
_ferdns: FAIL (Ne PTR record)
_firewalk: None found
“ipidseq: Incremental
_path-mtu: PMTU == 1580
traceroute-geolocation:
HOP RTT  ADDRESS GEOLOCATION
_ 1 1.82 192.168.23@.10 - ,-
unusual-port:
WARNING: this script depends on Nmap's service/version detection (-sV)

TRACEROUTE (using port 53/tecp)
HOP RTT ADDRESS
1 1.82 ms 192.168.230.10

Post-scan script results

| reverse-index:

|_ 53/tep: 192.168.238.18

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 876.11 seconds
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22.4.2.8 Print server nmap scan

Starting Nmap 7.80 ( https://nmap.org ) at 2828-87-22 21:12 BST

Pre-scan script results:

| broadcast-avahi-dos:

|  After NULL UDP avahi packet DoS (CVE-2011-1002).
|_ Hosts are 211 up (not vulnerable).

Nmap scan report for 192.168.230.4

Host is up (8.880884s latency).

Not shown: 65534 filtered ports

PORT  STATE SERVICE VERSION

53/tcp open domain?

|_clamav-exec: ERROR: Script execution failed (use -d to debug)

|_dns-fuzz: The server seems impervious to our assault.

|_dns-nsec-enum: Can't determine domain for host 192.168.238.4; use dns-nsec-enum.domains script arg.
|_dns-nsec3-enum: Can't determine domain for host 192.168.230.4; use dns-nsec3-enum.domains script arg.
| fingerprint-strings:

|  DNSVersionBindReqTCP:

| version
|_  bind

Network Distance: 1 hop

Host script results:

|_dns-brute: Can't guess domain of "192.168.238.4"; use dns-brute.domain script argument.
| _fecrdns: FAIL (No PTR record)

|_firewalk: None found

|_ipidseq: Incremental!

|_path-mtu: PMTU == 15@@

| traceroute-geolocation:

| HOP RTT  ADDRESS GEOLOCATION

l_ 1 1.13 192.168.236.4 - ,-

| unusual-port:

|_ WARNING: this script depends on Nmap's service/version detection (-sV)

TRACEROUTE (using port 53/tcp)
HOP RTT ADDRESS
1 1.13 ms 192.168.230.4

Post-scan script results:

| reverse-index:

|_ 53/tcp: 192.168.230.4

Nmap done: 1 IP address (1 host up) scanned in 876.15 seconds
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22.4.2.9 Radius server nmap scan

22.4.2.10

Starting Nmap 7.8 ( https://nmap.org ) at 2828-87-22 28:55 BST
Pre-scan script results:

| broadcast-avahi-dos:

| After NULL UDP avahi packet DoS (CVE-2011-1062).

|_ Hosts are all up (not vulnerable).

Nmap scan report for 192.168.230.15

Host is up (@.88079s latency).

Not shown: 85534 filtered ports

PORT  STATE SERVICE VERSION

53/tcp open domain?

|_clamav-exec: ERROR: Script execution failed (use -d to debug)

|_dns-fuzz: The server seems impervious to our assault.

|_dns-nsec-enum: Can't determine domain for host 192.168.2308.15; use dns-nsec-enum.domains script arg.

| _dns-nsec3-enum: Can't determine domain for host 192.168.230.15; use dns-nsec3-enum.domains script arg.
| fingerprint-strings:

|  DNSVersionBindReqTCP:

| version
I_ bind

Network Distance: 1 hop

Host script results:

|_dns-brute: Can't guess domain of "192.168.238.15"; use dns-brute.domain script argument.
|_ferdns: FAIL (No PTR record)

|_firewalk: None found

|_ipidseq: Incremental!

|_path-mtu: PMTU == 1508

| traceroute-geolocation:

| HOP RTT  ADDRESS GEOLOCATION

|l_ 1 1.18 192.168.238.15 - ,-

| unusual-port:

|_ WARNING: this script depends on Nmap's service/version detection (-sV)

TRACEROUTE (using port 53/tcp)
HOP RTT ADDRESS
1 1.18 ms 192.168.230.15

Post-scan script results:

| reverse-index:

|_ 53/tcp: 192.168.230.15

Nmap done: 1 IP address (1 host up) scanned in 875.98 seconds
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VPN server nmap scan

Starting Nmap 7.8@ ( https://nmap.org ) at 2028-07-21 15:39 BST

Pre-scan script results:

| broadcast-avahi-dos:

|  After NULL UDP avahi packet DoS (CVE-2011-1002).
|_ Hosts are all up (not vulnerable).

Nmap scan report for 192.168.280.2
Host is up (9.08082s latency).
Not shown: 65534 filtered ports
PORT  STATE SERVICE VERSION
53/tcp open domain?
| _clamav-exec: ERROR: Script execution failed (use -d to debug)
_dns-fuzz: The server seems impervious to our assault.
_dns-nsec-enum: Can't determine domain for host 192.168.200.2; use dns-nsec-enum.domains script arg.
_dns-nsec3-enum: Can't determine domain for host 192.168.208.2; use dns-nsec3-enum.domains script arg.
fingerprint-strings:
DNSVersionBindReqTCP:
version
bind

Network Distance: 1 hop

Host script results:

_dns-brute: Can't guess domain of "192.168.20@.2"; use dns-brute.domain script argument.
_ferdns: FAIL (No PTR record)

_firewalk: None found

_ipidseq: Incremental!

| _path-mtu: PMTU 1560

TRACERQUTE (using port 53/tcp)
HOP RTT ADDRESS
1 1.17 ms 192.168.280.2

Post-scan script results:

| reverse-index:

|_ 53/tcp: 192.168.200.2

Nmap done: 1 IP address (1 host up) scanned in 877.82 seconds
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22.4.2.11

22.4.2.12

SMTRP server nmap scan

Starting Nmap 7.88 ( https://nmap.org ) at 2028-87-22 28:12 BST

Pre-scan script results:

| broadcast-avahi-dos:

|  After NULL UDP avahi packet DoS (CVE-2011-1002).
|_ Hosts are all up (not vulnerable).

Nmap scan report for 192.168.238.12

Host is up (8.08@76s latency).

Not shown: 65534 filtered ports

PORT  STATE SERVICE VERSION

53/tcp open domain?

| _clamav-exec: ERROR: Script execution failed (use -d to debug)

|_dns-fuzz: The server seems impervious to our assault.

|_dns-nsec-enum: Can't determine domain for host 192.168.23@.12; use dns-nsec-enum.domains script arg.
|_dns-nsec3-enum: Can't determine domain for host 192.168.238.12; use dns-nsec3-enum.domains script arg.
| fingerprint-strings:

|  DNSVersionBindReqTCP:

| version
I_ bind

Network Distance: 1 hop

Host script results:

|_dns-brute: Can't guess domain of "192.168.230.12"; use dns-brute.domain script argument.
|_fecrdns: FAIL (No PTR record)

|_firewalk: Hone found

|_ipidseq: Incrementall

|_path-mtu: PMTU == 15@8

| traceroute-geolocation:

| HOP RTT  ADDRESS GEOLOCATION

|1 1.22 192.168.230.12 - ,-

| unusual-port:

|_ WARNING: this script depends on Nmap's service/version detection (-sV)

TRACEROUTE (using port 53/tcp)
HOP RTT ADDRESS
1 1.22 ms 192.168.230.12

Post-scan script results:

| reverse-index:

|_ 53/tcp: 192.168.230.12

Nmap done: 1 IP address (1 host up) scanned in 876.12 seconds
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Wsus server nmap scan

Starting Nmap 7.88 ( https://nmap.org ) at 2028-87-21 21:59 BST

Pre-scan script results:

| broadcast-avahi-dos:

| After NULL UDP avahi packet DoS (CVE-2811-1002).
|_ Hosts are all up (not vulnerable).

MNmap scan report for 192.168.230.8

Host is up (©.68882s latency).

Mot shown: 65534 filtered ports

PORT  STATE SERVICE VERSION

53/tcp open domain?

|_clamav-exec: ERROR: Script execution failed (use -d to debug)

|_dns-fuzz: The server seems impervious to our assault.

|_dns-nsec-enum: Can't determine domain for host 192.168.230.8; use dns-nsec-enum.domains script arg.

|_dns-nsec3-enum: Can't determine domain for host 192.168.230.8; use dns-nsec3-enum.domains script arg.

| fingerprint-strings:

|  DNSVersionBindReqTCP:
| version
I_ bind

Metwork Distance: 1 hop

Host script results:

|_dns-brute: Can't guess domain of "192.168.230.8"; use dns-brute.domain script argument.
|_fecrdns: FAIL (No PTR record)

|_firewalk: None found

|_ipidseq: Incrementall

|_path-mtu: PMTU == 1588

| traceroute-geolocation:

| HOP RTT  ADDRESS GEOLOCATION

|- 1 1.19 192.168.230.8 - ,-

| unusual-port:

|_ WARNING: this script depends on Nmap's service/version detection (-sV)

TRACEROUTE (using port 53/tcp)
HOP RTT ADDRESS
1 1.19 ms 192.168.230.8

Post-scan script results:

| reverse-index:

|_ 53/tcp: 192.168.230.8

.\Imap done: 1 IP address (1 host up) scanned in 876.86 seconds
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22.4.3 HYDRA

Pomoci tohoto testovaciho nastroje otestujeme brute-force utoky na hesla a zaroven i
dictionary utoky. Nejprve zkusime Utok na sluzbu vzdaleného pfistupu, nebot’ to je jedna
z mala sluzeb povolenych v nasi siti, nicméné to bude netispésné, nebot’ RDP je povolenou
pouze z administratorského pocitace. Nasledné zkusime zdolat heslo u uzivatele pentest
vramci rdp a piihldSeni na nd§ DC server piikazem ,hydra -l pentest -P
/usr/share/wordlists/metasploit/unix_passwords.txt -t 6 rdp://192.168.230.3*. PouZijeme
password list unix_passwords.txt, ktery je jiz pfedem dostupny v ramci KALI Linux
distribuce. Nicméné odpovédi bude, Ze spojeni nebylo uspésné, nebot’ nam rdp blokuje
firewall. Pro nase ucely jej povolime na webserver a posléze otestujeme prolomitelnost hesla
pfi pfipojeni pies RDP na 192.168.250.2 (pomoci jiného wordlistu), nicméné zde hraje roli
omezeni globalni politikou, kdy vyzkousime pét hesel a nasledné je ucet uzamcen.

ootgkali:~# hydra -1 pentest -P fusr/share/wordlists/metasploit/unix_passwords.txt -
6 rdp://192.168.230.3

Hydra v9.@ (c) 2019 by van Hauser/THC - Please do not use in military or secret servi

ce organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-07-18 15:52:36
[WARNING] rdp servers often don't like many connections, use -t 1 or -t & to reduce t
he number of parallel connections and -W 1 or -W 3 to wait between connection to allo
w the server to recover

[INFO] Reduced number of tasks to 4 (rdp does not like many parallel connections)
[WARNING] the rdp module is experimental. Please test, report - and if possible, fix.
[DATA] max & tasks per 1 server, overall 4 tasks, 1009 login tries (1:1/p:1009), ~253
tries per task

[DATA] attacking rdp://192.168.230.3:3389/

[ERROR] freerdp: The connection failed to establish.

Obrazek 360 - Hydra test

root@kali:~# hydra -f -1 pentest -P /usr/share/wordlists/rockyou.txt rdp://
192.168.250.2

Obrazek 361- Hydra viici RDP

[DATA] attacking rdp://192.168.250.2:3389/
[STATUS] 378.00 tries/min, 378 tries in @@:01h, 14344028 to do in 632:28h, 4
active

Obrazek 362 - Hydra vuci RDP ¢.2

Pen Test Properties ? X

Published Centfficates Member Of Password Replication Dialin  Object
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor

General Address Account Profile Telephones Organization

User logon name:

[ ‘ @nem local v

User logon name (pre-Windows 2000):
lNEM'-\ J |perr|est

Logon Hours...

0 Unlock account. This account is cumently locked out on this Active
Directory Domain Controller

Account options:

Obrazek 363 - Zamceny AD ucet
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rootgkali:~# hydra -1 pentest -P /usr/share/wordlists/metasploit/unix_passwords.txt 1
dap2://192.168.2408.2

Hydra v9.8 (c) 2019 by van Hauser/THC - Please do not use in military or secret servi
ce organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-07-18 20:56:30
[WARNING] Restorefile (you have 18 seconds to abort ... (use option -I to skip waiting
)) from a previous session found, to prevent overwriting, ./hydra.restore

[DATA] max 16 tasks per 1 server, overall 16 tasks, 1009 login tries (1l:1/p:1@@9), ~6
4 tries per task

[DAT®] attacking ldap2://192.168.240.2:389/

[STATUS] 32.80 tries/min, 32 tries in @@:@1h, 993 to do in @@:32h, 16 active

[STATUS] 32.80 tries/min, 96 tries in @@:03h, 946 to do in @@:30h, 16 active

[STATUS] 32.00 tries/min, 224 tries in 0@:07h, 818 to do in @0:26h, 16 active
[STATUS] 30.67 tries/min, 368 tries in @@:12h, 674 to do in @@:22h, 16 active
[STATUS] 3@.12 tries/min, 512 tries in @@:17h, 53@ to do in @@:18h, 16 active
[STATUS] 3@.41 tries/min, 669 tries in @@:22h, 373 to do in @@:13h, 16 active
[STATUS] 30.22 tries/min, 816 tries in @@:27h, 226 to do in @0:08h, 16 active
[STATUS] 30.00 tries/min, 960 tries in @@:32h, 82 to do in @@:03h, 16 active

[STATUS] 30.96 tries/min, 992 tries in @@:33h, 5@ to do in @@:02h, 16 active

[STATUS] 3@.12 tries/min, 1024 tries in @@:34h, 18 to do in 8@:01h, 16 active
[STATUS] 29.77 tries/min, 1042 tries in @@8:35h, 1 to do in @8:01h, 2 active

1 of 1 target completed, @ valid passwords found

Obrazek 364 - Hydra vysledek

22.4.4 Zkoumani aplika¢niho serveru

Stejné¢ jako jsme externé¢ otestovali webovy server, tak pomoci nessus softwaru

zkontrolujeme nas aplikacni server.

Vulnerabilities 7

Count Scan Details

HTTP Mutigle Issues! Ol abuses 2
Bapsst 4 minues

Evtemal UALs Wb Servers

Vulnerabilities
Nesaies Scan Inkermation Satings

Web Agglicalion Sitemap Vish Servers

Wl Server Uncamtigures - Detau Isiall Page Presen Web Servers . Low

Obrazek 365 - Nessus aplikacni server test

22.4.5 SQLMAP

Zde vyzkouSime SQL injection utok vic¢i nasemu webovému a nasledné

S€rveru.

rockakaliz~# sqlmap -u http://webnem.nem.local/intranet -dbs

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mu
tual consent is illegal. It is the end user's responsibility to obey all app
licable local, state and federal laws. Developers assume no liability and ar
e not responsible for any misuse or damage caused by this program

[*] starting @ 23:44:59 /2020-87-18/

[23:44:59] [WARNING] you've provided target URL without any GET parameters (
e.g. "http://www.site.com/article.php?id=1') and without providing any POST
parameters through option '—data’

y

[23:45:85] [INFO] testing connection to the target URL

[23:45:05] [WARNING] the web server responded with an HTTP error code (500)
which could interfere with the results of the tests

[23:45:05] [INFO] checking if the target is protected by some kind of WAF/IP
=5

[23:45:05] [INFO] testing if the target URL content is stable

[23:45:06] [INFO] target URL content is stable

[23:45:06] [INFO] testing if URI parameter '#1x' is dynamic

[23:45:06] [WARNING] potential permission problems detected ('Access is deni
ed')

[23:45:86] [INFO] URT parameter '#1' appears to be dynamic

[23:45:06] [WARNING] heuristic (basic) test shows that URI parameter ‘#1%' m
ight not be injectable

[23:45:06] [INFO] testing for SQL injection on URI parameter '#1x'
[23:45:06] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'
[23:45:06] [INFO] testing 'Boolean-based blind - Parameter replace (original
value)'

[23:45:06] [INFO] testing 'MySQL = 5.0 AND error-based - WHERE, HAVING, ORD
ER BY or GROUP BY clause (FLOOR)'

Obrazek 366 - SQLmap vuci webserveru

1 aplikacnimu
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[23:45:86] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clau
se'

[23:45:86] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHE
RE or HAVING clause (IN)'

[23:45:86] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (
XMLType)'

[23:45:86] [INFO] testing 'MySQL > 5.0 error-based - Parameter replace (FLO

:86] [INFO] testing 'Generic inline queries’
@86] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'
45:06] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comm

:86] [INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE
- comment)'

[23:45:06] [INFO] testing 'MySQL > 5.8.12 AND time-based blind (query SLEEP
)

[23:45:06] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind’
[23:45:86] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)
'

[23:45:86] [INFO] testing 'Oracle AND time-based blind"

it is recommended to perform only basic UNION tests if there is not at least
one other (potential) technique found. Do you want to reduce the number of
requests? [Y/n] y

[23:45:28] [INFO] testing 'theric UNION query (NULL) - 1 to 10 columns'
[23:45:28] [WARNING] URI parameter '#1+' does not seem to be injectable
[23:45:28] [CRITICAL] all tested parameters do not appear to be injectable.
Try to increase values for '—level'/'-—risk' options if you wish to perform
more tests. Please retry with the switch '—text-only' (along with —techni
que=BU) as this case looks like a perfect candidate (low textual content ale
ng with inability of comparison engine to detect at least one dynamic parame
ter). If you suspect that there is some kind of protection mechanism involve
d (e.g. WAF) maybe you could try to use option '-—tamper' (e.g. '-—tamper=sp
ace2comment') and/or switch '-—random-agent'

[23:45:28] [WARNING] HTTP error codes detected during run:

50@ (Internal Server Error) - 3 times, 483 (Forbidden) - 74 times

Obrazek 367 - SQLmap vuci webserveru ¢.2

root@kali:~# sqlmap -u https://webneml.nem.local/osticket

Obrazek 368 - SQLmap vici aplikacnimu serveru

K*] starting @ 21:23:31 /2020-07-21/

[21:23:31] [INFO] fetched random HTTP User-Agent header value 'Mozilla/5.@ (
X11; U; Linux i686; en-US; rv:1.9.0.2) Gecko/2088092318 Fedora/3.0.2-1.fc9 F
irefox/3.0.2' from file '/usr/share/sqlmap/data/txt/user-agents.txt'
[21:23:31] [WARNING] you've provided target URL without any GET parameters (
e.g. 'http://wmw.site.com/article.php?id=1') and without providing any POST
parameters through option '—data’

do you want to try URI injections in the target URL itself? [Y/n/ql y
[21:23:37] [INFO] testing connection to the target URL

got a 301 redirect to 'https://webneml.nem.local/osticket/'. Do you want to
follow? [¥/n] y

you have not declared cookie(s), while server wants to set its own ('OSTSESS
ID=amhn7414d8k ... usvf6aue48' ). Do you want to use those [Y/n] y

[21:23:48] [INFO] testing if the target URL content is stable

[21:23:50] [WARNING] URI parameter '#1x' does not appear to be dynamic
[21:23:50] [WARNING] heuristic (basic) test shows that URI parameter '#ix' m
ight not be injectable

[21:23:50] [INFO] testing for SQL injection on URI parameter '#1x'
[21:23:58] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause’

Obrazek 369 - SQLmap vici aplikacnimu serveru ¢€.2
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22.4.6 Wireshark

[21:23:58] [INFO] testing 'Boolean-based blind - Parameter replace (original
value)'

[21:23:58] [INFO] testing 'MySQL = 5.0 AND error-based - WHERE, HAVING, ORD

ER BY or GROUP BY clause (FLOOR)'

[21:23:58] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clau

se'

[21:23:58] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHE

RE or HAVING clause (IN)'

[21:23:58] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (

XMLType)'

[21:23:50] [INFO] testing 'MySQL 2= 5.8 error-based - Parameter replace (FLO

OR)"

[21:23:50] [INFO] testing 'Generic inline queries

[21:23:50] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)
[21:23:50] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comm

ent)'

[21:23:51] [INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE
- comment)'

[21:23:51] [INFO] testing 'MySQL > 5.0.12 AND time-based blind (query SLEEP
)

[21:23:51] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'
[21:23:51] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)

[21:23:51] [INFO] testing 'Oracle AND time-based blind'

it is recommended to perform only basic UNION tests if there is not at least
one other (potential) technique found. Do you want to reduce the number of
requests? [Y/n] y

[21:23:59] [INFO] testing 'Generic UNION query (NULL) - 1 to 1@ columns’
[21:23:59] [WARNING] URI parameter '#1*' does not seem to be injectable
[21:23:59] [CRITICAL] all tested parameters do not appear to be injectable.
Try to increase values for '—level'/'—risk' options if you wish to perform
more tests. If you suspect that there is some kind of protection mechanism
involved (e.g. WAF) maybe you could try to use option '-—tamper' (e.g. '—ta
mper=space2comment’ )

[21:23:59] [WARNING] HTTP error codes detected during run:

404 (Not Found) - 73 times

[*] ending @ 21:23:59 /2020-07-21/

Obrazek 370 - SQLmap vici aplikacnimu serveru ¢.3

Pomoci wiresharku znaseho Kali Linux systému otestujeme, zda budeme schopni

»vyémuchat* informace, které by dale mohly byt pouZity k utoku na nasi infrastrukturu.

Z testu jsme neziskali Zadné cenné informace pro dalS$i mozné utoky. Nicméné tento test by

byl vhodné&jsi v chodu systému s n¢kolika desitkami uzivatell, kdy je vyssi pravdépodobnost

cenného nalezu.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

d = @ ™

DRE Qe=EF aaqamx

[N]Apply 2 display filter ... <C

No.

Time Source Destination Protocol Lengtt Info
Spanning-tree-(for-.. STP 60 RST. Root = 32768/0/64:d1:54:1c:76:0a Cost = @ Port

1 0.000000000

Frame 1: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface eth@, id

Ethernet II, Src: Routi

[:]
erbo_1c:76:0a (64:d1:54:1c:76:0a), Dst: Spanning-tree-(for-bridges) 8@ (01:88:c2:00:00:00)

» Destination: Spanning-tree-(for-bridges) 00 (01:80:c2:00:00:00)

» Source: Routerbo_1ic

:76:8a (64:d1:54:1c:76:0a)

Type: 862.10Q Virtual LAN (0x8108)
802.1Q Virtual LAN, PRI: ©, DEL: @, ID: 240
0ee. ... ... ..

..0
.... B06O 1111 0EEG
Length: 39
Padding: 000808
Logical-Link Control
» DSAP: Spanning Tree
» SSAP: Spanning Tree

= Priority: Best Effort (default) (@)
= DEL: Ineligible
= ID: 248

BPDU (0x42)
EPDU (0x42)

» Control field: U, func=UI (Bx@3)

Spanning Tree Protocol
Protocol Identifier

: Spanning Tree Protocol (Bx0800)

Protocol Version Identifier: Rapid Spanning Tree (2)
BPDU Type: Rapid/Multiple Spanning Tree (@xB82)

@1 80 c2 80 00 B0 64 d1 54 1c 76 Ga 81 00 90 f@ d Tv
0@ 27 42 42 @3 680 B0 B2 02 3c 80 00 64 di 54 ic ‘BB c=od T
76 Ba 00 00 GO PO 80 GO 64 dl 54 Ic 76 Ba 80 B2 v d-Tv

@0 00 14 80 02 @0 BF 60 00 09 09 00

Obrazek 371 — Wireshark



UTB ve Zliné, Fakulta aplikované informatiky

22.4.7 Yersinia

Pomoci softwaru Yersinia vystavime pro ukézku faleSny DHCP server, ktery nastavime a
nasledné¢ spustime test. IP adresu serveru zvolime 192.168.230.25, masku 255.255.255.0 a
branu 192.168.230.1. Nastavime adresni rozsah a doménu nem.local. Néasledné test

spustime. Z testu lze vyc¢ist, ze server adresu nabidl nicméné nebyla pfijata, tudiz byl test

neuspesny.

DHCP attack parameters - X
creating DHCP rogue server

Server ID 192.168.230.25
Start P 192.168.240.100
EndIP 192.168.240.200
Lease Time (secs) 300
Renew Time (secs) 300
Subnet Mask  255.255.255.0
Router 192.168.240.1
DMS Server 192.168.230.3
Domain nem.local]

Cancel 0K

Obrazek 372 — Yersinia

Yersinia0.8.2

File Protocols Actions Options Help

% % O = a |+ 7 5
Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Edit mode Exit
Protocols Packets CDP DHCP 802.1Q 8021X DTP HSRP ISL MPLS STP VTP Yersinialog
cop 0 sip DIP MessageType Interface Count Lastseen
DHCP 5 0.0.0.0 255.255.255.255 01 DISCOVER ethQ 1 11 Aug15:19:08
8oz1a 88 192.168.240.1 255.255.255.255 02 OFFER ethQ 1 11 Aug 15:19:08
8021X 0 0.0.0.0 255.255.255.255 03REQUEST  ethO 1 11 Aug 15:19:08
DTP 0 192.168.240.1 255.255.255.255 05ACK eth0 1 11 Aug15:19:08
HSRP 0 192.168.230.25 255.255.255.255 02 OFFER ethQ 1 11 Aug 15:19:08
ISL 0
MDI C n
Field Value
Source MAC 64:D1:5¢ Dynamic Host Configuration Protocol
Destination MAC 01:80:C: Source MAC 02:48:33:66:02:51 Destination MAC EE:FE: FECEREFEEER Extra
d 0000 SIp 0.0.0.8 DIPp 255.255.255.255 SPort 68 DPort 67
er 02 Op 0l Htype 61 HLEN 06 Hops CL:] Xid 00009869 Secs 0008 Flags
Type 02 Cl 0.0.0.9 Yl 0.0.0.9 Sl 0.0.0.0 Gl 0.0.0.0
Flags ac CH 02:48:33:66:02:51
I

Obrazek 373 - Yersinia test
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ZAVER

V ramci diplomové prace jsme vytvorili funkéni infrastrukturu pro firemni prostiedi, ktera
je obecné aplikovatelna a modifikovatelnd dle potfeb konkrétni spole¢nosti. Prvné jsme
vytvoftili navrh sitové infrastruktury a zacali s tvorbou sitového prostredi. Prvnim krokem
bylo nastaveni L3 routeru a nasledné aktivace ESXi hostitele, kde byly posléze vytvoteny
vSechny nase virtualni stroje. DalSimi kroky tvofily instalace a nastaveni doménového
kontroleru a zprostiedkovateld DNS a DHCP sluzeb. Postupn¢ jsme doplnovaly serverové
pole dalsimi servery, které nam nabizeji dalsi sluzby. Posléze jsme zapocali prvnimi kroky
pro zabezpeceni zavedenych stroji pomoci doménovych politik. Dalsim krokem byla
konstrukce firewallu, ktery na§ systém ochrani vii¢i vnéj$im 1 vnitinim utokiim. Nasledné
jsme pomoci penetracnich testli ovéfili bezpecnost ndmi vytvofené sitové i serverové
struktury a firewallu. V ramci naSich penetrac¢nich testd se nam z externi IP adresy (vngjsi
sité) nepodarilo zjistit téméf nic, kromé otevienych portt 80,443, které nicméné byly stejné
filtrované. Dale pak z vnitini sité¢ byly provedeny SQL injection, password brute-force a
dalsi skeny. Nicméné€ ani tyto neodhalily krom porti potiebnych na urcitych serverech
zasadni moznosti priiniku Gto¢nika a byly tak v konecném slova smyslu netispésné. Tato
diplomova prace miize poslouzit pro jako navod pro ucely vytvoreni firemni sité. Prakticka
¢ast prace je vedena obecné, a tudiz lze tvofenou infrastrukturu modifikovat. I pfes
skutecnost, ze byla prace provedena v laboratornim prostredi, byla jeji funkénost ovétena
v ramci moznosti ESXi hosta a testy byly provedeny diikladn¢ avSak pouze v modré zong,
c0Z znamena, Ze jsme se nepokouseli o malware utoky ¢i vyuziti zndmych chyb v systémech

Windows ¢i jejich podsystémech a jejich sluzbach.
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