Intelligent Measureserver
for Controlling Remote

Real Experiments

with Embedded Simulations
and Advanced Diagnostics

INng. Michal Gerza, Ph.D.

Doctoral Thesis Summary

Tomas Bata University in Zlin



Tomas Bata University in Zlin
Faculty of Applied Informatics

Doctoral Thesis Summary

Inteligentni Measureserver pro rizeni vzdalenych
experimentu s vestavénou simulaci

a pokrocilou diagnostikou

Intelligent Measureserver for Controlling Remote Real Experiments
with Embedded Simulations and Advanced Diagnostics

Author:

Degree programme:

Degree course:

Supervisor:

External examiners:

Michal Gerza, MSc.

Engineering Informatics P3902
Engineering Informatics 3902023
Prof. Dr. FrantiSek Schauer, DSc.
Prof. Dr. Javier Garcia-Zubia

Prof. Dr. Mikulas Huba
Assoc. Prof. Dr. Peter Frankovsky

Zlin, November 2017



© Michal Gerza

Published by Tomas Bata University in Zlin in the Edition Doctoral Thesis
Summary.
The publication was issued in the year 2017.

Key words in Czech: REMLABNET, RLMS, ISES, Measureserver, vzdalena
laborator, zalohovani dat, pokrocila diagnostika, vestavena simulace.

Key words: REMLABNET, RLMS, ISES, Measureserver, remote laboratory,
data archiving, advanced diagnostics, embedded simulation.

Full text of the doctoral thesis is available in the Library of TBU in Zlin.

ISBN 978-80-7454-707-2



ABSTRAKT

Lidé vyvijeji riizné technologie vyuzivajici fyzikalnich zadkont, které popisuji
ptirodni jevy. Tento vyvoj je kontinualni a je v souCasné dobé rychlejsi a
intenzivnéjsi. Dosazeny technologicky pokrok ovliviiuje vSechny oblasti
kazdodenniho Zivota zahrnujici 1 oblast vzdélavani. Soucasnd spole¢nost
metody. Informacni a komunika¢ni technologie nabizeji mnoho nastroji
vyhovujici pozadavkim pro podporu vyuky a studia, obzvlasté v oblasti
pfirodnich véd a techniky. Studium téchto obort je zaloZzeno na redlné
experimentalni praci v laboratofich se specifickym vybavenim a zafizenimi pro
lepsi pochopeni danych jevi. Tato forma studia, kdy uzivatel musi pravidelng
navstévovat laboratofe, aby vykonal nezbytnd méfeni, jiz neni akceptovédna z
mnoha diivodl. VétSina laboratofi nemiiZze poskytnout Siroky rozsah realnych
experimentd, kde jsou k dispozici drah4 zatfizeni pro objasnéni a analyzu
pozadovanych jevl. Vyvoj smérem k témto pozadavkim vedl k névrhu a
realizaci konceptu vzdalenych laboratofi s cilem poskytnout fyzikalni
experimenty pres Internet. Pfipojenym uZivatellm jsou poskytnuty rozdilné
nastroje, jako je naptiklad odpovidajici teorie ke studovanému jevu. V nasem
pfipad¢ je koncept nazvan Inteligentni Skolni experimentdlni systém (ISES)
béZzici jako oteviend systémova platforma.

Tato doktorska prace se zaméfuje na navrh a implementaci softwarovych
komponent souvisejici s jednotkou Measureserver ISES, v podstaté s koneénym
stavovym automatem, jenz je hlavni jednotkou této platformy. Aktivity v této
praci jsou zaméfeny na pet ukold, které jsou definovany jako cile této disertace.
Tyto cile byly feSeny jako nezavislé projektové prace, integrujici progresivni
koncepty, piistupy a technologie, které piindseji nové funkce k dosazeni lepSich
vysledkl ve vyuce, spolehlivosti a idrzbé vzdalenych laboratoii ISES.



ABSTRACT

People are developing various technologies, using laws of physics behind
real-world phenomena. This process is continuous and is presently getting faster
and more intensive. Achieved technological advances affect all areas of every
day’s life, including the field of education. Contemporary society requires more
complex tools providing more accessible and effective educational methods.
Information and communication technologies offer many tools to meet the
requirements on which rest teaching and learning, especially in natural sciences
and engineering fields. Studying these fields is based on real experimental work
in laboratories with specific equipment and devices for a better understanding
the given phenomenon. This form of study, when the user must regularly attend
laboratories to perform necessary measurements, is not always acceptable for
many reasons. Most of laboratories cannot provide a wide range of the real
experiments, where expensive devices, needed for the elucidating and analysis
of desired phenomena, are involved. Development in this direction of these
requirements led to the design and implementation of the concept of the remote
laboratories to deliver physical experiments via the Internet. The connected
users are provided with the different tools as, for example, corresponding theory
of the studied phenomenon. In our case, the concept is called Intelligent School
Experimental System (ISES) operated as an open system platform.

The doctoral thesis focuses on the design and implementation of software
components related to the ISES Measureserver, finite-state machine in principle
that is a core unit of this platform. The activities within the thesis are aimed at
five tasks, defined as the goals of the thesis. These goals were solved as the
independent project works, integrating progressive concepts, approaches and
technologies, which bring new features contributing to better teaching outcomes,
reliability and maintenance of the ISES remote laboratories.
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1. INTRODUCTION

The Information and Communication Technology today has enabled fast and
rich ways of exchanging information among people from different domains with
a variety of applications. One such application is the remote laboratory (RL),
which are web-based interactive systems giving clients the ability to control and
observe the specific characteristics and real processes of remote equipment
through the Internet anytime and anywhere.

1.1 Remote laboratories

The RLs can provide access to resources, which are otherwise inaccessible to
users, denoted as clients. Typically, all that is required is a web browser and an
Internet connection to enable rich educational possibilities. A number of
collaborative projects have integrated physical experiments under a common
infrastructure. Aims of these efforts typically include simple access by clients
and the support of collaboration among connected clients. Research has mainly
focused on the integration of the RLs into higher education, predominantly
undergraduate courses, and predefined sets of common experiments.

The RLs traditionally consist of two parts, the server and the client. The
client’s side is used by a client engaging the RL and learning from the use of it.
The server side provides the experiment rig (physical hardware), as well as the
environment responsible for designing, constructing and maintaining the RL that
also provides accompanying teaching and materials. Remote Laboratory
Management System (RLMS) serves for the function of components and
interfaces of the whole system forming the RL [1].

1.2 Remote laboratories globally

Plenty of RLMS systems covering a broad range of the RLs have been
designed and deployed worldwide. Historically, the first two RLs have occurred
in Slovakia, nearly simultaneously:

1. In the field of automatic control in the Department of Automatic Control,
Faculty of Electrical Engineering of the Slovak University of Technology
in Bratislava, that has been developed by the research team of Prof.
Mikulas Huba in 2007 [2][3],

2. In the field of “Electrochemical cell” in 2008, in the workplace of the
Department of Physics, Faculty of Education in the University of Trnava
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in Trnava, has been developed by team of Prof. Frantisek Schauer and
Assoc. Prof. Miroslava Ozvoldova [4][5].

Some of the largest and most widely used RLMSs are platforms constituted as
the iLab [6][7], SAHARA [8], VISIR [9] and WebLab-Deusto [10].

The iLab has disposable three-layer architecture called the iLab Shared
Architecture. Users connect with a service broker server, which in turn makes a
connection with the actual laboratory server. The system architecture heavily
rests on web services [11]. The iLab has also been used to implement extensions
such as iLab-MIT-Africa [12] in African countries and some universities in
Australia. Experiments in the iLab have been categorized into three different
delivery methods: batched, interactive and sensor.

The SAHARA originally followed a client-server architecture, where all
experiments were hosted at the UTS laboratories, and accessed upon request by
remote users. In this design, the lists of experiments are stored by the central
server, which is also responsible for other operational aspects, which include
running the RL, scheduling, and operating the rig.

The VISIR implementations also follow client server architecture, where the
complete experiment lists are stored in centralized databases along with user
details, and connection to the same server is used for booking and operating the
experiment. Both iLab and VISIR use the LabVIEW as the main platform and
language to compile controlling programs to run RLs.

The next RL is WebLab-Deusto that has been developed at University of
Duesto, Bilbao in Spain [13] and [14]. This system platform uses the client-
server mechanism utilizing mostly time reservation with priority queuing based
scheduling, although the nature of scheduling may change if connecting to other
systems. Within this system, there is a wide variety of experiments ranging from
basics of physics to Field Programmable Gate Array however the main focus is
on electronics and electrical experiments.

Finally listed RLs in brief, the RemoteElectlab [15] has been developed at
University of Porto, Portugal targeting mechanical, physics electronics and
meteorological experiments. The eMersion and SMARTLAB have been used at
Technical University in Lausanne, Switzerland that uses the Graasp social media
platform [16]. This system is also intended for higher education users in the
fields of the control theory, physics and others.
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2. ISES HANDS-ON LABORATORIES,
STATE OF THE ART

The Intelligent School Experimental System (ISES) is established as the
advanced experimental tool for school laboratories and building of hands-on
laboratory with the real-time operation, data acquisition, data processing,
experimental hardware controlling, visualizing and analyzing. This system has
been designed and developed by Assoc. Prof. Dr. FrantiSek Lustig in 1992, and
its development still continues [17]. There are registered 500 installations of this
experimental tool at Czech and Slovak schools.

The ISES hands-on laboratory is an open system platform consisting of the
ISES physical hardware (HW) and ISES WIN software components. It provides
the processing of measured data, for example the integration, differentiation,
approximation and fitting. The data transfer to plotting environments (preset
various charts and data tables) is straightforward. The complete set of the
physical modules like meters, probes, sensors, devices and converter, including
the ISES WIN software displayed on the screen, is illustrated in Figure 1.

Figure 1 ISES physical hardware and software
components; the PClI ADDA converter,
the set of meters, sensors and device
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3. ISES REMOTE LABORATORIES,
STATE OF THE ART

The ISES remote laboratories have come into existence as the next step of the
ISES hands-on laboratories. The ISES physical hardware is unique as it
possesses, as the only school experimental system in world, both inputs and
outputs, which is a prerequisite for building RLs controlled by clients. Each RL
offers a software solution for controlling the physical HW, and the client does
not need any special program to be installed, and uses the standard web services
(communication protocols and ports, web browsers, etc.) via the Internet. The
RLs have been designed and implemented, using the ISES WEB Control Kit in
2002 by the development team at Charles University in Prague led by Assoc.
Prof. Dr. FrantiSek Lustig. Since 2014 RLs have been significantly improved
both in Prague and later at Tomas Bata University in Zlin [18][19][20]. The
improvement, related to the ISES Measureserver (MS) that is the basic unit of
every RL, working as a finite-state machine (FSM), is subject of this doctoral
thesis. Because of the implemented substantial improvements of the ISES MS,
we will call this new type as ISES Intelligent Measureserver unit.

3.1 ISES remote laboratory history and basic working scheme

The starting version of the ISES RLs has been developed at Charles
University in Prague led by Assoc. Prof. Dr. FrantiSek Lustig in 2002. The
software components have been programmed by MSc. Jifi Dvorak. It has been
since constantly improved both at Charles University in Prague and Tomas Bata
University in Zlin implementing features for the new user environment, Easy
Remote Laboratory (ER-L), to simplify a process of the designing, building and
maintaining RLs by a laymen. The ER-L also provides the RLs data archiving,
MS diagnostics and embedding the simulations.

The ISES RL concept consists of five integral units as the HW 1) physical
components (ADDA signal converter, ISES control board, physical modules
categorized as meters, sensors, probes and specific devices), and units as the
software 2) Measureserver, 3) Imageserver, 4) Webserver and 5) Webclient.
More technical details and applications are available in [21][22][23].

All the built ISES RLs were recently integrated into Remote Laboratory
Management System (RLMS) called REMLABNET.
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3.1.1 ISES remote laboratory units

The ISES RL concept is based on the autonomous hardware and software
exploited for the monitoring, controlling and processing to deliver real
experiments residing in laboratories to connected clients for their educational
purposes. The following subsection deals with a description of these units.

Physical hardware and software

The physical HW serves the standard ISES system. It is a modular platform
based on three basic components. As the first component, it is a set of the
physical modules like meters, sensors and devices, which are used for physics,
biology, chemistry and electro-engineering. The physical modules are wired to
the ISES control board involved as the second component. It transfers signals to
the PClI ADDA convertor (interface card), as to the last component. As the
example, the physical components, which represent the ISES RL “Sound
laboratory”, are shown in Figure 2. There are installed and running the sound
generator, voltage source, relay board, control board with computer, and
apparatus with speaker and two microphones.

Figure 2 Example of the ISES RL Sound labomtory mcludmg the sound
generator, voltage source, relay board, control board, computer,
and apparatus with speaker and two microphones

Informatics hardware and software

The informatics HW serves a personal computer/notebook and network
infrastructure to access the RL to connected clients. The software component
part constitutes the specific units to ensure the ISES RL online.
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Measureserver unit

The MS is a significant software component of the ISES RL concept. It is the
processing and communication server located between the physical HW (rig)
and remote clients. The MS core is designed as a deterministic finite-state
machine [24] to setup and perform all the logical and maintaining instructions
for solving the prescribed activities. Its functioning is controlled by the concise
program script (psc) file loaded before the unit operation.

With respect to the physical HW, the MS in reality communicates with the
PCI ADDA interface card. This is the entirely digital process based on the direct
reading of data (real values) from particular pins of the physical sensors and
modules, writing data to respective pins, which are translated by the ADDA
signal converter. These data pins are both inputs and outputs located on the
control board allowing the access to both physical modules (meters, sensors and
devices) and providing signals for controlling of experiments.

Instructions (specific commands), coming from a remote client, are processed
by the listening MS (receiving service requests from connected clients through
preset port). The communication is realized by standard protocols via the
Internet. Some commands go via the MS translator to the REMLABNET where
clients can exploit additional services for the experimentation.

All the commands (given by psc file) are processed in MS a deterministic way
by two different parsers. The first is called the LR(1) parser that processes
commands from the configuration file for the purpose of the graphical user
interface settings. This parser is based on static state transition tables (parsing
tables), which codify a given language grammar. These parsing tables are
parameterized together with a lookahead terminal that establishes the maximum
tokens, the parser can use to decide, which rule it should use.

The second is the Recursive descent parser that processes commands coming
from the psc file to create defined data structures and logic schemes for the RL.
It uses a general form of top-down parsing where backtracking may be involved.
The parsing algorithm is based on the walking through a tree.

Imageserver unit

The Imageserver unit transports image information to connected clients. This
unit periodically stores snaps (stream) acquired by the webcam, which are then
directly displayed by a special object to the client’s screen.
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Webserver unit

The Webserver unit provides the web (Nginx) services when client enters a
web page of the ISES RL via the REMLABNET platform. The Nginx is an open
source reverse proxy server for TCP, HTTP and others.

Webclient unit

The Webclient unit represents web pages accessible via the Internet allowing
clients to work with the RLs. It was designed for two separate websites, for
classic PCs and mobile devices (mobile phones and tablets).

3.2 ISES Measureserver unit and its communication

The MS is important component of every ISES RL. This unit takes care for
the communication between the rig (physical HW represented by the ISES
control board and its used meters, sensors and devices) and connected clients.
The communication is bidirectional, from the rig’s side to the client to obtain
measured data and back from the client to the rig to control it [25][26].

3.3 Working scheme of ISES Measureserver unit

The ISES MS, as the core software unit, is consisted of several internal and
external modules, which are essential for the RL control and monitoring, data
gathering and processing to provide results to connected clients. The schematic
overview illustrating typical components is shown in Figure 3.

Internet Measureserver Rig

Hardware components:
. CFG LOG GUI ISES control board,
Clients TCP/IP module — module — module physical modules
ﬁ A A Domain of

analog signals

ﬂ Software driver of
‘4 AD/DA converter, [
CFG PCI1202

configuration file {F

o 7 Direct
ScriptablePlugin2.ldp reading/writing
plug-in ik

PsSC PCI1202CardPlugin.ldp
program file > Pl @ > plug-in

Figure 3 Scheme of the internal and external modules constituting the MS unit
that mediates the connection between the rig and remote clients
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Configuration module

The first internal module is called CFG (configuration) intended for the initial
setup of the MS behavior and the graphical user interface. During the unit
startup phase, the CFG sets all the parameters needed for the operation.

Data logging module

The second internal module is called LOG (data log) that is responsible for
the logging of used pins (located on the ISES control board) to files.

Graphical user interface module

The third module is called GUI (graphical user interface) also determined for
the RL designers and administrators to easily configure the MS unit.

External modules

The remaining modules are called Idp plugins, which are external by reason
of their deployment according to types of the signal converters and rigs. They
provide a fixed set of functions, for example, mathematical operations.

Control program

The psc control program is stored in a file with the extension psc that contains
the complete logic according to which the RL operates. There is also the section
loading single devices (pins), which are associated with specific widgets (small
functional objects) placed on client’s web pages.

3.4 Easy Remote Laboratory expert system tool

The ER-L is a new user environment exploited to simplify a process of the
designing, building and maintaining the RLs by laymen. The expert system tool
has been developed since 2012 at Tomas Bata University in Zlin by Michal
Krbecek, Ph.D. The ER-L provides three designing categories according to their
complexity; 1) Starting level, 2) Basic level, and 3) Advanced level [27].

3.5 RLMS REMLABNET

The REMLABNET is a platform that integrates and manages the RLs for
starting university level and secondary schools. Its building was initiated both
from the extensive use and expertise in ISES, the built RLs and the lack of
similar systems for secondary schools and universities in Europe. Another added
value of REMLABNET is better reliability of the RLs. It has been developed
since 2014 at Tomas Bata University in Zlin as the team project.
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4.

OBJECTIVES OF THE THESIS

The goals of this doctoral thesis are focused on the software improvements
and development related to the MS unit and its components given below:

1.

Measured data archiving to structured data files - It is responsible for
the gathering, filtering and saving measured data and experiment metadata
in the specific data format to an xml file, including the files dispatchment
to the data warehouse to archive and for the detailed analysis,

Continuous clients' activities monitoring to text files - It allows logging
of all the activities performed by connected clients, when experimenting,
and saving to a log file, with an option of the files dispatchment to the
data warehouse for the purpose of didactical analysis,

First level diagnostics of the integrated software modules - It provides
the remote laboratory administrators the notifying and warning messages
to ensure the Measureserver unit functioning with the aim of avoiding or
reducing occasional failures caused by various influences,

Second level diagnostics of the physical hardware modules - It gives
the remote laboratory administrators the features to detect and monitor the
physical modules, like meters, sensors, probes and devices, connected to
the rig to prevent their failures or disconnections,

Embedded simulation of real-world phenomena and its visualization
with the control on the client’s web page - It represents the simulation
approach running concurrently and synchronized with the real experiment
by the integrated solvers to provide approximate numerical solutions used
for a motivation before the real measurement as the introductory step to
better acquaint the measured phenomenon.
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5. SELECTED PROCESSING METHODS

This chapter deals with the theoretical background needed for understanding
particular principles, concepts and ideas used for the implementation of
proposed goals in the practical part of this doctoral thesis. There are important
fields, related to the controlling the behavior of experiments, which include the
input grammar concept and the grammar parsing principle, leading to the data
measurement process, data distribution and analysis [28][29][30].

5.1 Finite-state machine classification and concept

There are many ways of controlling the behavior of systems, and the use of
state machines is one of the oldest and best known. State machines allow us to
think about the “state” of a system at a particular point in time and characterize
the behavior of the system based on that state. The use of this controlling
technique is not limited to the development of specific systems.

This technique can be used to design software systems by identifying what
states the system can be in, what inputs or events trigger state transitions, and
how the system will behave in each state. In this model, there is seen the
execution of the software as a sequence of transitions that move the system
through its various states [31]. Concepts and techniques are described in the next
subchapters to better understand the FSM models implemented inside of the MS
unit as the LR(1) parser and Recursive descent parser.

5.2 Language parsers

A natural language parser is a program that works out the grammatical
structure of sentences, for instance, which groups of words go together and
which words are the subjects or objects of a verb.

Parsing, or more formally, syntactic analysis, is the process of analyzing a
text, made of a sequence of tokens (for example, words), to determine its
grammatical structure with respect to a given formal grammar [32].

LR(1) parser

The first concept is a canonical LR parser more frequently called the LR(2). It
has been designed to use the bottom-up parsing approach. The theoretical
background of the bottom-up LR(1) parser is based on the formal mathematics
behind this FSM (parsing machine) operation that reads lexical symbols from a
source sentence provided as its input, and it proceeds to recognize productions
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comprising a particular grammar. It means, a table-driven algorithm can be
produced for any given grammar (such as a computer programming language),
which parses and recognizes valid sentences [33].

Recursive descent parser

As the second functional concept used is the Recursive descent parser that is a
kind of the top-down process built from a set of mutually recursive procedures
(or a non-recursive equivalent) where each such procedure usually implements
one of the productions of the grammar. Thus the created structure of the
resulting program closely mirrors that of the grammar it recognize [34].

5.3 Context-free grammars

Context-free grammars are a recursive representation of the context-free
languages, which are a larger class of regular languages. These grammars play a
substantial role in the compiler technology longer time. They turned the
implementation of parsers from an ad-hoc time-consuming implementation task
to a routine job that can be performed very quickly.

5.4 ISES Measureserver unit and its psc control script

The RL functioning has been since the start of ISES RL based on the psc
control program and MS. This approach requires creation of the programmable
script (executable code running without a compilation) that addresses inputs,
outputs and logic of the ISES RL. The script is very condensed and addressing
ability rich because it allows programmers to code logical parts, data structures
in arbitrary sections in one program. It also allows attaching of plugins (drivers)
of specific devices indispensable for the RL functioning.

5.5 Grammar syntax of psc script

The script language grammar is parsed by the Recursive descent parser to
build the experiment behavior, data communication and logic. The language
developed for the purpose is superficially similar to the C language. Its leading
difference compared to the C language is that it is not compiled and functions
interpreter-like. This feature is an advantage for the RLs setup and its
modification because of avoiding the use of a compiler and its more complex
settings. This approach allows better, faster and more effective work.

The manual design and creation of the psc control program possessed of two
versions, which mainly differ in the approach of programming.
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Old psc script version

Users had to write all the script without any syntax errors and save it as a psc
file. The creation of the psc script (version 1.0) was very demanding as users
had to know all constituent parts of the system and all relationships.

New psc script version

Since the old script version obstructed the desired dissemination of the RLs to
more designers and teachers, the script concept was improved towards the
simplified script version. The resulting key improvement was the support for the
faster, reliable FSM control and the accessibility of the fast experiments
building. The new psc script (version 3.1 and higher) was implemented and
encapsulated to the ScriptablePlugin2.ldp plugin.

5.6 Libraries and functionalities of psc script

The MS unit has been designed and developed in the C++ programming
language that allows using standard and extended libraries simplifying creation
of the application and ensuring its proper operation [35].

The second set of libraries and functions is intended for own functioning of
the MS to start up and run a given RL. This specific set is encapsulated in the
ScriptablePlugin2.1dp plugin that is attached to the MS during its startup. This
plugin is the strongest and the most difficult by reason of its wide use.

5.7 Analysis of Measureserver functioning and data traffic

The MS unit is a Windows application designed and built as a server that is
responsible for processing and transferring of measured data and metadata
between the rig’s physical modules and connected clients.

Before the MS starts working, the unit has to initialize several components
ensuring its proper functioning. The components are loaded as the files from
various directories and processed by the respective parsers.

When the initialization is successfully competed and the psc script is parsed
by the respective parser, the ScriptablePlugin2.ldp plugin initializes and starts all
the components for the purpose of the experiment operation.

The MS is able to receive or send data in any state in which the experiment
resides. The direct communication between the MS and all the clients is realized
by the WebSocket protocol that uses the TCP/IP connection [36].
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6. RESULTS

In this chapter are presented the results of the envisaged goals of the doctoral
thesis in the Chapter 4 using the methods summarized in Chapter 5. This chapter
IS constituted by the extensive programming work of the internal grant project
IGA of the group of Ph.D. students at Tomas Bata University in Zlin and the
partial fulfillment of the project SCOPES of the Swiss National Science
Foundation and Swiss Agency for Developments and Cooperation.

For the purpose of introducing into results, there is presented the general
scheme of the MS unit shown in Figure 4 with new added modules, which are
denoted by the red frame. These modules are called DAM, MUD, PMD and EPS
described at some length in the next subchapters.

Measureserver

Physical hardware
ISES board, meters,

CFG sensors and devices

/{
TCP,'IP \ <:>{ GUI }Q{ DAM }(:D{ MUD }C:}{ PMD M EPS
| ! W N ey N 7~ 7

Domain of
analog signals
J £ Software driver of
=  AD/DA convertor, |~
CFG PCI1202
configuration file

— > ~ 4 Av4 Direct
ScriptablePlugin2.ldp rea.tillngiwrmng

plug-in
PSC | .| PCI1202CardPlugin.ldp
program file I > FSM @ <‘,:r> phug-in

Figure 4 Scheme of the MS concept with the new modules located in the red
frame; 1) DAM is data archiving management, 2) MUD is Measureserver
unit diagnostics, 3) PMD is physical modules diagnostics, and 4) EPS
is embedded real-world phenomena simulation

6.1 Data archiving and logging module

The first task of this doctoral thesis was to design and implement the module
called DAM (data archiving management) responsible for gathering, filtering
and saving measured data and experiment metadata to an xml file. The module
also allows an option to log all performed activities by the connected clients
during their experimentations to a log file. The reason to implement this module
was to have complete information about the RLs operation and clients whose
interventions (their behavior) affect the experimental process.
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The generated xml and log files are being sent to the data warehouse where
they are analyzed in detail and distributed to other subsystems. The xml files are
provided to clients who require measured data coming from typical cases
without the real experimenting to reduce time to obtain the measured data.

The DAM exploits for the purpose of measured data archiving the XML
(eXtensible Markup Language) data format. The XML is a markup language
that defines a set of the rules for encoding documents in a format that is both
human-readable and machine-readable [37].

For the implementation, the Microsoft XML Core Services (MSXML) was
exploited to speed up its development. The MSXML provides a set of the
services to build high-performance XML based applications [38].

As the example, the 1401151608361003.xml file archiving measured data is
presented in Figure 5 that includes the data structure and the respective selected
branch attributes. The filename is consisted of the date and time stamp of the
performed measurement, client’s identifier and sequence identifier.

€2 1401151608361003.xml:1 - XML Viewer o
File Edit View Actions Help

-
</ = \j B

Attributes

Name Value

wid 10

© userid 3

W userip 195.178.094.033

ﬂi{

eeeee

Col_1 value="15.01.2014"/>
<Col_2 value="16:08:33"/>

] row_15
[+ row_16
Ready Load time: 0.31 secs

Figure 5 Example of the XML file that is generated by the DAM’s functions, the file
covers the measured data, metadata and control values affecting the measurement.
The viewer presents the three panels, the Attributes panel showing attributes
of the “experiment” branch, the XML source panel listing the
data structure and the branches tree panel
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Further example of the archive file is introduced in Figure 6 that exposes a
content of the 1506161040530410.xml file presenting the particular branches as
the subsection elements. The file content is highlighted by the colored lines to
distinguish respective subsections in the data structure.

<record file="1506161040530410.xmI">
<experiment id="1" userid="10" userip="127.000.000.001" mac="7TA-79-19-AF-BE-51">
<library size="1"»
<library_1 name="rlc" type="burst" plugin="ScriptablePlugin2.ldp">
<read size="4"»

<seriall>
<serial_resistor/>
<parallel/>
<parallel_resistor/>
<lread>
<llibrary_1>
</library>
<data>
<legend size="2">
<parallel’>
<real_value/>
</legend>

<control size="1">
< parallel_resistor >
<row name="1" date="16.06.2015" time="10:40:52" value="150"/>
</parallel_resistor >
</control>
<observation size="2" state="stopped" startdate="16.06.2015" starttime="10:40:53" enddate="16.06.2015" endtime="10:40:53">
<parallel rows="5">
<row name="1" time="0" value="2063.000"/>
<row name="2" time="0" value="2048.000"/>
<row name="3" time="0" value="2054.000"/>
<row name="4" time="0" value="2059.000"/>
<row name="5" time="0" value="2053.000"/>
</real_value >
<real_value rows="5">
<row name="1" time="0" value="2536.000"/>
<row name="2" time="1" value="2542.000"/>
<row name="3" time="2" value="2544.000"/>
<row name="4" time="3" value="2543.000"/>
<row name="5" time="4" value="2542.000"/>
</real_value >
</observation>
</data>
</experiment>
<frecord>

Figure 6 Example of the XML structure that presents the 1506161040530410.xml file
to point out the subsection elements. The file comes from the RL “Transients in RLC
circuits ”. The content is highlighted by the colored lines to distinguish particular
subsections; the identical colored line pairs indicate subsections at
the same level. The yellow elements, “control” and “observation”,
expose the control value and two measured buffers

The DAM module also has the user interface that provides activating of the
direct connection to the data warehouse and the file deletion after dispatching. It
allows setting the IP address, port number, account name and password to
establish the communication with the data warehouse. The user interface is
presented in Figure 7 as the XML section residing in the Diagnosis dialog box
belonging the MS’s GUI used for the general setup.
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AML
¥ Enable connection bo the server
v Delete files on a hard disk aiter dispatching to the server

IP addess of the server  |193.87.54.18

Port rumber [1 - 65500) |21

Account name |'f“"

Paszword | """"

Figure 7 Example setup of the user interface that presents the
XML parameters used for the direct connection to the
data warehouse to dispatch generated xml files

The DAM also provides a component for the clients’ activities logging. The
component is responsible for continuous writing events reporting activities of
the connected clients. The MS assigns a unique identifier for every client to
distinguish his activities. These events are being saved to the Users.log file for
all the time the client is connected to the system.

The clients’ activities logging process is designed to run in several sections of
the MS to log respective events. It is deployed in the section where the clients
connect/disconnect or change their status. Further logging process is involved in
the section for clients’ interventions (changing slider positions, button states and
other widgets to control the experiment or modify options). These events are
especially interesting for the RL designers in the didactical aspects.

When a new client successfully connects from his web browser to the MS, the
logging component makes a record (date, time, IP address and client’s unique
identifier) about this event to the same log file.

Furthermore, the module is able to record events incoming from the MS
functioning like its startup, shutdown, loaded device plugins and data pins
allocated on the control board of respective experiment.

The example record stored in the Users.log file is presented in Figure 8 that
exposes the date and time stamp, client’s unique identifier assigned when he is
connected to distinguish his activities. There are also the records “sets device”
indicating the changed parameters for the real and simulated process.
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(1.9.2016 at 21:30:6) User connected from:195.178.94 .33 Using ID:1

1.9.2016 at 21:30:8) User 1 started burst experiment raw with duration 150. Resultis stared as 1
1.9.2016 at 21:30:9) User 1 read data from experiment 1

1.9.2016 at 21:30:11) User 1 sets device ID:"rlc_input_serial" to value:30.00

1.9.2016 at 21:30:14) User 1 started burst experiment raw with duration 150. Result is stored as 2
1.9.2016 at 21:30:15) User 1 read data from experiment 2

1.9.2016 at 21:30:40) User 1 sets device ID:"rlc_input_serial" to value:100.00

1.9.2016 at 21:30:43) User 1 sets device ID:"rlc_input_simulation_L" to value:1.31

1.9.2016 at 21:31:10) User 1 sets device ID:"ric_input_simulation_C" to value:1.70

1.9.2016 at 21:31:15) User 1 sets device ID:"rlc_input_simulation_RL" to value:60.00

1.9.2016 at 21:32:00) Users 1 connection closed

— — — — — — — — — —

Figure 8 Example record of the clients’ activities located in
the Users.log file to archive to the data warehouse

The clients’ activities logging component has the respective user interface to
provide activating of the connection to the data warehouse. Furthermore, it
allows setting the IP address, port number, account name and password placed
for the communication with the data warehouse. The last included parameter is
defined for the dispatching periodicity as introduced in Figure 9.

LOG

[v Enable connection to the server

IP addess of the server |'I 938754188

Part number (1 - B5500) |21

Account name |'|""'S
Passward | xxxxxxxxxxxxx
Dispateh the file every (5 - 1000 min) 1000

Figure 9 Example setup of the user interface that presents
the LOG parameters used for configuring of the
clients’ activities logging component

Summary of the subchapter “6.1 Data archiving and logging module ”: This
subchapter fulfils the goal No. 1 and 2. The remote laboratories produce
excessive, even big data, produced by measured ones, which are generated by
measuring process and clients’ activities data that should be stored for the later
recovery and processing. This constitutes the improvement in the intelligent
version of the Measureserver unit. The novelty and the scientific approach rest
in the use of XML data output for the online analysis.
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6.2 First level diagnostics module

The second task of the doctoral thesis was to design and implement the
module called MUD (Measureserver unit diagnostics) used as the first level
diagnostics. The module provides to RL administrators information to ensure the
MS functioning with the aim of avoiding or reducing occasional failures caused
by various influences. The MUD also has a self-recovery mechanism to recover
the MS functioning after failure events. The typical failure is caused by attached
device plugins, which can suddenly stop communicating with their ADDA
interface cards or physical modules. The diagnostics is optional that can be
disabled to avoid the compatibility conflict with older experiments.

The MUD concept is based on the checking operational sections (blocks)
inside the MS core including limited corrections when the evaluating conditions
detect failure states in the checked sections. This module is consisting of two
internal components working independently in different threads.

6.2.1 Notifying thread component

The first built component called RImsNotifyingThread is responsible for the
notification process that periodically monitors the MS functioning. If the MS
status is detected okay (it works properly), the MUD dispatches the notification
message "Measureserver is running” to the diagnostic server (DS). This is a
superior server that processes all the messages incoming from the MS and sends
back commands to request for the RL status or to recover the operation. In case
of the mentioned notification message, the DS identifies this message and
exposes as the three lights semaphore placed on every web page of the RLs in
the REMLABNET. The semaphore is especially useful for connected clients
who can see three colors on it; the red one indicates the RL is unavailable, the
orange indicates it is reserved and the green signalizes it is ready to use.

The MUD generates all the messages in the same text format before their
dispatching to uniquely distinguish them in the DS. Each message contains
identifying details, which are placed in square parenthesis. For example, the
message "Measureserver is running” is generated with the appended items and
dispatched to the DS in the following text form:

[10.05.2017] [15:20:30] [7A-79-19-25-10-1C] [192.168.1.100] [LAB] [RLC]
[0] [114] [Measureserver is running].
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6.2.2 Operating thread component

The second component build in the MUD is called RImsOperatingThread
used for various diagnosing operations in the MS core. This component is
implemented as a function running periodically to process all messages.

This specific function is designed for three targets. The first implemented
target is responsible for the dispatching of the generated diagnostic messages to
the DS for the analysis and the distribution to other subsystems.

The second target is focused on receiving the messages from the DS as the
commands to accomplish the prescribed actions in successive steps.

The third target deals with the accomplishment of the commands to deliver
status information to the RL administrators; these commands are:

1. accept - It returns the message “RLMS connection accepted” to inform
about the MS activity whether it runs correctly.

2. update - It returns the message “Experiment report updated” with the one
of the following messages, “Experiment is idle”, “Experiment is running”
or “Experiment is reserved” to inform about the experiment status.

3. restart - It performs that the MS restarts itself and then it returns back the
message ‘“Measureserver restarted” to inform about the restart.

4. reboot - It performs that the computer reboots itself and then it returns
back the message “Computer rebooted” to inform about the reboot.

5. stop - It performs that the MS stops running to finish the experiment to
make the rig’s modules maintenance or recovery.

6. detect - It returns the messages informing about the status and setup of
connected physical modules. This command relates to the second level
diagnostics that is discussed in the next subchapter.

Each command can be accompanied by an IP address as the parameter that
determines which RL is concerned to obtain status information from, or to
perform required actions on it. If there is not entered the IP address, then all the
RLs (connected to the DS) accomplish the incoming commands.

As the example, the “update” command dispatched from the DS to MS unit
causes that the MS sends back the list of complex information describing the
respective experiment as shown in Figure 10 There is primarily delivered the
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data and time stamp of the request, the configuration of connected physical
modules including attached plugins and registered clients.

Sending Data

| Stop Server | | update ﬂ

16.01.2015] [20:47:19] [90-E6-BA-BF-33-F4] [195.178.94.34] [PC] [unavailable] [111113] Measureserver started]

16.01.2015] [20:47:19] [90-E6-BA-8F-33-F4] [195.178.94. 34] [PC] [unavailable] [1050] [143] [Configuration file load; FILE: measureserver.cfg]

16.01.2015] [20:47:19] [0-E6-BA-BF-33-F 4] [195.178.94.34] [PC] [unavailable] [105] [124] [Connection to RLMS established]

16.01.2015] [20:47:19] [A0-E6-BA-BF-33-F4] [195.178.94. 34] [PC] [unavailable] [104] [120] [Connection to FTP disabled]

16.01.2015] [20:47:19] [90-E6-BA-BF-33-F 4] [1595.178.94.34] [PC] [unavailable] [1103] [137] [Plugin loaded; MAME : § criptablePluginZ. Idp]

16.01.2015] [20:47:19] [90-E6-BA-8BF-33-F4] [195.178.94. 34] [PC] [unavailable] [1104] [180] [Script load; NAME: C:\GerzatDevelopmentibeasureS erverspruzina psc]

[16.01.2015] [20:47:19] [I0-E6-BA-BF-33-F4] [195.178.94.34] [PC] [unavailable] [1120] [152] [Diagnastic pin not found in experiment; ADDRESS: Read D 1]

16.01.2015] [20:47:19] [90-E6-BA-8F-33-F4] [195.178.94. 34] [PC] [unavailable] [11071] [142] [Plugin initislized; MAME: ScriptableFlugin.ldp]

16.01.2019] [20:47.19] [30-E6-BA-8F-33-F 4] [195.178.94. 34] [PC] [unavailable] [1108] [128] [Script inttiglized; NAME: pruzina]

16.01.2015] [20:47:19] [90-E6-BA-BF-33-F 4] [195.178.94.34] [PC] [pruzina] [1130] [212] [Device loaded; 1D: 1. N&ME: analog_input_a. LOG: no, FASTLOG: yes, SOURCE: yes, TARGET: pes, FILE: pruzina_analog_input_a]
[16.01.2015] [20:47.19] [90-E 6-BA-BF-33-F4] [195.178.94. 34] [PC] [pruzina] [1130] [212] [Device loaded; T 2, NAME: analog_input_b, LOG: no, F4STLOG: yes, SOURCE: yes, TARGET. yes, FILE: pruzina_analog_input_b]
16,01 201 6] [20r47:13] [90-E6-BA-BF-23-F 4] [195 178.94 34] [PC] [pruzina] [1130] [201] [Device loaded: 10: 3, NAME: frequency, LOG: no, FASTLOG: no, SOURCE: yes. TARGET: pes, FILE: puzina_frequency]
(16,01 201 6] [20r47:19] [90-E6-BA-BF-23-F 4] [195 178.94 34] [PC] [pruzina] [1130] [199] [Device loaded: 10: 4, NAME: watchdog, LOG: no, FASTLOG: no, SOURCE: yes. TARGET: pes, FILE: pruzina_watchdog]
[16.01.2015] [20:47:25] [90-E6-BA-BF-33-F4] [195.179.94.34] [PC] [pruzina] [1000] [134] [New client registered; 1D: 1, 1P: 127.0.0.1]

16.01.2015] [20:47:25] [90-E6-BA-BF-33-F4] [195.178.94.34] [PC] [pruzina] [1003] [167] [Client updated; ID: 1, IP: 127.0.0.1, ATTRIBUTES: caontrol, readwrite, dirsct]

16.01.2015] [20:47:31] [90-E6-BA-BF-33-F4] [195.178.94.34] [PC] [pruzina] [1000] [134] [New client registered; 10: 2, 1P: 127.0.0.1]

16.01.2015] [20:47:31] [0-E6-BA-BF-33-F 4] [195.178.94.34] [PC] [pruzina] [1003] [167] [Client updated: 1D: 1. IP: 127.0.0.1 ATTRIBUTES: control, readwrite, direct]

16.01.2015] [20:47:31] [30-E6-BA-BF-33-F4] [195.178.94.34] [PC] [pruzina] [1003] [167] [Client updated: 1D: 2, IP: 127.0.0.1, ATTRIBUTES: abserve, readwrite, direct]

16.01.2015] [20:47:52] [90-E6-BA-8F-33-F4] [195.178.94. 34] [PC] [pruzina] [B] [113] [Experiment repart updated]

16.01.2015] [20:47:53] [90-E6-BA-BF-33-F4] [1595.178.94. 34] [PC] [pruzina] [7] [109] [Experiment is nurning]

16.01.2015] [20:47:53] [90-E6-BA-8F-33-F4] [195.178.94.34] [PC] [pruzina] [3]1[110] [Experiment is rezerved]

[16.01.2015] [20:47:53] [90-E6-BA-BF-33-F4] [195.178.94.34] [PC] [pruzina] [1004] [167] [Client details; 1D: 1,1P: 127.0.0.1, ATTRIBUTES: control, readvarite, direct]

16.01.2015] [20:47.54] [30-E6-BA-8F-33-F 4] [195.178.94.34] [PC] [pruzina] [1004] [167] [Client details; 1D: 2, IF: 127.0.0.1, ATTRIBUTES: observe, ieadwrite, direct]

16.01.2015] [20:48:02] [90-E6-BA-BF-33-F4] [195.178.94.34] [PC] [pruzina] [1002] [132] [Client disconnected; 1D: 2. 1P: 127.0.0.1]

[16.01.2015] [20:48:02] [90-E6-BA-BF-33-F4] [195.178.94.34] [PC] [pruzina] [1003] [167] [Client updated: 1D: 1. IP: 127.0.0.1, ATTRIBUTES: cortrol, readwrite, dirsct]

[16.01.2015] [20:48:05] [90-E 6-BA-BF-33-F4] [195.178.94.34] [PC] [pruzina] [1002] [132] [Client disconnected; 1D: 1, 1P 127.0.0.1]

[16.01.2015] [20:48:14] [90-E6-BA-BF-33-F4] [195.178.94. 34] [PC] [pruzina] [2] [109] [Measureserver stopped)]

Figure 10 Example of the “update” command dispatched from the DS to MS unit to
obtain back the complex information describing the experiment

The MUD is allowed to configure by the respective user interface. It provides
the RL administrators the specific parameters to set the connection to the DS
and to also set the management of notification and faulty messages during the
operation as presented on the example settings shown in Figure 11.

RLKS

[+ Enable connection to the server

IP addesz of the server |'I 9.87.541

Fort humber 1 - 65500)  |100

[v Enable natifving meszage about running measureserser

Digpatch notifying meszage every [5 - 10000 =) |1 20
Dizpatch engueued message every [5- 10000 =] |'I 0
Dealy next dispatchment of engueued meszage [0.2 - 3 5] |D-3

Check zocket connection to the server every [3 - 1000 min) |5

Abtempt to recover clozed or failed communication [1 - 3) |3

[elay next attermnpt to create connetion (002 - 3 =) |D.5

Figure 11 Example settings of the MUD module available
in the MS unit to configure the direct connection
to the DS and the messaging process
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The notification and faulty messages, which are generated by occurred events,
and the involved commands for the management are listed in Figure 12,

Code Message Command

0 Measureserver is running

1 Measureserver started

2 Measureserver stopped stop IP

3 Measureserver restarted restart IP

4 Connection to RLMS restored

5 Computer rebooted reboot IP

6  |Experiment status updated update IP / update
7 Experiment is running

8 Experiment is idle

9 Experiment reserved

10  |RLMS connection accepted accept IP [ accept
100 |Measured XML data dispatched; FTP: %s, FILE: %s

101 |Measured XML data failed to dispatch; FTP: %s, FILE: %s"

102 |Measured XML data failed to save; FILE: %s

103 |Connection to FTP enabled for dispatching XML data

104 |Connection to FTP disabled for dispatching XML data

105 |Connection to FTP enabled for dispatching LOG data

106 |Connection to FTP disabled for dispatching LOG data

107 |Connection to RLMS established

108 |Incremental LOG data dispatched; FTP: %s, FILE: %s

109 |Incremental LOG data failed to dispatch; FTP: %s, FILE: %s"

1000 |New client registered; IP: %d.%d.%d. %d"

1001 |Client expired; IP: %d.%d.%d.%d

1002 |(Client disconnected; IP: %d.%d.%d.%d

1003 |Client updated; IP: %ad.%d.%d.%d, ATTRIBUTES: %s, %s, s

1004 |(Client details; IP: %d.%d.%d.%d, ATTRIBUTES: %s, %s, %s

1050 |Configuration file load; FILE: measureserver.cfg

1051 |Configuration file failed to load; FILE: measureserver.cfg

1100 |Plugin failed to initialize; NAME: %s

1101  |Plugin initialized; NAME: %s

1102 |Plugin failed to load; NAME: %s

1103 |Plugin loaded; NAME: %s

1104 |Script loaded; NAME: %s

1105 |Script failed to load; NAME: %s

1106 |Script initialized; NAME: %s

1107 |Script is unknown

1108 |Driver failed to activate; NAME: %s, CONFIGURATION: %s"

1109 (Driver loaded; NAME: %s

1110 |Driver activated; NAME: %s, CONFIGURATION: %s

1120 |Diagnostic pin not found in experiment; ADDRESS: Read D 1

1121 |Diagnostic pin imported; ADDRESS: %s, IDENTIFICATION: %s, DRIVERNAME: %s

1122 |Operative pin failed to import; ADDRESS: %s, DRIVER: %s

1123 |Operative pin imported; ADDRESS: %s, IDENTIFICATION: %s, DRIVERNAME: %s

1130 (Device loaded; ID: %d, NAME: %s, LOG: %s, FASTLOG: %s, SOURCE: %s, TARGET: %s, FILE: %s

1131 (Device loaded; 1D: %d, NAME: %s

1200 |Hardware modules detection enabled

1201 |Hardware modules detection disabled

1203 |Hardware modules detection updated

1204 |Hardware modules detection not present

1205 |Hardware modules detection failed

1210 |PORT:%s, NAME:%s, ID:%s, VALUE:%s, UNIT:%s, MIN:%s, MAX:%s, STATUS:%s detect IP / detect

1215 (PORT:%s, NAME:%s, ID:%s, VALUE:%0.3f, UNIT:%s, MIN:%0.2f, MAX:%0.2f, WARNING: Measured value is below the low limit

1216 |PORT:%s, NAME:%s, ID:%s, VALUE:%0.3f, UNIT:%s, MIN:%0.2f, MAX:%0.2f, WARNING: Measured value is above the high limit

Figure 12 Notification and faulty messages generated by the MS unit when
events occur and the control commands coming from the DS to use for
the management of the unit in case of problems or updates
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Summary of the subchapter “6.2 First level diagnostics module”: This
subchapter deals with the goal No. 3. The diagnostics of remote laboratories is
not to be found, to our knowledge, in any published laboratory, irrespective of
the fact of its importance. The first level diagnostics serves to inform the client
about general function of the respective remote laboratory. It is based on
checking the consistency of the function of every plugins and drivers, signaled
by the “traffic lights ”. This constitutes the improvement in the intelligent version
of the Measureserver unit. The novelty and the scientific approach rest in the
use of real-time checking of the critical points of the units in question.

6.3 Second level diagnostics module

The third task of this doctoral thesis was to design and realize the module
called PMD (physical modules diagnostics) used as the second level diagnostics.
The module provides the RL administrators the features to detect and monitor
the ISES physical modules (meters, sensors, probes and devices) connected to
the rig to prevent their failures or disconnections during the measurement.

The physical modules are used to obtain the quantities of electric current and
voltage, temperature, speed, sound, etc. They are connected to the ISES control
board used as a central board of the RL rig. As the primary aim, the PMD was
implemented to detect and determine a kind of the added (attached) module and
its configuration, like the number of data channels and sensing range.

The detection principle is based on the periodical testing of input and output
ports built in the ISES control board where the physical modules are connected
as exchangeable devices. The ADDA conversion is realized by the PCI 1202
interface card via the driver between the MS and the ISES control board. When
any physical module is connected, re-connected or removed from the port, then
the appropriate technique to update the status is activated.

The PMD is able to provide all the technical parameters of particular physical
modules connected to the CAN-15 ports in cooperation with the Module32.map
database file as listed in Figure 13 presenting a piece of this file that is parsed by
the MS to make module references for the detection process.

The RL administrators can comfortably monitor the updated list of the
physical modules displayed in the concerned GUI containing additional details.
If any physical module, defined in the psc file, fails during its operation by the
reason of unexpected disconnection or even destruction caused by strokes or
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[Modules]
110011;akcelerometr;-60.00;60.00;ms-2
000000;ampermetr; 0.00;1.00; A
000001;ampermetr;-0.50;0.50;A
010000;ampermetr; 0.00;100.00;mA
010001;ampermetr;-50.00;50.00;m A
100000;ampermetr; 0.00;10.00;mA
100001;ampermetr;-5.00;5.00;mA
110000;ampermetr; 0.00;1.00;m A
110001;ampermetr;-0.50;0.50;mA
011100;booster;-5.00; 5.00;V

111100; booster; -10.00;10. EI'EI';\.-‘I
000011;detektor;0.00;1.00;-
100011;detektor;0.00;1.00;-
011000;ekg;0.00;1.00;-
011111;elektronicka byreta;0.00;10.00;ml
001001;kapacita;0.00;10.00;uF
011001;kapacita;0.00; 100.00;nF
101001;kapacita;0.00;10.00;nF
111001;kapacita;0.00;1.00;nF

000100; konduktometr; 0.00;100.00;m S
010100; konduktometr; 0.00;10.00;m S
100100; konduktometr; 0.00;1.00;mS
110100; konduktometr; 0.00;0.10;m S
010010;magneticka indukce;-100.00;100.00;mT

Figure 13 Exemplary piece of the physical modules list
stored in the Modules.txt file used for the detection

vibrations, then the PMD detects this anomaly and dispatches it to the modules
list in the GUI and to the DS interface to analyze.

The PMD is consisted of several components deployed on different places of
the MS structure and attached plugins. As the main, there is implemented the
HwmdsDetectingThread component responsible for the detection process.

6.3.1 Detecting thread component

This component is handled as the function running in a separate tread, and
includes the functions directly connected to the PCI11202CardPlugin.ldp to work
with the control board and its used physical modules.

The detection process generates one of the status information for every port as
the notification message reporting: 1) Undefined, 2) Just connected, 3) Just
disconnected, 4) Connected with the wrong reference, 5) Disconnected with the
wrong reference, or else 6) Detected the empty port.
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Except the periodical detection process, there is also possible to dispatch the
command detect (optionally accompanied by an IP address) from the RL
administrator to obtain the current status list of the CAN-15 ports.

For example, the MUD dispatcher generates and delivers to the DS user
interface the periodical notifications related to the MS running and the status
messages about the connected physical module as listed in Figure 14.

[10:29:00] [Measureserver is running]
[10:29:30] [Measureserver is running]
[10:29:50] [Measureserver is running]

(A) [10:30:30] [PORT: B, NAME: AMPERMETER,
ID: 000001, UNIT: A, MIN: -0.50, MAX: 0.50,
STATUS: Connected with wrong reference]

[10:31:00] [Measureserver is running]
[10:31:10] [Measureserver is running]
[10:31:20] [Measureserver is running]

(B) [10:32:00] [PORT: B, NAME: AMPERMETER,
ID: 000001, UNIT: A, MIN: -0.50, MAX: 0.50,
STATUS: Diconnected]

[10:33:30] [PORT: B, NAME: AMPERMETER,
ID: 100001, UNIT: mA, MIN: -5.00, MAX: 5.00,
STATUS: Connected]

[10:35:00] [Measureserver is running]
[10:35:20] [Measureserveris running]

[10:35:30] [Measureserveris running]

Figure 14 Example of the MUD records; correctly

running (gray), two failed (red); A) setup changed

caused by the range of amperemeter, and B) one
amperemeter was disconnected

As the next example, if the RL administrator demands the current status of
connected physical modules, then he must enter and dispatch the command
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“detect 10.20.54.66” to the MS unit. After a short time, the MS’s PMD returns
the complete list to the DS user interface as shown in Figure 15.

[05.02. 201 7] [13:35:06] [74-7319-2510-1C] [25.37.16.28] [PC] [rle] [1210) [177] [PORT:A, NAMENOLTMETR, 10001011, VALUE: 2527, UNIT:Y, MIN:-5.00, M&X:5.00, STATUS: Connected]
[05.02.2017] [19:35:08) [74-7919-25-10-1C] [25.37.16.26] [PC) rle] [1210][179] [PORT:B, NAME:AMPERMETR, 1D:100001, ALUE:3.087, UNIT:m, MIN:-5.00, MX:5.00, STATUS:Cannected]
(06.02.2017] (19:35:07] [74-7319-25-10-1C] (25.37.16.28] [PC] [rle] [1210] [179] [PORT:C, NAME:KARACITA, 1D:001001, YALUE: 0,010, UNIT:uF, MIN:0.00, MAx:10.00, STATUS: Cornected)
[06.02.2017] (19:35:07] [74-7919-25-10-1C1 [25.37.16.28] [PC] [rle] [1210][149] [PORT:D, MAME:None, 1D:Mone, UNIT:Nore, MIM:-, M&x-, STATUS:None]

[06.02. 2017 (19:35:07] [74-7319-25-10-1C] (26.37.16.28] [PC] [rle] 12100 [149] [PORT:E, MAME Nore, 10:Nane, UNIT:Nane, MIN:-, M-, STATUS:Nore]

Figure 15 Example of the detailed list presenting the current status of connected
physical modules to the ports on the ISES PCI control board

The MS provides the RL administrator the PMD user interface that allows
monitoring the complete status of the CAN-15 ports. There is an option to preset
the referential physical modules and to change the measurement ranges. The
configuration and changes are stored to the specific diagnostic file. The user
interface presenting the exemplary settings is shown in Figure 16.

Detection @
COMFIGURATION OF HARDWARE MODULES CONNECTED TO ISES BOARD
(130 :In Y i e Sl (1S E 5-PC1 with 5 ports [A-E) - | COMFIGURATION FILE |C:“Remotelaborstory\MeasureServer\Ric.cfg Reset definitions
PORT REFERENTIAL MODULE CONNECTED MODULE IDENTIFIER  VALUE UNIT MINIMUM  M&XIMUM  STATUS
INFUT A [vOLTMETR. 001071, 5.00. 5,00 [v] | [WOLTMETR 001011 2527 [V 500 E| [ 500 E| [Connectad

! | !
INFUTB  [AMPERMETR, 100001, 5.00, 5.00 [m4] | [aMPERMETR [ 00001 | 3103 [ma [ 5m0 [ 500 E|[Fonnected
INPUTC [K&PACITA, 001001.0.00, 10.00 [uF] | [reraciTa [ o100 | 006 |uF [ o0 | [ 1000 E| [Connected
INFUTD  [Mone =] [Nane \ Nane | - [None \ - E|] - E[ [Nore
OUTPUTE [Nane | [Mone [ None | - [Nore \ - E|] - E| [More
| =l \ | | | I I

Figure 16 Example settings of the PMD user interface to present the involved
referential physical modules and detected information with current status

Summary of the subchapter “6.3 Second level diagnostics module”: This
subchapter deals with the goal No. 4. The diagnostics of remote laboratories on
this level is not to be found, to our knowledge, in any published laboratory,
irrespective of the fact of its importance. The second level diagnostics serves to
check the conformity of the physical hardware compared with the standard
setup. The checking results, when providing negative results, are forwarded to
the remote laboratory provider to recover experiment. This constitutes the
improvement in the intelligent version of the Measureserver unit. The novelty
and the scientific approach rest in the use of guarding all parameters of
physical modules as the function, its range, polarity and signal overload.
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6.4 Embedded real-world phenomena simulation module

Simulations play an increasingly important role in the way of teaching or
doing science. This is especially true in education, where computers are being
used more often as a way to make lectures more attractive to users, and to help
them achieve deeper understanding of the subject being taught.

This subchapter deals with the design and implementation of the module
called EPS (embedded real-world phenomena simulation), as the last task of the
doctoral thesis, that can run concurrently and synchronized with the real
experiment, and visualized on the client’s web page.

The EPS extends the MS’s library of mathematical functions. It provides the
RL designers advanced numerical function as the solvers to deal with ordinary
differential equations (ODEs). There is created the EPS interface to parse and
process the first and second order ODE in the analytical form [39] to calculate
its solution through the specific iterative functions in the psc script.

The EPS interface was designed to apply the Lua programming language [40]
to simply enter (specify) the ODE analytical form coded and saved to the plain
text file, called Simulation.lua as the input setting for the solver.

The initial idea of ODEs entering and passing the solver was taken from the
Easy Java/JavaScript Simulations (EjsS) environment [41]. As the example,
based on this idea, the analytical form of second order ODE can be adjusted and
entered on separate lines to process by the solver as shown in Figure 17.

@4_ ( o4 R1D+RL)@ + (i) (1 + R1D+RL)u =0

dt? Ryp C L dt Ryp

d*u — _ ( r g4 R1D+RL> du (i) (1 + R1D+RL) U
t2 Ryp C L dt LC Ryp

du

= -((1/(R2D*C) ) + ( (R1D+RL) /L) ) ) *ux- ( (1/ (L*C) ) * (1+ ( (R1D+RL) /R2D) ) ) *u

Figure 17 Adjustment and entry of the second order ODE to a readable
form processed by the EjsS as the basic idea used for entering
such the mathematical expressions to the EPS interface
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The EPS handles the Simulation.lua file in four objects to read declared
coefficients and to initialize and run the defined functions dx1 (first derivative)
and dx2 (second derivative). The objects represent the numerical integration
functions (integrators) used to implement the simulation process by manual
coding in the psc script; these integrator objects are:

1. ScriptMEODEZ1Integrator,
2. ScriptMEODE2Integrator,
3. ScriptRK40ODE1Integrator,
4. ScriptRK4ODE2Integrator.

The listed objects are divided into two groups based on the applied numerical
methods called Modified Euler [42] and Fourth Order Runge-Kutta [43]. They
are used to solve the first and second order ODEs. The mentioned order is
indicated by the number 1 or 2 contained in the object’s name.

6.4.1 Modified Euler integrator

It is the ScriptMEODEXIntegrator component that represents two integrators
using the Modified Euler method. This is not so precise method (less suitable for
the simulation) but it was implemented because of the didactical purposes.

6.4.2 Runge-Kutta integrator

It is the ScriptRK4ODEXxIntegrator component that represents two integrators
using the Fourth Order Runge-Kutta method (also called Runge-Kutta 4). This
method produces a better solution in fewer steps. The numerical method is used
deliberately because it is suitable for the simulation process.

6.4.3 Integrator parameters component

The EPS also handles the Simulation.lua file for the purpose of modifying
declared coefficients in its header section by using the ScriptintegratorParameter
object that is called from the psc script to set a new value.

6.4.4 Data results visualization

The results coming from the simulation are visualized on the client's web
page by specific widgets like charts and tables. There are also available widgets
to set and change coefficients involved in the simulation process by using
buttons and sliders. The example presenting the visualization of the embedded
simulation on the client’s side is shown in Figure 18.
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RLC CIRCUIT WITH VARIABLE DAMPING
Series resistance
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Figure 18 Example of the visualized embedded simulation provided by the EPS
module that is integrated into the MS unit; it presents the RL “The electric and
electromagnetic phenomena in the RLC circuit with the variable damping”
where two colored curves are displayed; 1) blue: measured voltage, and
2) red: simulated voltage; both the approaches have the same values
of the input parameters Ri1, Rz, R, L and C; curves are similar

The next example represents the introduced RL, but it slightly differs in the

setup of the simulated process as displayed in Figure 19.

RLC CIRCUIT WITH VARIABLE DAMPING
Series resistance
so (o B 1w 30 50 70 20 110 130 140 150

Parallel resistance

Infinite 500 200 150 100 70 50 40 30 20 10

Simulation process

Measured and simulated voltage in circuit

AN B s —~ -
TANS W}% B o T
NS - -

Voltage U [V]

Time t [s]

Figure 19 Example of the visualized embedded simulation; the L coefficient differs
as the orange arrow points out; the curves have unmatched behavior

The last example concerning the mentioned RL demonstrates another

coefficient adjustment of the simulated process as shown in Figure 20.
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RLC CIRCUIT WITH VARIABLE DAMPING
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Figure 20 Example of the visualized embedded simulation; the C coefficient differs
as the orange arrow points out; the curves have unmatched behavior

The simulation functions can also be deployed in the slow RLs inside the
sections characteristic for this kind of the experiment concept. Furthermore, the
simulated data are coupled with the measured data and archived to xml files, and
finally dispatched to the data warehouse for detailed analyses.

Summary of the subchapter 6.4 Embedded simulation module of real-world
phenomena . This subchapter deals with the goal No. 5. The multi-parameter
simulation synchronized with the real measured phenomenon is a tool of utmost
importance, not to be found in published remote laboratories. For the purpose,
the solver, including ordinary differential equations of basic mathematical
function has to be built. Clients may compare the measured results with
theoretical equations and adjust their parameters to learn their impact on final
results, and to find their correct set. The simulation may be used as a motivation
tool independently before real measurement as an introductory step for the
acquaintance with measured phenomenon. This improvement is a major
contribution to the intelligent version of the Measureserver unit resting in the
fact of the necessity of sharing priorities of two processes. The novelty and the
scientific approach rest in the use of the new embedding architecture of two
concurrently running programs in one Measureserver unit. The synchronization
Is achieved by a specific function to trigger the computation.

35



7. CONTRIBUTION TO SCIENCE AND PRACTICE

The doctoral thesis tries to improve the ISES remote laboratory usability in
education and dissemination of scientific knowledge, all that contributes to
reliability, robustness, scalability, measured and control data storage and its
processing, diagnostics and tools. For this purpose, we formulate the following
contributions for the remote laboratories community and researchers.

The first contribution for the community is the implementation of new
software modules, built in the Measureserver unit, deployed as the data
archiving, clients' activities logging, and two level diagnostics to monitor and
recover physical hardware components. These modules provide required
functionalities for the REMLABNET platform.

The second contribution to the researchers in the branch is the possibility to
have a feedback for remote laboratory operating and eventual improvement.
This functionality is provided by the detailed analysis of the clients’ activities,
based on the data, logged during their experimentations.

The third contribution is to the branch of advanced tools. The embedded
real-world phenomena simulation, integrated and synchronized with running
remote laboratories, in the Measureserver unit. Simulation, as a simplified
version of real experiment maybe used in various combinations with a real
experiment, as the standalone, asynchronous and synchronous application,
depending on the level of clients. In the simplification, the clients get insight
into the basis of the observed phenomenon, in the most progressive case; the
client may use the parameters of physics laws to fit the measurements.

The fourth contribution, aiming at the future, are modules important even
more when the REMLABNET platform should host a large number of the
remote laboratories focused on natural sciences and engineering fields.
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CONCLUSION

The presented work is focused on the design and development of the software
components related to the Measureserver unit. In the frame of work on the
doctoral thesis a new Measureserver unit called Intelligent Measureserver was
developed to improve stability, reliability and maintenance of the ISES remote
laboratories. The implementation also helped the ISES remote laboratories to
turn into high level to compete with other similar laboratories worldwide.

The following conclusions concerning the new software components in the
Intelligent Measureserver unit are formulated:

1.

Fulfillment of the doctoral thesis goals as documented in the individual
chapters’ summaries of the chapters,

Creation of the data archiving management module, responsible for
gathering, filtering and saving measured data and metadata to an xml file,
together with the option to log clients’ activities to a log file,

Creation of the Measureserver first level diagnostics, providing the
administrators warning and notifying information about the remote
laboratories functioning with the recovery features,

Creation of the Measureserver second level diagnostics, providing the
administrators to detect, monitor and maintain the ISES meters, sensors,
probes or devices connected to the remote laboratory with the regards to
their failures during the measurement and adjustment process,

Creation of the embedded real-world phenomena simulation, operating
concurrently with the real remote laboratory with using the solvers to
generate approximate solution of the corresponding differential equations,
including continuous results visualized on the client’s web page.
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LIST OF SYMBOLS, ACRONYMS AND
ABBREVIATIONS USED

ADDA — Analog to Digital/Digital to Analog

CFG — Configuration

DAM - Data Archiving Management

DS — Diagnostic Server

EjsS — Easy Java/JavaScript Simulations

EPS — Embedded real-world Phenomena Simulation
ER-L — Easy Remote Laboratory

FSM — Finite-State Machine

GUI — Graphical User Interface

HTTP — Hypertext Transfer Protocol

HW — Hardware

IP — Internet Protocol

ISES — Intelligent School Experimental System
LOG — Data Log

MS — Measureserver

MSXML — Microsoft XML Core Services

MUD — Measureserver Unit Diagnostics

ODE - Ordinary Differential Equation

PCI — Peripheral Component Interconnect

PMD — Physical Modules Diagnostics

RL — Remote Laboratory

RLC — Resistor, Inductor and Capacitor

RLMS — Remote Laboratory Management System
TCP — Transmission Control Protocol

TCP/IP — Transmission Control Protocol/Internet Protocol

XML — eXtensible Markup Language
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